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Abstract— The rapid growth of digital multimedia technolo-
gies brings tremendousattention to the field of digital water-
marking. One application for digital watermarking is finger-
printing . The owner or the distrib utor of the multimedia data
caninsert unigue watermarks into copiesfor differ ent customers
or recevers, which will be helpful to identify the sourceof illegal
copies. Fingerprinting can be usedin an intelligence agencyto
trace the sourceof the leak. In this paper, wefirst identify the re-
quirementsfor fingerprinting algorithms of intelligence images.
Then, we presentan algorithm that meetsthe requirements.
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|. INTRODUCTION

Becausef the adwvancesin technology moreandmore multime-
diadataarenow storedandtransmittedn digital forms. Thisinspires
alot of researctefforts in digital watermarking.Onepossibleappli-
cationof digital watermarkings fingerprinting[1, 2]. To fingerprint
thedata,uniqueinformationis insertedinto eachcopy. Thiswill en-
ablethe owner or the distributor to tracean unauthorizedcopy back
to the source. Imagefingerprintingcan be usedto tracethe source
of the leak of intelligenceimages.In this paper we first discusshe
requirementof algorithmsdesignedfor suchapplicationandthen
proposeawavelet-basedlgorithmto meettherequirements.

The restof the paperis organizedasfollows: In Sectionll, we
discusgherequirementsf algorithmsfor fingerprintingintelligence
images. In Sectionlll, we review somenecessarpackgroundon
wavelets. The algorithmthat meetsthe requirementss presentedn
SectionlV, andexperimentafesultsaregivenin SectionV to demon-
strateits effectivenessin SectionVI, we presentheconclusion.

I1. REQUIREMENTS FOR FINGERPRINTING INTELLIGENCE
IMAGES

Variousalgorithmshave beenproposedo fingerprintdigital data
andimageq3, 4, 5]. However, like mary engineeringoroblems fin-
gerprintingis very application-orientedBeforepresentingour algo-
rithm, we wantto discussthe requirementgor fingerprintingintelli-
genceimages.

The goalof our algorithmis to traceandpunishthe sourceof the
leak. Most fingerprintingschemesn the literature are symmetric,
which meansbhoth the userandthe distributor have the accesgo the
fingerprinteddata.lf anunauthorizedopy of suchdatais found,one
cannotassignresponsibilityto one of themwith absolutecertainty
[6]. Although symmetricfingerprintingalgorithmsare very helpful
for eliminating possiblesourcestheir findings alonecannotcorvict
arybodyin the court. Theintelligenceimagesareusuallyvery valu-
able.Onemaybewilling to risk his job to sella coupleof imagesfor
alarge amountof monegy. Hence,to prevent espionagethe criminal
justicesystemmustgetinvolved. Because¢he symmetricfingerprint-
ing algorithmscannotprovide enoughevidencefor a corviction, we
needto useanasymmetridingerprintingalgorithm.

Generallyspeakingthe distribution structureof intelligenceim-
agesis atree asshavn in Fig. 1. After anintelligenceimageis
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Fig. 1: distribution structure

obtainedknowing who theendusersof theimageareandhowv mary

copiesareneededs unlikely atthat point. However, basedon expe-
rience, it shouldbe easyto decidewhich departmenshouldhave a
copy. As for thedepartmentst shouldbe easyto decidethedestina-
tion divisionsof theimage.Thereforepy following thetreestructure,
theimagewill reachthe endusersafterseverallevelsof distribution.

At eachdistribution point illustratedby rectanglesn Fig. 1, finger

prints shouldbe embeddednto the datato indicatethe destination
pointatthenext level. Therefore thealgorithmshouldhave theabil-

ity of multi-level fingerprinting.

By examiningthedistribution tree,we canseethatonly theusers
needto keeptheimagesfor along periodof time. As for the distri-
bution points, after the fingerprintingprocesss completed thereis
no needto keepthe unfingerprintedmageary more. Sincethe fin-
gerprintingprocesds performedat a certainlocationduring a short
period of time, it is feasibleto have the processmonitoredand de-
stroy the unfingerprintedmageimmediatelyafterwards. This will
male the fingerprinting processasymmetricbecausehe distributor
canno longer generatea fingerprintedimage and the recevers get
the only copies. If the patternof the fingerprintis not randomlyas-
signedby the distributor but is broughtin by the recever, it will be
impossiblefor thedistributorto framearecever.

Originally, therearethreekinds of possibleleak sourcesthefin-
gerprinting personneillustrated by rectanglesn Fig. 1, the users
illustratedby roundedrectanglesn Fig. 1, andthe delivery person-
nel illustratedby arrowns in Fig. 1. Sincewe put restrictionson the
fingerprintingprocessyve caneliminatethe fingerprintingpersonnel
asa possibleleak source. To fingerprintanimage,at eachlevel, a
distributor askseachof its receversto submita fingerprint pattern,
registersthe patterns performsthe fingerprinting process destrys
the unfingerprintedcopy, and distributesthe fingerprintedones. If
anunauthorizedcopy is later found, by extractingand matchingthe
fingerprintswe cango down thedistribution treeto find the suspect.
If afingerprintingpoint (e.g., Dept. 1) detectsthe fingerprintof a



recever (e.g.,Div. 1-1), but the recever doesnot find a fingerprint
matchingtheonesthatit hasonfile, thenwe canconcludethatthede-
livery persorbetweerthosetwo pointsmusthave madea detourand
is thesuspectlf atthefingerprintingpoint of eachlevel, a matching
fingerprintis found,thenwe will reachoneof theusersatthebottom
of thetree. The suspects theneitherthatuseror the personwho de-
liverstheimageto him. If we requirethatthe userretrieveshis own
image,thereis no ambiguityarny more,andfinding an unauthorized
copy will guaranteghe corviction of the persorwho madeit.

The above fingerprinting systemis asymmetric. However, it
comesat a price. Sincewe destry all unfingerprintedimagesto
male it asymmetricyve cannotusethemasreferencen thedetection
processasa lot of symmetricalgorithmsin the literaturedo [4, 5].
Moreover, the algorithm musthave the ability to carry multiple fin-
gerprints.In addition,becausehereceier knows thefingerprintpat-
tern, the algorithm should provide enoughrandomnesso that the
recever cannotremove thefingerprint.

Furthermorewe alsohave to addresghe problemsthatevery fin-
gerprinting/vatermarkingalgorithm faces. First, the false positive
probability must be extremely small. In otherwords, if thereis a
probability that a fingerprint can be detectedn an unfingerprinted
image,it mustbe very small. Secondthe fingerprintedimagemust
be perceptuallythe sameasthe original image. This will limit the
enegy of the fingerprint. Third, the fingerprintingalgorithm must
berobust. Thefingerprintmustsurvive signalprocessing@ndhostile
attacks. However, in our application,the intelligenceimages,such
as satellite photos,usually require high resolution. This will limit
the possibledistortionintroducedto theimage. In addition, it is un-
likely thattherearea lot of leak sources.Therefore the problemof
collusionis easierto addreszomparedo someotherapplications.

In summarythealgorithmshould

e beableto detectthefingerprintwithouttheoriginalimage
e beableto carrymultiple fingerprints

e preventtheuserfrom remaoving thefingerprint

e have extremelysmallfalsepositive probability

e achieve perceptualnvisibility

e achiere somerohustness

I1l. BACKGROUND ON WAVELETS

Becauseur algorithmis basednwavelets,we review somenec-
essanbackgroundn waveletsbeforeintroducingthe algorithm.

Theextensive studyin the pasttwo decadefiasmadethe wavelet
transformanimportanttool in signalanalysis. In digital signaland
imageprocessingthediscretewavelettransformis closelyrelatedto
filter banks. A typical 2-channeldecompositiorand reconstruction
structures givenin Fig. 2.

As VetterliandKovacevic statedin [7], therequirementgor per
fectreconstructiorfi.e.,z = z in Fig. 2) are:

Ho(2)Go(2) + Hi(2)G1(2) = 2;

Ho(—2)Go(z) + Hi(—2)G1(2) = 0.

A very importantclassof filter banksare orthonormalfilter banks.
For orthonormafilter banks therequirement®ecome:

Go(2)Go(z™!) + Go(—2)Go(—2"") = %
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Fig. 2: 2-channetlecompositiorandreconstructiorstructure

Furthermoreif we defineP(z) = Go(z)Go(z™"), then

P(z)=1+ Z aszk,ak =a_g.
k odd

Ontheotherhand,if we have a polynomial

P(z)=1+ Z a2k al =ay;
k odd

where) aj, = 1, aj, > 0; becauseP’(z) > 0,Vz € {z : |2| =
1}, P'(z) is spectrumfactorizable,i.e., 3 Gy(z), st. P'(z) =
Gy(2)Gy(z™") and Gy(z) is the lowpasssynthesisfilter of a 2-
channelorthonormalFIR real-coeficient filter bank. Therefore we
canrandomlygeneraterthonormalfilter banksby randomlygener
ating P'(z)’s.

In addition, we can control the behaior of the filter bank by
addingcertainconstraintgo the a},’s. For instance,if we pick the
filter lengthto besix, then

Pz)=1+ai(z+2z ) +as(z® +27%) +as(z’ +27°).

If we force a; < 0.2, thenthe filters will have large sidelobes.
For example,if P(z) = 1 + 0.1900(z + z~') + 0.0716(z% +

273)+0.2383(2° +27 %), thenthelowpassanalysidilter is Hy(z) =

0.2663 — 0.08972"' + 0.1395272 — 0.09832% + 0.30142* +

0.8951z~° andthe highpassanalysisfilter is H1(z) = —0.8951 +

0.30142 " 4 0.09832 2 4 0.13952 > 4 0.0897z* 4 0.2663z°.

As shavnin Fig. 3, they will have largesidelobeg8].
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Fig. 3: anexampleof filters

IV. ALGORITHM

For thefingerprintingprocesseachrecever sendshis fingerprint-
ing informationin theform of awatermarkwhich canbeconsidered
asarandomvector to his distributor. The distributor storesthatwa-
termark. Then, the distributor generateseveral setsof randomor-
thonormalfilter banksusingthe algorithmdiscussedn the previous



section.Thestfilter banksareusedio decompos¢heunfingerprinted
imageinto differentsubbandsindwill be storedby thedistributor as
well. Several middle frequeng subbandsre selectedo embedthe

watermark.Fig. 4 shavs anexampleof selectecsubbandsA differ-

entsetof filter banksis usedfor eachdecomposition.For instance,
tensetsof filter bankswill beusedfor theexampleillustratedby Fig.

4,

To introduce more randomnessinto the embeddingprocess,
we scramble the watermark using the information of the fil-
ters. If we denotethe watermarkby an n-tap vector ot =
{v1(1),v1(2), --.,v(n)}T andcreateanotherm-tap vector 3 =
{s(1),s(2),...,s(m)}" by puttingthefirst digits after the decimal
point of thefirst coeficientsof eachanalysisfilter togetherthenwe
cangeneratea vector 73 by doing the following. Startingfrom the
first elementin o7, we counts(1) elementsandassignthe resulting
elementasthefirst elementof 73, i.e.,v2(1) = v1(s(1) + 1). Then,
we remave the elementthat we just processedrom i and count
s(2) elementdrom thatpoint, thenassignthis elementasthe second
elementof 73. If we considers? and 3 to be circular vectorsand
repeatheabove procedurethenaftern stepszs will bearearranged
vectorof 7. Therearrangingprocesss reversibleassumingwe al-
ways have accesdo &. Whenthe fingerprint patternis submitted
by the recever andthefilter banksare generatedy the distributor,
theabove rearrangingorocessvould make the embeddedingerprint
containanformationfrom bothparties.

After decomposingheimageandrearranginghe watermarkwe
canembedthe watermarkinto the image. First, the rearrangedva-
termarkis scaledby a factorto adjustthe enegy andthenaddedto
the wavelet coeficientsof the selectedsubbandsccordingto a pre-
determinedscanorder Secondthe synthesidilters are usedto re-
constructedhe fingerprintedimage from the modified coeficients.
In addition,we performroundingandclipping onthe resultimageto
male surethatit hasthesamegray-scaleangeasthe unfingerprinted
image.The block diagramof the embeddingprocesss givenin Fig.
5.

To determinewhethera fingerprintis presenin a suspectmage,
thefollowing procedures used.First, the storedfilter banksareused
to decomposehe suspecimageandthe coeficientsof the selected
subbandsre arrangedo createa testvector Then,the correlation
betweerthis testvectorandthe rearrangedvatermarkis computed,
which is equivalentto descramblinghe test vector and calculating
the correlationbetweerthe resultandthe original watermark.If the
correlationis larger than a presetthreshold,then the fingerprintis
claimedto be found. The block diagramof the detectionprocesds
givenin Fig. 6.

ThethresholdT in the detectionprocesss animportantparame-
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Fig. 5: block diagramof theembeddingprocess

ter. It contributesto thefalsepositive probability Thereforewe need
to evaluatethe falsepositive probabilityasa functionof 7.

If we denotethe wavelet coeficients by S and the embedded
watermarkby W, both of which are vectorsof dimensionn, then

: H _ S-W S w
S-SYW-W) S-S vVW-Ww
the correlationis a = TEsn s Uss and are two

unit vectorsof dimensionn. So, the variable« is the inner prod-
uct of two vectorson a unit sphere,andthe original datathat pro-
duceaninner productwith —2— thatis largerthanT will create

w.-w
" i . w
afalsepositive. Without lossof generality we canrotate T to

[1,0,0,...,0]T. Assumingall possibleS vectorsareuniformly dis-
tributedon the spherethefalsepositive probabilityis thena fraction
betweertwo areas,Py = %, whereA; containsall vectorson the
spherewhosefirst elementis greaterthanT and A is the areaof the
whole sphere.The surfaceareaof a n-dimensionakphereof radius

3

suspect image

Use analysis filters to decompose
the image

v

Compute the correlation of the
coefficients in the selected
subbands and the rearranged
watermark

v

Thresholding

v

decision

Fig. 6: block diagramof the detectionprocess



pis Agpn = nVup™ !, whereV,, = % [9]. Therefore,

Ay = / (n—1)Vp_1(/1—22)" 2

andA = nV,. So,

dx
V1i—z?’

(n—1)Vaci1 [ (V1T —2%)" 2dz
nVn ’

Theexactvalueof theintegralin theabove equationis noteasyto
computewvhenthedimensiom is large. However, we only interested
in theorderof the falsepositive probability If we candevelopupper
andlower boundsfor false positive probability as a function of T,
we shouldhave suficient informationto chooseT’, which is always
positive andlessthanone. If y = 1 — 2, we have

1 1-T?  (m—-3)/2
1—z2)m=3/2q, = vy __— 4
| a-= =

This equationcanbe boundedasfollows

m—3

1-12
f y 2 dy
Jo ° 007

IV
S
N
[V

fl—T2 =
Yy
> 0

andit is easyto seethat

1-72 m_—3

0 dy

9q (M= 1)/2 1-72 2(1_T2)(m—1)/2
m—1 0 - m—1 -

So, the upper bound for the false positve probablllty Py is

(o)
7.1(1T)2 n1(1T)

—F andthe lower boundis - . There-
fore, we canchoose‘l" to guaranteehatthefalseposmve probablllty
is extremelysmall.

V. EXPERIMENTAL RESULTS

The proposedalgorithmis testedon the “lion” image,which is
an 8-bit gray-scaldmageof size512by 512. The depthof the dis-
tribution treeis four. In otherwords, four watermarksare addedto
theimage. The subbandsllustratedin Fig. 4 areselectedo embed
thefingerprintsandthelengthof thewatermarkis 64% x 5 = 20480.
Thelengthfor theorthonormafilter banksis six. Eachelemenif the
watermarkis arandomvalueuniformly distributedfrom -1to 1. The
thresholdT' in the detectionprocesss 0.03, andthe corresponding
upperandlower boundsare9.21 x 10~ % and2.76 x 10~ 7, respec-
tively.

User 1 User 2 User 3 User 4 User 5

Fig. 7: anexampleof asix-userdistribution tree

(b) thefingerprintedmageof userl

Fig. 8: theoriginalimageandafingerprintedmage

We simulatea situationwheretherearefive users.Their relation-
shipis shavn in Fig. 7. Theoriginalimageandthefingerprintedm-
ageof thefirst useraregivenin Fig. 8. By comparinghetwo images,
we canconcludethatthefingerprintingalgorithmachievesperceptual
invisibility. The Peak-to-pealSignal-to-NoiseRatio (PSNR)of the
five fingerprintedimagesare listed in Table 1, which is compatible
with existing watermarkalgorithmsandfurther indicatesthe invisi-
bility. The correlationvaluesof correctpathsarelistedin Table2.
We canseethatall the valuesarelargerthanthe threshold0.3; also,
the correlationvaluesbetweenmismatchedletectedand embedded
watermarksarefrom -0.0105to 0.0106,which suggestshatthe fin-
gerprintsaredetecteccorrectlyandthatthe algorithmis suitablefor
tracingthe unauthorizeadtopy backto thesource.

Tah 1: PSNRof fingerprintedmages
| UserNo. | PSNR(dB) ||

1 38.87
2 38.91
3 38.90
4 38.87
5 38.89

Then,wetesttherobustnes®f ouralgorithm. First,we adda zero
meanGussiannoisewith variancel00 to the fingerprintedimages,
which introducesa degradationof roughly 10 dB. The correlation
valuesarelistedin Table 3 andprove thatour algorithmis robustto
additive Gaussiamoise.



Tah 2: Thecorrelationvalueson correcttracingpathsof thefingerprinted
images

Ivl. 2

0.075
0.075
0.071
0.081
0.080

Ivl. 3
0.084
0.084
0.084
0.076
0.078

Ivl.4
0.084
0.076
0.069
0.071
0.078

UserNo. | Ivl. 1

1 0.087
2 0.087
3 0.086
4 0.087
5 0.087

Secondywe testour algorithmon histogramequalizationsinceit
is a commonmethodto improve the visual quality of the images.
The resultsare given in Table 4 andindicatethe robustnessof our
algorithmto histogramequalization.

Tah 3: Thecorrelationvalueson correcttracingpathsof the noisecorrupted
fingerprintedmages

UserNo. | Ivl. 1 | Ivl. 2 | Ivl. 3| Ivl.4
1 0.085| 0.074| 0.082| 0.082
2 0.085| 0.073| 0.082| 0.072
3 0.084| 0.068| 0.079| 0.066
4 0.086| 0.078| 0.072| 0.070
5 0.085| 0.077 | 0.074| 0.074

Tah 4: Thecorrelationvalueson correcttracingpathsof the histogram
equalizedingerprintedmages

UserNo. | Ivl. 1 | Ivl. 2 | Ivl. 3| Ivl.4
1 0.106| 0.095| 0.103| 0.103
2 0.105| 0.095| 0.103| 0.095
3 0.106 | 0.086 | 0.098| 0.084
4 0.105| 0.099| 0.095| 0.090
5 0.105| 0.098 | 0.099| 0.094

Furthermorewe testthe robustnesof our algorithmto compres-
sion. JPEGbaselinecompressioris appliedon the fingerprintedim-
agesat 1.3 bpp and the resultsarelisted in Table5. If the bitrate
increasesthecorrelationvalueswill alsoincreaseTherobustnes®f
ouralgorithmto compressiolis notasgoodassomealgorithmsin the
literature.However, intelligenceimagesin generadonotgothrough
lossycompressionandour algorithmdemonstratesomerobustness
whenthe compressioris performedusingarelatively high bit-rate.

Besidesbeing robust to various signal processingproceduresa
goodfingerprintingalgorithmshouldalsosurvive hostileattacks Al-
thoughthe watermarksin our algorithmare provided by the users,
they cannotremove them becauseve scrambleeachone usingthe
information derived from the filters, which the usersdo not know.
However, they still canusecollusionto attackthe fingerprints. For-
tunately thenumberof imagesusedin a collusionattackon anintel-
ligencefingerprintingsystemis usuallyvery small. Also, sinceour
algorithmusesa long pseudo-noiseodeas a watermark,similar to
the algorithmin [10], the algorithm hassomebuilt-in resilienceto
collusion attacks. We simulatetwo suchattacks. Oneis forged by
usersl and2, andthe otheris forgedby users4 and5. In eachcase,
the averageof two imagesis used.Table6 shavs thatour algorithm

Tah 5: Thecorrelationvalueson correcttracingpathsof thecompressed
fingerprintedmages

UserNo. | Ivl. 1 | Ivl. 2 | Ivl. 3| Ivl.4
1 0.037| 0.033| 0.038| 0.034
2 0.037| 0.032| 0.038| 0.030
3 0.037| 0.031| 0.036| 0.030
4 0.038| 0.036| 0.031| 0.032
5 0.038| 0.035| 0.030| 0.030

canstill trackthefingerprintscorrectly

Tah 6: Theresilienceto collusion

Collusionby usr. 1&2 Collusionby usr 4&5
Lvl. No. | usrl. | ust 2 || Lvl. No. | usr 4 | ust 5
1 0.087 | 0.087 1 0.087 | 0.087
2 0.075| 0.075 2 0.080| 0.080
3 0.084 | 0.084 3 0.035| 0.037
4 0.042| 0.034 4 0.036 | 0.040

V1. CONCLUSION

In this paper we first discusgherequirementsor afingerprinting
systemfor intelligenceimages. Then, we proposean algorithmto
meettheserequirements.Our experimentalresultsdemonstratehe
effectivenesof thealgorithm.

Although the proposedalgorithm possesseappealingproperties
suchas asymmetryand multi-level fingerprinting, its applicationis
limited to intelligenceimagesbecausef the robustnesdssues.For
otherapplicationssuchasvideofingerprinting,significantmodifica-
tionsareneeded.
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