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Abstract

In recent years, access to multimedia data has become much easier due to the rapid growth of the
Internet. While this is usually considered an improvement of everyday life, it also makes unauthorized
copying and distributing of multimedia data much easier, therefore presenting a challenge in the field of
copyright protection. Digital watermarking, which is inserting copyright information into the data, has
been proposed to solve the problem. In this paper, we first discuss the features that a practical digital
watermarking system for ownership verification requires. Besides perceptual invisibility and robustness,
we claim that the private control of the watermark is also very important. Second, we present a novel
wavelet-based watermarking algorithm. Experimental results and analyses are then given to demonstrate

that the proposed algorithm is effective and can be used in a practical system.

Keywords

Digital watermark, copyright protection, ownership verification, wavelet, filter banks.

This paper is partially sponsored by AFRL under contract number F30602-98-0061
Parts of this work were presented at CISS 2000
This work is done when the authors were with the Pennsylvania State University

October 11, 2001 DRAFT



IEEE TRANSACTIONS ON IMAGE PROCESSING, VOL. XX, NO. Y, MONTH YEAR 101

I. INTRODUCTION

The rapid growth of the Internet increases access to multimedia data tremendously. This fact,
combined with more powerful image processing software and faster personal computers, presents
a challenge to copyright protection of multimedia data as unauthorized copying and distributing
of digital images, video, etc. also become easier. During recent years, digital watermarking has
drawn a lot of attention as a solution of this problem [1]-[14]. In general, a digital watermarking
algorithm tries to adhere some copyright information to the original data. Although watermarks
can be visible, invisible watermarks are usually preferred. Hence, this paper, like many others,
will focus on invisible watermarking schemes. Another requirement for digital watermarking
algorithms is robustness. In other words, the watermark should survive the common signal
processing operations and counterfeit attempts.

We shall focus on digital image watermarking in this paper. Quite a few digital image water-
marking schemes have been proposed in the 1990s [1]-[6]. Although the early algorithms usually
require the subtraction of the original image from the test image to detect the watermark [1]-[4],
recent work showed that for ownership verification, the above subtraction would create severe
problems [5]. Basically, an “original” image can either be the original image or obtained by sub-
tracting the counterfeiter’s watermark from the original image, and there is no way to distinguish
one from the other. Therefore, a watermarking algorithm for ownership verification should avoid
performing such subtraction in the detection process.

Most digital watermarking papers in the literature are proposing new algorithms. Some of
these algorithms, although very clever, cannot be used in a practical system. Therefore, before
proposing our algorithm, we want to discuss the requirements of a practical image watermarking
system for ownership verification of digital images. The rest of this paper is organized as follows:
Section II discusses the necessary features that a digital watermarking system for ownership
verification needs in the real world. Section III reviews some necessary background on wavelets
and filter banks for our algorithm. We present our algorithm in section IV. Experimental results
and analyses are given in section V to demonstrate the performance of the proposed algorithm.

Conclusions and comments are given in section VI.
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II. REQUIREMENTS FOR PRACTICAL WATERMARKING SYSTEMS

In a practical digital image watermarking system for ownership verification, there should be
at least two parties: the owner of the images and a legal authority. We want to start this section
by discussing the division of responsibilities between these two parties.

The first question is what each of the two parties should store. We begin with the storage
requirement for the legal authority. The need to register the watermark is obvious. Otherwise, if
one can claim anything to be his watermark, he can claim the ownership of any image. However,
we do not think that it is practical to require the registration of each image. A system only
makes sense when it serves a fairly large number of owners. Each of these owners possesses many
images and keeps producing new images everyday. So, the total number of images will be huge,
and the storage of all the images is too expensive. Besides the storage problem, when a new
image comes in, the authority also needs to check all the registered images to make sure that
it has not been registered. This is expensive as well. Therefore, even if the registration of each
image is possible, it will increase the cost of the registration. Some of the owners may give up
on the registration process and some others will only register some of their images because of
the expense. In general, a copyright protection system works better when everybody complies
because there is less ambiguity. On the other hand, if only the watermark requires registration,
an owner can register one or several watermarks at the beginning and only pay a very small
annual fee. The burden on the authority also decreases. The storage requirement is much lower,
and the authority only needs to make sure the watermark of a new user does not coincide with
the old ones.

Then, what should the owner store? It seems that the owner only needs to store the images.
However, we do not think that it is so simple. If we model the watermarking insertion procedure
by equation X' = X + W, where X' is the watermarked image, X is the original image, and W
is the added watermark, we claim that W should not be the same in each image. Otherwise, one
can easily show that a counterfeiter can estimate the owner’s watermark if he adds a number of
the watermarked images from the owner. Although the number of the images required is very
large, there will always be a distant danger. When a counterfeiter knows W, he can easily remove
the watermark from all the images. Another problem for inserting the same watermark in every
image is that it is obvious when the system is created, the database at the legal authority will

be a target of hackers. In the case of a security breach, a counterfeiter will know the watermark
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of the owner. We shall argue later in this section that the watermark algorithm might need to
be standardized. In that case, a counterfeiter will know both the watermark and the algorithm,
hence he can remove the watermark. To avoid these problems, the owner should insert different
formats of the watermark into images. In other words, he will have private keys. If these keys do
not require registration at the authority, even if the database in the legal authority been hacked
into, no one can remove the watermarks. Basically, even the authority itself cannot remove the
watermarks without the private keys. Furthermore, the owner may want to create a set of private
keys for each image. Most digital watermarking papers in the literature assume the counterfeiter
does not know the watermark and/or the algorithm. However, we know that a lot of crimes are
committed with inside help. In our case, if the owner creates a set of keys for each image, then
even if a counterfeiter knows the watermark, the algorithm, and some sets of keys, the damage
is limited to the corresponding images instead of the whole image database of the owner. This
may be extremely desirable when the owner is a large company. So, the effect of one misbehaved
operator will be limited. If such keys exist, it is quite natural to require they have a reasonable
length to limit the storage overhead.

The second question is who should perform the watermark detection procedure. There is no
doubt that the authority should perform the detection procedure and provide testimony when a
copyright dispute is taken to the court. However, it is not realistic to ask the authority to detect
all the copyright violations in the first place, because it would require that the legal authority
process all images and try to detect the watermarks of all owners in an image. This is very
resource-consuming and will increase the operation cost dramatically. Particularly, if the system
provides owners private control of the watermark, this may become impossible. A more realistic
way is that the owner should first try to find any counterfeiters of his images. Because the owner
is more familiar with his images, it is usually easy for him to recognize the images even if they
have been manipulated. In addition, the number of images and the number of watermarks of
one owner are much smaller than those of all owners. When the owner is suspicious of an image,
he will perform the watermark detection procedure on that image. If he detects his watermark
in the image, he will take the case to the court. The court will ask the authority to verify the
owner’s claim, and the owner will provide the private key for the particular image to enable the
authority to perform the detection procedure. The cost of such verification can be easily added

to the punishment of the counterfeiter if the court decides that the copyright violation really

October 11, 2001 DRAFT



IEEE TRANSACTIONS ON IMAGE PROCESSING, VOL. XX, NO. Y, MONTH YEAR 104

takes place. Therefore, the operating cost of the system will stay low.

Now, we discuss what kind of algorithm the system should use. As mentioned above, we think
that the algorithm(s) used by the system should be standardized. Most of the algorithms pro-
posed in the literature use some sort of pattern recognition algorithm in the detection procedure.
For any algorithm, there will be a probability of false alarm. In other words, given an arbitrary
unwatermarked image, there is a chance that the detection procedure will claim that there is a
watermark in it. To make a watermarking algorithm work, such false alarm probability should
be very small. If the owner can use any algorithm, when a case is taken to the court, a lot of
resources will be spent to verify if the false alarm probability of the owner’s algorithm is small
enough. To avoid doing this on a case by case basis, the algorithm(s) should be standardized.
The probability of false alarm is known and consented to by all parties.

Then, what should a standardized algorithm satisfy? Besides the common requirements of
invisible watermarks and robustness, we already showed that the algorithm should not depend
on the subtraction of the original image in the detection procedure. We also showed that the
algorithm should have the ability to create a private key for each image and insert the watermark
according to the key. However, this also adds another requirement for the algorithm. Given an
arbitrary unwatermarked image, the owner must not be able to create a key so that he can
detect his watermark in the image. In other words, there should not exist a reverse engineering
algorithm to create the key based on the image.

In summary, we list all the requirements below:
¢ The legal authority

— stores the watermarks
— does not store all the images
— performs the final watermark detection
— does not search for copyright violations in the first place
— cannot remove the watermark from the image
e The owner
— stores images and private keys
— searches for counterfeiters of his images
o The Algorithm
— should be standardized
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— achieves watermark invisibility

— achieves robustness

— does not require subtraction of the original image in watermark detection
— gives owner private control of the watermark

— prevents reverse engineering of the private keys

ITII. BACKGROUND ON WAVELETS AND FILTER BANKS

Before we introduce our algorithm, we review some necessary background on wavelets and
filter banks.

The study of the wavelet transform has thrived in the past two decades. Now, the wavelet
transform is considered to be a fairly simple mathematical tool, and it has many applications
in various fields. The continuous and discrete wavelet transforms are given in equations (1) and
(2), respectively [15].

(T )@ b) = lo ™ [ f@w(" "t (1)

T (f) = 05" [ FOlag™t — nbo)dt. 2

The wavelet transform also finds its way into the field of signal analysis. Compared with the
traditional transforms, the Fourier Transform for instance, the wavelet transform has an advan-
tage of achieving both spatial and frequency localization. In digital signal and image processing,
the discrete wavelet is closely related to filter banks. A typical 2-channel decomposition and
reconstruction structure is given in Fig. 1.

It is well-known that the filter banks will provide perfect reconstruction (i.e., z = 7 in Fig. 1)

if they satisfy equations (3) and (4) [16].
Ho(2)Go(z) + Hi(2)G1(z) = 2; (3)

Hy(—2)Go(2) + Hi(—2)G1(z) = 0. (4)

A very important class of filter banks are orthonormal filter banks. For two-channel, orthonor-
mal, FIR, real-coefficient filter banks (T.O.F.R.FB.), equations (3) and (4) are equivalent to
equations (5), (6) and (7)[16].

Go(2)Go(z ) + Go(—2)Go(—2 1) = 2 (5)
Gi(z) = =2 1Go(—271),k € Z; (6)
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(a) analysis part
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X
O
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(b) synthesis part
Fig. 1. 2-channel decomposition and reconstruction structure

Hi(z) = Gi(z1),i € {0,1}. (7)

Furthermore, it is easy to show that if we define P(z) = Go(2)Go(27!), then
Pz)y=1+ Z arzF, ap = a_y, [16). (8)
k odd
To extend the above analysis to images, we can consider digital images as 2-D signals and apply
the 1-D wavelet transform to the horizontal and vertical directions separately. The structure is

given in Fig. 2 [17]. in Fig. 1 or Fig. 2 depending on the dimension of the signal.

IV. WATERMARKING ALGORITHM

In this section, we present our algorithm for watermarking digital images. As the authors
in [18] stated, the human visual system has different sensitivities for different frequencies. The
low frequency noise is usually more noticeable [3]. Another known fact is that lossy compression
schemes often eliminate high frequency components. Therefore, our algorithm, like many existing
algorithms, inserts the watermark into the middle-frequency range to achieve both perceptual
invisibility and robustness to compression.

In Section II, we claim that the owner should have private control over the watermark. In our
algorithm, we use randomly generated orthonormal filter banks as a major part of the private

key. In equation (8), we showed a requirement for orthonormal filter banks. On the other hand,
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(a) analysis part
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(b) synthesis part
Fig. 2. Image decomposition and reconstruction structure

suppose we have a polynomial P'(z) that satisfies:

Plz) =14 Y apz % ap = dy; 9)
k odd

where > aj, = 1, a}, > 0; because P'(z) > 0, Vz € {z : |z| = 1}, P'(z) is spectral factorizable, i.e.,
3 Gy(2), s.t. P'(2) = Gy(2)Gh(z71) and Gy(2) is the lowpass synthesis filter of a T.O.F.R.FB.
Therefore, we can randomly generate orthonormal filter banks by randomly generating P'(z)’s.
In addition, we can control the behavior of the filter bank by adding certain constraints to the
aj’s.

Besides generating random filter banks, by choosing which middle-frequency band that the
watermark will be embedded into, the owner can have more private control over the watermark.
The stuctures in Fig. 2 can be cascaded to create a wavelet pyramid. Several middle-frequency
bands will be valid candidates. Fig. 3 shows a possible decomposition structure and a middle-
frequency band to embed the watermark.

The watermarks used in our algorithm are binary images with values +1. These binary images
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Lowpass

————————— Highpass

(a) decomposition structure

LL2 HL2

HL1

LL3 HL3

LH2

LH3

LH1 HH1

(b) wavelet pyramid (shaded LL5 chosen to embed watermark)

Fig. 3. An example of eligible middle-frequency band to embed the watermark (note: the LL, LH, HL,

and HH notations are different from those in standard compression papers)
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do not require much storage space and can be designed as the owner’s seal. However, to make
the watermark hard for counterfeiters to detect, the watermark that we want to embed should
be an image of real numbers because the wavelet coefficients are real numbers. Therefore, we
develop the following method to transfer a binary image into a real-numbered image. First, we
scan the binary image row by row. If the size of the image is n by n (n is always even in our

algorithm), we will have a vector of n? by 1. We define it as 7§ and compute

o = R1Ry5; (10)

where 3 )
cosf; —sinb,
sinf; cos 6
Rl = )
cosb,2_; —sinb,2_;
sinf,2_; cosf,2_;
and _ }
1
cosfy —sinfy
sinfy  cosfs
Ry =

cos@,2_9 —sinf,2_o
sinf,2_5 co0s80,2_o

1

By rescanning 71 back to a matrix, we will have a real-numbered images. It is obvious that R; Ro
is equivalent to a series of rotations. So, the energy of the new image is the same as the original
binary image. The legal authority can generate a set of 6;, i € {1,2,...,n%2 — 1} (note: all 0’s
in Ry are odd indexed and €’s in Ry are even indexed), and every registered watermark can be
transformed into a real-numbered image using the set of §’s. We define it as wy. Another obvious
fact is that if two original watermarks are different, their transformed images will be different as
well.

Although the above procedure transforms the original binary watermarks into real-numbered
watermarks, the watermark that will be embedded by the same owner is still the same for every

image. Here is an algorithm to scramble the watermark to make it different from image to image.
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First, we convert the image back to vector 7{. Then, given an arbitrary vector ¥ whose elements
are non-negative integers, we can create vector o3 using & by doing the following. Starting from
the first element in 7, we count s(1) elements and assign the resulting element as the first
element of 73, i.e., vo(1) = vy(s(1) + 1). Then, we remove the element that we just processed
from o{ and count s(2) elements from that point, then assign this element as the second element
of 75. If we consider v{ and ¥ to be circular vectors and repeat the above procedure, then after
n? steps, U3 will be a rearranged vector of 7{. The rearranging process is reversible assuming we
always have access to &. Again, we can easily convert 73 into an n by n image.

In this paragraph, we present the detailed steps of our watermark embedding algorithm. First,
based on the size of the image and the size of the watermark pattern, the number of decomposition
levels is determined. Second, if the number of levels determined is L, 2L.4-2 sets of T.O.F.R.FB.’s
are randomly generated. These filter banks are very important and have to be saved for the
watermark embedding and detection processes. The wavelet decomposition pyramid and the
middle-frequency band to insert the watermark are also chosen. Then, the analysis filters are
used to decompose the image. For each 1-D decomposition, a different pair of analysis filters are
used. Hence, 2L pairs of filters are used for L levels. The middle-frequency band that we chose
should be one of the four bands of the highest level, and the next step is to replace the coefficients
in that band by an image achieved using the following method. The first digits after the decimal
point of the first coefficient of each analysis filter are put together to create a vector ¥ of length
2L.4+2, then using the methods described in the previous paragraphs, we can get a scrambled
real-valued version of the owner’s watermark. This watermark is multiplied by a proper factor
to adjust the energy of the embedded watermark, and then the magnified watermark is simply
divided into four square parts equally. Using these parts as coefficients of LL, LH, HL, and
HH bands and the synthesis filters of the two sets of filter banks that have not been used, we
can create another image of the size of n by n using 1-level wavelet reconstruction structure for
images. The common belief is that a watermark is hard to attack if the counterfeiter cannot find
where it is. We use this reconstructed image to replace the coefficients in the pre-selected band.
Since the above procedure decreases the differences between the embedded watermark image and
the coefficients in the pre-selected band, this will make it hard for the counterfeiter to decide
which frequency band is used to embed the watermark as demonstrated later in Section V. The

corresponding synthesis filters are then used to reconstruct the watermarked image. In addition,
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Fig. 4. Block diagram

we need to round off the pixel values of the watermarked image to make sure that it has the same
gray scale range as the original image. The block diagram of the embedding process is given in
Fig. 4.

The detection process is basically the inversion of the embedding process. Using the stored
information of the filter banks, decomposition structure and middle-frequency band, we can
obtain the coefficients of that band of the suspect image. Then using the corresponding analysis

filters, we decompose the image in that band into four bands and tile them together to create
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