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Purpose

» Discuss agency-wide strategy to achievethe FAA
mission for access enabling technologies.

+ Introduce GO team 36 access enabling
technologies.
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Why an FAA Access Enabling
Technology Team?
(FAETT)

» Established on 2 Dec 2001 -

» Maximize Return On Investment (ROI) and achieve cost
savings/avoidance by leveraging, coordinating and
or chestrating efforts.

» Achieveenterprise-wide security standardsin the
following ar eas:

- Positive verification and control
- Authentication
- Non-repudiation
- Confidentiality
» Recent and pending congressional security mandates.

What's A
~ Access Enabling Technology Team

A very specialized teams to address technologies for business
processes for integrations department wide.

*A Team that can and does support broad agency and department Access
Security solutions for both Physical and L ogical Accessrequirements.

»The FAA CIO leads thisFAETT —

»Smart Card development
+PKI| development

+ and Biometrics development
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FAA Access Enabling

Technology Team
(FAETT)

» Vison:

Establish Universal Positive Verification and Control
for all Personnel and Entities Acrossthe Agency's Full

Spectrum of Transportation Operationsto Ensure the
Safety of the Flying Public

> Mission:

Incor por ate Access Enabling Technologiesto help
achieve enter prise security throughout the Agency's
full spectrum of Transportation Operations where all
per sonnel will have a single device using an

infrastructure which isinteroperable, extensible and
scalable.

DOT / FAA Access Enabling
Technology Team

(FAETT)
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Why a FAETT?

» Maximize Return On Investment (RIO) and achieve cost
savings/avoidance by leveraging, coor dinating and
or chestrating efforts.

» Achieve department enter prise-wide security standards
in the following ar eas. (Token Based)

- Positive verification and control
- Authentication
- Non-repudiation
- Confidentiality
» Recent and pending congressional security mandates.

FAETT Questions Verified
access can it bedone

2072727227777
*Who areyou & can you proveit,
|syour biometricsreally you,
*So who areyou,
*Now proveit,
*Make me believeit,
*How do | adjust to who you are and

|sthere a better way
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(&) WHAT 1SOF INTEREST TO US

*Any Non Cooper ative positive verification and
authentication technologies

3 to 7 second registration process

«2 or moretoken production at the sametime ( I.E.
boar ding pass and baggage tag)

«3- 7 min database inter active checks between boarding
environments and national databases (Rough amount
time a passenger, whoisin a hurry, to get from counter
to boarding gate.)

*TOTAL interoperable creditably verification across
the entire transportation industry. 5

@ What Is FAA Looking at in a Smart Card?

A Credit Card-Sized Device That May Hold:

. Integrated Circuit Chip (ICC) 32/64 = ® ;‘E
»  Magnetic Stripe ' -
Bar Codes

«  Photo Identification |

e Encryption and Authentication

. Biometrics

2Dimensional Barcode :& @g

* Non-Contact Radio Frequency Transmitter
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How May the FAA Smart Cards Work?

Smart Cards start as blank plastic cards that contain an Integrated Circuit
Chip (ICC). Business or operational requirements determine which
additional technologies that will be contained on the smart card and drive

system or logical access system) viaa smart card reader to verify the
individual’s identity.

demographic data, the card can be used for operations or with applications
that require positive personnel verification and control (facilities access

1==
| S bl
Lo~

the surface topology.
To make the blank card into an ID Card, anindividual's FAA “
photograph and specific personal demographic data about that e oA
individual is added to face of the smart card and can be stored Dir, Information
securely on the ICC. SRR Sy
Name,
SSN,
0B,
Once the ICC on the card has been initialized with the individual’ s personal sgcugty

Clearance

BE INTERESTED
FOR INTEGRATION?

Biometrics are measurable physical
characteristics or personal behavioral
traitsused to recognize theidentity,
or verify the claimed identity of an
individual.

acial recognition, fingerprints, hand/finger
geometry, irisscan, signatur e ver ifications,
speaker recognition and portal biometr

— _—
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WHAT BIOMETRICS MEANT FAA
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What Public Key Infrastructure (PKI1)
Meant FAA Be Looking For?

V 4V 4V 4 4 4 4

Public Key Infrastructure. A public Key Infrastructure
(PK1) which includes people, palicy, procedures, hardwar e and
softwar e components, and facilities necessary to enablepublic key @ & & & & &
encryption and digital signatures, so that applications can provide
the desired electr onic commer ce and secur ity enhancements. q/@

Public Key Encryption. A cryptographic process using two
mathematically related keys (one held privately, the other
available publicly) for encrypting and decrypting electronic

transactions, and creating and validating digital signatures

Diqital Signature. A secure hash process using public key
cryptography whereby a user can electronically sign an
electronic transaction. Thedigital signature can bevalidated as
genuine and the signed transaction cannot be altered without

detection. o
11000101001100100100111010

DOT GO Team 36
+Team Chair Mr. MikeBrown AlS-1

+lssue: Smart Card Technology
Position for TSA

+Charge: Develop the framework for
identifying and evaluating various
smart card technology solution options
for FAA and DOT personnel
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ASSUMPTIONS

. Decentralized Issuance

» Centralized Verification of User

Requirements

coggnm n set o? standards devel op

ased cards

» Minimum Standard Smart Card only contains ICC

- Optlonal technologleswnl belmplemented at the
l.e., DOT, USCG, et eé:gytsed ona

he WG.

» GSA Standard Data Model isthe DOT Container
> QII Smart Cards will be JAVA Open frame work,
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"FAA Access Enabling Technology Strategy

 Establish agency- o PEEE RN « Develop Biometric
wide working group notional architecture olicy, guidance, and
« Develop Smart Card « Develop PK | policy, poroa
policy, guidance, and guidance, and slangaes
Canda's Soncars o
- Define FAA SC * Implement an SSL uick looks
Layout and website 1
Technologies « Conduct PKI
* Assign Rolesand demonstration and
Responsibilities quick looks
. Developa_\ :  Implement the PK1 * Implement Biometric
Communications Plan Architecture Architecture
 Develop a Mission « Develop an initial
Needs Statement biometric notional
« Initiate Business Process architecture
1 1 Review g 1 1 1 1 1 1
! ) ) ) ) ) ) ) ) S
Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1
FY02 FY03 FY04
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FAA'SFAETT Near Term Goals

Ensure Interoperability of Smart Card buys for FY02.

Define layout of the baseline Enter prise-wide Smart
Card by Mar 02.

Define technologiesfor inclusion on the Enter prise-wide
Smart Card by Mar 02

- Magnetic strip, bar code, image, etc.
- Integrated Circuit Chip (I1CC) capacity/content

- Top level chip allocations for password, PIN, Biometric, and PKI
certificates

Ensure scalability of smart card for follow on 1&A,
verification, encryption, and control and use by FAA /
DOT MOD’s and Staff.
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FAA'SFAETT Near Term Goals
—Basdinefor Card requirements based on

assumptions.

— Draft Arch and Standards

(SC/PKI/BM/Laser Strip)

- Draft timdinefor tasksto meet GO Team

deliverables.

- Draft breakout of the DOT/TSA Data

M odel

- Providealisting of issuesand

recommendations for success.
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FAA’'s FAETT Long Term Goals

¥ Define an integrated Architecture that
incorporates Smart Card, PK| and Biometrics.

» Continue providing advice and assistance to
FAA Program Managersfor the implementation
of access technologies for both legacy and new
starts.

» Continue Departmental effort with DOT CIO’s
Officeand DOT’'sTSA GO Teams.
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Business Process GO TEAM
Responsibilities
» Centralized | mplementation Management and Oversight: GO
Team 51

- Card Management and | ssuance
- Infrastructure Fielding

» Enabling DOT Applicationsto use Smart Card Technology: All
DOT Functional Proponents

- Application Applet Development
- Submission of ECPsto DOT CMB

- Fielding of required application readers
5> Centralized Management and Oversight: GO Team 36/ 51

- Card Architecture, Standards and Policies
- Configuration Management of the Technology
20
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How can the Access Enabling
| ndustry help

*Agreethat no single access technology meets
requirements

*Seek Outreach with DOT / FAA

«Join and support national and international
standar dsgroups

*Partner shipswith FAA Technical Centers
*Discuss possible pilots with us

*Get EAL (3) & FIPS140-1 level 2 ratingsfor your
products
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Summary

+ Leverageour desire, our staffsand theindustry to acquire,

integrate, and deploy access technologies that maximize
our ROI.

Multiple current initiatives within the FAA that are
developing independent security solution sets, within
several LOBs.

The FAETT hastherequired SMEsto develop the needed
plansto organize and or chestrate an enter prise-wide
solution set for the FAA.

National mandate to enhance our business process security
acr oss center s of operations agency and department wide.
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