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Data Communications

Message Origination
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���
���������yF_G%I­��^ap%GJIgkHF_I��%FNdeI)U_UH[]niIcp%kHSrsjWV��I)se�jqfIg>���k_qjp%F_^a>%n����������
	�E
� [�UPI)��k_IgFh´bIgq�E
����� ��������	�� ���3F_G%IcIg>���k_qjpJFH^aSi>3S]z � �������
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Data Communications

Channel

Computes MAC

E( M-plain, K ) => MAC

Encrypts Plaintext

E( M-plain, K ) => M-cipher

Appends MAC to M-cipher

Sends Message to Recipient

Message Originator

Removes MAC from M-cipher

Decrypts Ciphertext

D( M-cipher, K ) => M-plain

Message Recipient

Matches MAC in Message

Computes MAC’

E( M-plain, K ) => MAC’

Verifies That Computed MAC’
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sjSbI)UM>%SiF�qr^aIgY�s �ÌE%[]>Vs¨FHGrW�U�E�sjSbI)UM>%SDF'qj^ZIgY-s|FHGJI�´bIBqbE 1|{OhG%I0À�^��eI���¦�IgYZYad3[)>e´bIgq3I��V�°G�[)>%nDI0srSbI)U�>%SDF�pJkHS)`j^�sjI0[]WJFHG%Ig>rFH^��g[]F_^aSi>�{c= zh^Z>¨x�niW%kHI§@D@i{¡ªrEÒ[)>^a>rFHk_W�sjIgk­^a>rFHIgko��Igp%FoU�q�QP¢�t�[]>�s�FHk\[)>�UXdf^aF\U­[ysj^ 1lIgk_Ig>rF|`D[)YaW%I�E�� � �����#�NSDW%Y�s�I)UXFo[]�%YZ^-UXG«[:UXI)��kHIgF´bIgqe�M^ZFHG§FHG%I­^a>rFHkHWVsjIgkgE%ko[]F_G%Igk'FHG�[)>y�M^aFHG�� � � ���M{lOhG%I�À�^��fI��)¦'IgYaYZd3[]>0p%kHSr��I)sjW%k_IL>%IgI�s%U�F_Se��I[]WJnDdeIg>rFHI�s��M^aF_G7UPSDdeI�[]W%F_G%Ig>rFH^-�B[]FH^ZSD>3deI)�\G�[)>%^-UPdy{
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±�UPqjdedfIgFPkH^-�MSDk'p%W%�JYa^-��� ´bIgqf��k_qjp%F_SDnik\[]pJGjq§sj^ 1�IBk\Uhz�kHSDd���Si>j`bIB>jF_^aSD>V[]Y���kHqrp%FHSinDk\[)p%Grq¨^Z>7F_G�[]F'´bIgqd3[)FHIgk_^-[]Y�^�Uh�uSiW%>�s7F_S0[�UP^a>%niYaIcW�UXIBkg{TOhG%Ic´bIgq0d3[]F_IgkH^�[]Yl^-UMsj^Z`j^�sjI)s�^Z>jF_S|FX�NS0��SDdfpuSi>%Ig>rF\U��
3 [|p%kH^Z`i[]FHIc´bIgq�E+F_S��MGJ^-�\GeSD>%YZqeFHGJI�WVUXIgk'G�[DUM[i�g��I)U_U�E�[)>�s
3 [|p%W%�%YZ^-��´bIBqbEb�MG%^-�\G3d3[gq���Icp%W%�%YZ^-UPG%I)seSDk'sj^�UXF_kH^a�JW%FHI)seSi>7kHI��+W%I�UXFg{
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<=   Less than or equal to

User A User B

Computes y(A), such that

Computes key, K, such that,

Selects random number, x(A)

such that 0 <= x(A) < p

and primitive root, g

Computes key, K, such that,

Computes y(B), such that

Selects random number, x(B)

such that 0 <= x(B) < p

and primitive root, g

Agrees upon prime number, p, Agrees upon prime number, p,

Transmits y(A) to Partner

Transmits 4 to User B

Transmits y(B) to Partner

Transmits 1 to User A

Let p = 5    Let g = 3

Let x(A) = 2

y(A) = 3^2 modulo 5 = 4

y(A) = g^x(A) modulo p

K = y(B)^x(A) modulo p

K = 1^2 modulo 5 = 1

Let p = 5    Let g = 3

y(B) = g^x(B) modulo p

y(B) = 3^4 modulo 5 = 1

K = y(A)^x(B) modulo p

K = 4^4 modulo 5 = 1

^     Raised to the power of

Let x(B) = 4

�Ò^ZnDW%k_I0@D@D{¤ª �NÀ�^��fI���¦�IgYaYZde[)> 1�Igq 
 �V�\G�[]>%niIb{
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T[D�\G|´bIgq�nDIB>%Igk\[)FHI)U5[�z�W%>���F_^aSi>LW�UPI)sLFHS�F_k\[)>�Uwz�SikHd�F_I��JFg{�OhG%IMp%k_^a`i[]F_Ih´bIgqcnDIB>%Igk\[)FHI)U�[�p%k_^a`i[]F_IFHko[]>�U?z�SDk_d3[]F_^aSD>�z�W%>���FH^aSi>�E�[)>�s�FHG%I:p%W%�%YZ^-�7´bIgq«nDIg>JIgk\[)FHI)U3[�p%W%�%YZ^-�7F_k\[]>VUwz�SDk_d3[]F_^aSi> z�W%>V��FH^ZSD>�{OhG%I�z�WJ>���FH^ZSD>�U­[]k_Ie^a>r`bIgk\UPIgYaq3k_IgY-[)FHI)s�E�^?{ Ib{aE�^�z'SD>%I0z�W%>���F_^aSD>:^-UcW�UXI�s�FHS§Ig>���k_qjp%F­[7deI�UHUH[)nDIbE�F_G%ISDF_G%Igk�^�U�WVUXI)s3FHS3sjI���kHqrp%F'FHG%I­deI)UHU_[]niIb{'OhG%I|SDkosjIgk'^a>7�MGJ^-�\G7FHGJILFHko[]>�U?z�SDk_d3[]F_^aSD>7z�WJ>���FH^ZSD>�U'[]k_I^a>r`bSD´bI�s�^-U�^akHk_IgYaIB`D[)>jFB{ ��SDF_IMFHG�[)FhUP^a>���IMFHG%I'´bIgqcd3[]F_IgkH^�[]Yr^-UÒWVUXI)s|FHScnDIB>%Igk\[)FHI'FHG%IMF_k\[)>�Uwz�SikHd3[)FH^aSi>z�W%>���FH^aSi>�U�E�F_G%I|FHIgk_d3U��&����� %)	���/ ���f[]>Vs��&� ��' ��� / ���0>%SiFcSD>%YZqykHI�z�Igk_Ig>���I­FHG%I|´bIBq7`i[]YZW%I)U�E��%WJFc[]Y�UXSFHGJI�F_k\[)>�Uwz�SikHd3[)FH^aSi>ez�W%>���F_^aSD>VU�{ �VSikMI��V[]dep%YZIbEbFHG%Icp%GJk\[DUPIbE�� 	
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OhG%IM[isj`i[]>rF\[)nDI'S]zl[�pJW%�%Ya^�����´bIgq�UPq%UPFHIgd©^�UmF_G�[]F�FP�hS'W�UXIgkoU��g[)>|��Sided�WJ>%^-�g[)FHI5UXI)��W%kHIgYZq��M^aF_G%SDWJFI��V�°GV[]>%ni^a>%n UXI)��k_IgFc´bIgqJU�{ �VSik|I��V[]dep%YZIbE�[iUHUXWJdeI3[]>�SDkH^ZnD^Z>�[]F_SDk|>%IgI�s%U�F_S:UXIg>�s�[7deI)UHU_[]niI�F_S:[kHI���^ap%^ZIg>rFgE)[]>Vs�UPI)��kHI���qL^�UÒkHI��bW%^ZkHI)s�z�SDkTFHG%IMdfI)UHU_[]nDI�{ÒOhGJI�SikH^ani^a>�[)FHSik<IB>���kHqrp%FoUÒFHG%IMdfI)UHU_[]nDIMWVUX^a>JnFHGJI<k_I)��^Zp%^aIg>rF *¤Ujp%W%�JYa^-��´bIgqb{ �'>%YZq�FHG%I5kHI)��^Zp%^aIB>jF+*¡U%p%kH^Z`i[]FHI5´bIgq��B[]>c��I<WVUXI)s�FHS'srI)��kHqrp%F�F_G%I�deI)U_UH[)nDIb{OhG%^�U�^-U0sjW%I§FHS�F_G%Iy��Sidep%W%Fo[]F_^aSD>V[]Y'^a>jz�I)[iUX^Z�%^aYZ^aFPq�S)z­^a>r`bIgkHF_^a>%nyF_G%I7p%WJ�%Ya^��¨´bIgq�F_k\[)>�Uwz�SikHd3[)FH^aSi>z�W%>���FH^aSi>�{�=?>eSiFHG%IBkh�hSik\s%U�Ej�M^ZFHG%SiW%FhF_G%I�k_I)��^Zp%^aIg>rF *¤UÒp%k_^a`i[]F_I�´bIgq�ED^aFN^-UT��SDdfp%W%F\[)FH^ZSD>�[)YaYaq­^a>jz�I�[DUX^Z�%YaIz�SDk�FHG%I­^a>rFHIgko��Igp%F_SDkMFHS0FHko[]>�U?z�SDk_d�FHGJI|��^Zp%G%Igk_FHI��JFM^a>rFHS0^aFoU�SikH^ani^a>�[)Y�p%Y�[]^a>rFHI��%FB{���SDF_ILF_G�[]F'�M^aF_G:[p%W%�JYa^-��� ´bIgq�UXqJUXFHIBdyE]�MGJ^aYaIMF_G%I'UXI���kHI)��q�S]zÌFHG%IMp%WJ�%Ya^���� ´bIBq�^-UÒ>JSDFT^adep�SikHF\[)>jFTQ?^Z>Lz�[D��FBED^aF5^-UÒ^Z>jF_Ig>�sjI)sFHS§��I �Hp%WJ�%Ya^���
+toEmF_G%Ie^Z>jF_IgnDk_^aFPq7S)z'FHG%I0p%W%�%YZ^-����´bIgq []>�s�F_G%If[]�%^ZYa^aFPq§FHS7�J^a>�s�[3p%W%�%YZ^-����´bIgq3FHS§^aFoUS)�M>%IgkM^�UM��kHW���^-[]YlFHS0^aFoUhp%kHSipuIBk�z�W%>V��FH^ZSD>%^Z>%n%{
�'>%Iysj^�UH[isj`i[]>rF\[]niIyS]z­[yp%W%�JYa^-��� ´bIgq�UXqJUXF_Igd ^�U F_G�[]F0^aF0^-UL^Z>%I ����^aIg>rF|��SDdep�[)kHI)s�F_S�^ZF\U0��SD>%�`bIg>rFH^ZSD>�[)Y���SDW%>rFHIBkHp�[)kHFg{cOhGJI|d3[]F_G%Igd3[)FH^-�B[]Yl��SDdfp%W%F\[)FH^ZSD>�U�WVUXI)s3FHSeIg>V��kHqrp%F�s%[]Fo[�k_I��bW%^ak_I�dfSDkHIFH^ZdeIbE)[)>�s|sjIgp�Ig>�sr^a>%n�Si>|FHG%I'[)YaniSDkH^ZFHG%d EgFHG%I'��^Zp%G%Igk_FHI��JF�d3[gq���IMd0W��°G�Y-[]k_nDIgk5FHG�[)>|FHG%IMp%Y�[]^Z>jF_I��%FB{OhGrW�U�E%F_G%I­��W%kHk_Ig>rFhW�UPILS]z5p%W%�JYa^-��� ´bIgqf��k_qjp%F_SDnik\[]pJGjqeF_S�IB>���kHqrp%FNY-[]k_nDIcdeI)U_UH[)nDI)Uh^�Uh^adep%ko[D��F_^-�g[)Y?{
±©UXI)��Si>�s7sr^-UH[isj`i[]>rF\[)nDILS)zN[Lp%W%�JYa^-��� ´bIgqfUXqJUXF_Igd·^�UhFHG�[)F'[]>7IB>���kHqrp%F_I)sedeI)UHU_[]niIc�g[]>§SD>%YZqe��IUXIB>jF�F_S­[�UX^Z>%nDYZIMkHI)��^Zp%^aIB>jFB{Ò�b^a>V��I'[�kHI���^ap%^ZIg>rF *¡U�p%W%�JYa^-�T´bIgqcd�WVUXF��uIMWVUXI)s|FHScIg>���kHqrp%FÒF_G%IMdeI)U_UH[)nDIbEUXIB>�sj^a>Jn|FHSf[ YZ^-UXFNS]zTk_I)��^Zp%^aIg>rF *¤U�^-Uh>%SiFhz�I)[DUP^a�%YZI�WVUX^a>Jn0[ p%WJ�%Ya^���� ´bIBq0[]p%p%k_Sb[i�°G�{
±�YaF_G%SDWJnDGyp%W%�JYa^-��� ´bIgqf��k_qjp%F_SDnik\[]pJGjqbE��rq¨^ZF\UPIgY¯z_Er^-UM^a>%I ����^ZIg>jFTz�SDk�pJkHS)`j^�sj^a>Jn|deI)UHU_[]niI|UXI���kHI)��qbE^aF|^�U��NIgYaY�UXW%^ZFHI)s�z�SDk|pJkHS)`j^�sj^a>Jny[]WJFHG%Ig>rFH^��g[]F_^aSi>�E<^Z>jF_IgnDk_^aFPqbE5[]>�s�>%Si>%� k_Igp%W�sr^-[]F_^aSi>�UXIBkH`r^-��I)U�{:±�YaYFHGJI)UXI­UXIBkH`r^-��I)UN[]k_I�k_I)[]YZ^0�gI�s��jqfFHG%I­sj^ZnD^aFo[]Y�UP^anD>V[]FHWJkHIb{
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±#sj^ZnD^aFo[]YNUX^ZnD>�[)FHW%k_I�^�Uc[¨��kHqrp%FHSinDk\[)p%G%^����\G%I)�\´%UPW%d���SDdfp%W%FHI�s7[DU­[�z�W%>���F_^aSD>:S]z�[edeI)UHU_[]niI0[]>�s[�W�UPIgk *¤U�p%k_^a`i[]F_I|´bIgqb{�±#sr^anD^ZF\[)Y�UP^anD>V[]FHWJkHI0^-U�sj^ 1lIgkHIg>rFMz�kHSDd [�G�[)>�sj���MkH^aF_FHIg>�UX^ZnD>�[)FHW%k_IbE�^Z>yFHG�[)FG�[)>�sj���MkH^aF_FHIg>²UX^ZnD>�[)FHW%k_I)U�[)kHI ��SD>�UPF\[)>jFBEhkHIgn�[]kosjYaI)U_U S)zcFHGJIysjSr��WJdeIg>rFL��Ig^a>Jn�UP^anD>JI)s�{�±·W�UPIgk *¤Usj^ZnD^aFo[]YTUP^ani>�[]F_W%kHI0`i[]kH^ZI)U��M^aF_GyFHG%I0s%[)F\[r{ �%Sik�I���[)dep%YaI�Eu^�zM[eW�UPIgkcUP^anD>VU�xV`bI0sj^ 1lIgk_Ig>jF�deI)UHU_[]niI)U�Ex�`bIfsj^ 1lIgk_Ig>rFLUP^ani>�[]F_W%kHI)U­[]k_IenDIg>JIgk\[)FHI)s�{ 
T[i�°G�UP^ani>�[]F_W%kHIbE�G%S)�hIg`bIBkgE��g[]>��uI�[]W%F_G%Ig>rFH^-�B[]FHI�s z�SikFHGJILUP^ani>%^a>%n0W�UPIgkg{
À�W%INFHS'FHG%ITI ����^aIB>���q'sjko[��M�V[D�\´%U�S]z�pJW%�%Ya^�����´bIgq���kHqrp%FHSinDk\[)p%GrqbED[MW�UPIgk�S]z�F_Ig>|UP^anD>VUÒ['��SD>VsjIg>�UPI)s`bIgkoUX^aSi>|S]zÌ[�deI)U_UH[]niIbEb�g[)YaYZI)sL[�dfI)UHU_[]nDI'sr^anDI�UXFgEik\[]F_G%IgkTFHGV[]>0FHG%IMdeI�UHUH[)nDIN^aF\UPIgY¯z_{�¥7I)U_UH[)nDI�sj^aniI)UXFoU[]k_IcnDIg>%IBk\[]F_I)se�jqfG�[DUPG¨z�W%>���FH^aSi>�U�{
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±RG�[iUXG�z�W%>V��FH^ZSD>e^�U<[L´bIBqjYZI)UHUÒF_k\[)>�Uwz�SikHd3[)FH^aSi>�z�W%>���FH^aSi>�F_G�[]FBE%nD^Z`bIg>e[c`i[]kH^�[]�%YZIg��UX^0�BI)s dfI)UHU_[]nDI[DU�^Z>%p%W%FBEmpJkHSrsjW���I)Uc[fx �%I)sr�?UP^0�gI)s7k_Igp%k_I)UXIg>rF\[)FH^ZSD>yS]z�FHG%I|dfI)UHU_[]nDI0[iU�SDW%F_p%W%F|Q?^�{ Ib{ZEuF_G%I�dfI)UHU_[]nDIsj^ZnDI)UPF�t\{ �VSik�I���[)dep%YaI�E%[|G�[DUPG7z�W%>���F_^aSD>§d3[gqe��SD>�sjIB>�UXI�[�SD>%IB� deIBnb[]�rqrFHI�deI�UHUH[)nDIc^a>rFHSf[3@g DCeSik@ �i}]���%^aF�sj^ZnDI)UPFg{��%SDk'[|G�[DUPG¨z�W%>V��FH^ZSD>3FHS|��I­��SD>VUX^-srIgkHI)s3UPI)��W%k_IbEj^ZFMd�W�UPFTdeIgIgFNFX�NSLk_I��+WJ^akHIBdeIg>rF\U �FHGJI�GV[DUXGez�W%>V��FH^ZSD>3d�WVUXFT��I�@�� ��[gq3[]>�s3��SiYaYZ^-UX^ZSD>%YZI)UHU�{h@�� ��[�qfdeI)[]>VU<FHGV[]FMnD^Z`bIg>3[|sj^ZnDI)UPF'[]>�seF_G%IG�[iUXGez�W%>���F_^aSi>�Ej^ZFh^-UN��SDdfp%W%F\[)FH^ZSD>�[)YaYaq|^Z>jz�I)[iUX^a�JYaI'FHSLx�>�seF_G%I�deI)U_UH[)nDI�F_G�[]FNp%kHSrsjWV��I)seFHG%I­sj^ZnDI)UPFg{KTSDYZYa^�UX^aSi>%YaI�UHU�deI)[)>�UÒFHGV[]Fh^ZFT^-U<>JSDFhp�S�UHUX^Z�%YaI'FHScx�>�s�FP�NSLdeI)U_UH[)nDI)U�FHGV[]FhGV[DUXGfFHSLF_G%I�UH[]dfI�sj^ZnDI)UPFg{= zN[�G�[iUXG7z�W%>V��FH^ZSD>7dfIgIgF\UhF_G%I|��SDYaYZ^-UP^aSD>JYaI)U_UM[]>�s�@�� ��[�q§kHI��bW%^ZkHIgdeIB>bF\U�EJUX^ZnD>%^Z>%n3[|deI)UHU_[]niI|sj^ZnDI)UPFp%k_S]`r^-srI)UhFHG%I­U_[]deIcUPI)��W%k_^aFPqfUXIgk_`j^���I)Uh[iU�UP^ani>%^a>%n|F_G%IcdeI)U_UH[]niIc^aF\UPIgY¯z_{OhG%I�z�SiYaYaS)�M^Z>%nLI��V[]dfp%YaI�sjI)UH��kH^a��I)UTFHG%I�sj^ZnD^aFo[]YÌUX^ani>�[]F_W%kHI�p%kHSr��I�UHU�{T=?F�[DUHUPW%deI)U�FP�hS­W�UXIBk\U<GV[�`bI[]nikHIgI�s W%p�Si>3[�G�[DUPG�z�W%>���F_^aSi>0[]>�se[cUP^anD>V[]FHWJkHI�[]YaniSDk_^aFHGJd�z�SDkTFHG%I'UP^ani>�[]F_W%kHI'`bIgkH^�xl�g[)FH^aSi>|p%kHSr��I)UHU�{
�%SDk'��Y�[]k_^aFPqbEjdfI)UHU_[]nDI�UXI)��k_I)��q0^-Uh>%SiF�^Z>���YZW�sjI)s�^Z>3FHG%IcI��V[]depJYaIb{±�>0SDkH^ZnD^Z>�[]F_SDkh>JIgI)s%UTFHS­UXIg>Vse[LUP^anD>JI)s dfI)UHU_[]nDI'FHS�[�k_I)��^apJ^aIg>rFg{�OhGJI�SikH^ani^a>�[)FHSikMpuIBkXz�SDk_d3UÒF_G%Iz�SDYZYaS)�M^a>Jn|p%kHSr��I�sjW%kHI��

3 
'Ig>%IBk\[]F_I)UM[0sj^aniI)UXFhz�SikMFHG%IcdeI)U_UH[)nDIb{
3 KTSidep%W%F_I)U�[7sr^anD^ZF\[)YTUX^ZnD>�[)FHW%k_I3[DU­[fz�WJ>���FH^ZSD>:S]z�FHG%Ifsj^aniI)UXF­[)>�s�FHGJI�SikH^ani^a>�[)FHSik *¡U�p%k_^a`i[]F_I´bIgq�{
3 O�k\[)>�UXde^ZF\UTFHG%IcdeI)U_UH[)nDI­[]>�s3FHG%I­UP^anD>V[]FHWJkHIcFHS0FHG%Ick_I)��^apJ^aIg>rFg{
��p�SD>§kHI)��IB^a`r^a>%n­FHG%IcdeI)U_UH[)nDIbErFHG%IckHI���^ap%^ZIg>rF<p�IgkPz�SDk_d3U<F_G%I�z�SDYaYZS)�M^a>%n|p%k_Sr��I)sjWJkHI �
3 
'Ig>%IBk\[]F_I)UM[0sj^aniI)UXFhz�SikMFHG%IckHI���Ig^a`bI�s deI�UHUH[)nDIb{
3 ��UPI)U�F_G%^-U�sr^anDI�UXFgElFHG%I|SikH^ani^a>�[)FHSik *¡U�p%WJ�%Ya^���´bIgqbEl[]>Vs F_G%I|kHI)��Ig^a`bI)s3UP^anD>V[]FHWJkHI0[DU�^Z>%p%W%F�F_S§[UP^anD>V[]FHWJkHIL`bIBkH^¯xu�g[]F_^aSD>fp%kHSr��I�UHU�{
= z�F_G%IyUP^anD>V[]FHWJkHI3^-U|`bIgkH^�x�I)s�E�F_G%Iez�SDYZYaS)�M^a>%n:UPIgkH`r^-��I)U|[]k_I¨pJkHS)`j^�sjI)s�{ ��^ak\UPFgETFHG%I§kHI)��^ap%^ZIg>jFc^�U[DU_UXW%k_I)s~FHGV[]F0FHG%I3deI)U_UH[)nDI3�M[iU�>%SDF0deSrsj^�x�I)s�{«= z�IB`bIg>�SD>%I§�%^aF|S)zcFHG%I§SDk_^anD^Z>�[]YMdfI)UHU_[]nDI§�M[iU�\G�[]>%niI)s�E�F_G%I0sj^ZnDI)UPF�niIg>%Igko[]F_I)s7W�UX^Z>%neF_G%I|kHI)��Ig^a`bI)sedeI�UHUH[)nDI|�NSDW%Y�sy�g[]W�UPI|FHG%I0UP^ani>�[]F_W%kHI0`bIgkH^�x���g[)FH^aSi>3p%kHSr��I�UHU�F_SLz�[]^aY�{h�bI)��Si>�s�E%F_G%IckHI)��^Zp%^aIB>jFN^-UM[DU_UXW%k_I)s¨F_G�[]F'FHGJI�SikH^ZnD^a>V[]FHSik�UPIg>rFMFHG%IcdeI)U_UH[)nDIb{³�W%�%YZ^-��´bIBqeFHko[]>�U?z�SDkHd�[]FH^ZSD>7z�W%>V��FH^ZSD>�U'[]k_I3@����M[gq�Q�^?{ I�{aE%>%SiF�z�SDk_nDI)[)�%YaIDt ��FHGJIgkHI�z�SikHIbE�SD>JYaq§[eUX^ZnD>�[)�FHWJkHIcnDIg>JIgk\[)FHI)se�rq�F_G%IcSDkH^ZnD^Z>�[]F_SDk *¤U�pJkH^a`i[)FHIc´bIgqf�g[]>3��Ic`D[)Ya^�s%[]F_I)seW�UX^Z>%n�F_G%I�SikH^ani^a>�[)FHSik *¡UMp%W%�JYa^-�´bIgqb{ =?>�[Ds%sr^aFH^ZSD>�FHSy^Z>jF_IgnDk_^aFPq:[]>Vs [)W%FHGJIg>jF_^-�g[)FH^ZSD>�ETsj^ZnD^ZF\[]Y�UX^ZnD>�[)FHW%k_I)ULp%kHS)`r^-sjIf>%SD>%��kHIBp%W�sj^�[]FH^ZSD>�M^aF_Gyp%kHSbS)zNS]zMSikH^ZnD^a>Ì{ ��Si>%� k_Igp%W�sr^-[]F_^aSi>y�M^aFHGypJkHSbS]z�S]zNSDk_^ani^a>7^�U�UX^Zde^aY�[]kNFHS§[]W%F_G%Ig>rFH^��g[]F_^aSD>ÌEu�%WJFUXF_kHSi>%nDIgk'^a>3F_G�[]F'FHG%I­p%kHSbS)zN�g[)>7��I­sjIgdeSi>�UXF_k\[]F_I)seFHSf[ F_G%^akosep�[]k_FXq�{hO�S�pJkHS)`j^�sjIc[)W%FHG%IB>jF_^-�g[)FH^aSi>[]>Vs >%Si>%��kHIgp%WVsj^-[)FH^aSi>R�M^ZFHG�p%k_SbS]z�S]z|SikH^ZnD^a>�WVUX^a>Jn~[�sj^ani^aF\[)YcUX^ZnD>�[)FHW%k_IbE�[�deI�UHUH[)nDI§SDkH^ZnD^Z>�[]F_SDkUX^ZnD>�U­[¨deI�UHUH[)nDI3Q?Sik0sj^aniI)UXF�t�WVUX^a>Jn7FHGJIep%kH^Z`i[]FHI0´bIgqy��SDWJ>�s�FHS7F_G%I0SDkH^ZnD^Z>�[]F_SDkg{:�b^a>���I�Si>%YaqyF_G%ISDk_^ani^a>�[)FHSDk �g[]>�[D�g��I�UHU�FHG%ITp%k_^a`i[]F_Ih´bIgqbEgF_G%IMUP^ani>�[]F_W%kHIN^-U�W%>jz�SDk_nDI)[)�%YaINIg`r^-sjIg>V��I�FHGV[]F�F_G%ITSDkH^ZnD^Z>�[]F_SDknDIB>%Igk\[)FHI)s3FHG%I­deI)U_UH[]niIb{'=?>y��Si>jF_k\[DUPFgE�>%SD>J� k_Igp%W�sj^�[]F_^aSD>y�M^ZFHG§p%kHSbS)zhS)zNSDkH^ZnD^Z>y�g[)>%>%SDF�^a>%G%IBkHIg>rFHYZq��I�pJkHS)`j^�sjI)sL^Z>0[���SD>r`bIg>jF_^aSi>�[]Y���kHqrp%FHS�UXqJUXFHIBdy{Ò�b^Z>���IM��SDF_Gep�[]k_FH^ZI)UÒ^a>r`bSDYZ`bI)s�^Z>0[c��SDded0W%>%^��g[]F_^aSi>
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UXGV[]kHI0[fUXI)��k_IgF'´bIgqbE%��SDF_G�p�[)kHF_^aI)U��B[]>:sjIg>rq§UXIg>Vsj^a>%nf[�deI�UHUH[)nDIbEl��Y�[]^adf^a>%n|F_G�[]F�F_G%I��)	�	
���'p�[]k_FXq^-UhF_G%IcdeI)U_UH[]niIcSDkH^ZnD^Z>�[]F_SDkg{
=?>7[is%sj^ZFH^aSi>7F_S�F_G%Ic>%SD>%��kHIBp%W�sj^�[]FH^ZSD>§�M^aFHG§p%kHSbS)zTS]z SDkH^ZnD^Z>yUXIBkH`r^-��IbEbp%WJ�%Ya^���� ´bIBqe��k_qjpJFHSDnik\[)p%GjqG�[iUM[]>%SiFHG%Igk�[Dsr`D[)>jFo[]niILS)`bIgkN��SD>r`bIg>rFH^ZSD>�[)Y���k_qjp%F_SDnik\[]pJGjqb{TOhGJI�´bIgqJU<I��V�°GV[]>%niI)s�^a>§[Lp%WJ�%Ya^���� ´bIBqUXqJUXF_Igd�>JIgI)sL>%SiF<��I'´bIgp%F5UXI)��kHIgFB{�OhGrW�U�Eb´bIgq­sj^�UXFHk_^a�%WJFH^aSi>|�M^aF_Ge[�p%W%�JYa^-��� ´bIgq�UXqJUXFHIBd�^-UTUP^adep%YZ^¯x�I�s[DU'��Sidep�[]k_I)s�F_Se[Lp%k_^a`i[]F_Ig��´bIgqeUPq%UPFHIgd {

�c$ � � 

�#����	 !�

��,���

�Ò$�,�

���
��UPIgk\UMS]zN[|p%W%�JYa^-��� ´bIgqfUXqJUXF_Igd·d0W�UXF'[i�g��I)U_UhFHG%I­p%W%�%YZ^-��´bIgqJUhS]zTSiFHG%IBk�W�UPIgk\U�{ �'>%ILdfI)[]>�UhF_Sesr^-UX�FHk_^a�%WJFHI�p%WJ�%Ya^���´bIBq%UT^-UM��Igk_FH^�xl�g[]F_I)U�{5±"��Igk_FH^�xl�g[]F_I�^-UM[LpJW%�%Ya^���sjSr��WJdeIg>rFM��Si>jFo[]^a>J^a>%n|^Z>jz�SDk_d3[]F_^aSD>^-srIg>jF_^¯z�qr^a>%n0[|W�UPIgkgE�FHG%I­W�UXIBk *¡UMp%W%�JYa^-�c´bIgqbEJ[�FH^ZdeI�p�IgkH^ZSrsysjW%k_^a>%n0�MG%^-�\G7F_G%I|��IgkHF_^¯xl�g[)FHIc^-UM`i[]YZ^-s�E[]>Vs SiFHG%Igkc^Z>jz�SDk_d3[]F_^aSD>Ì{LKTIgkHF_^¯xl�g[)FHI)U�[]kHI0FPqjpJ^-�g[)YaYaqf^-UHUPW%I)s�Eld3[]>�[)nDI)slEÒ[)>�s:UX^ani>%I)s7�rqy[3��Ig>rFHko[]Y^-U_UXW%^Z>%n0[]WJFHG%SikH^aFPq3�B[]YaYZI)s3[�KN±�QHKTIgk_FH^¯xu�g[]F_^aSD>§±�WJFHG%SikH^aFPq�t\{

�'>%ITdeIgFHGJSrs��rq��MG%^��°G­��IBkHFH^�xl�g[)FHI)U��g[)>L��INsj^-UPFHk_^a�%W%F_I)s�^-U�sjI)U_��kH^Z�uI�s�^Z>cFHG%I�z�SDYZYaS)�M^a>Jn�I��V[]dfp%YaIb{
� � ��� �:[)>�s � � �����3kHIgni^-UXF_Igk��M^aF_Gc[�KN±L{gÀ�WJkH^a>Jn�F_G%ITkHIgni^-UXF_k\[)FH^aSi>cp%kHSr��I�UHU�E)FHGJI<WVUXIgkoU�p%kHS)`r^-sjITFHGJIg^akp%W%�JYa^-�L´bIBq¨^Z>jz�SDk_d3[]F_^aSi>7FHS3F_G%I¨KN±­{�OhG%IeKN±LE�^Z>yFHW%k_>�E�p%kHS)`r^-sjI�U�I)[D�\GyW�UPIgkc�M^aFHGyF_G%ILz�SDYZYaS)�M^a>Jn^a>rz�SDkHd�[]FH^ZSD> �

3 [0UX^ZnD>%I)s3��IBkHFH^�xl�g[)FHIc��Si>jFo[]^Z>%^a>%n|F_G%IcW�UXIBk *¡UhpJW%�%Ya^���´bIgqbEJ[]>�s
3 F_G%Icp%W%�%YZ^-��´bIgq0^a>rz�SDkHd�[]FH^ZSD>3S]z5FHGJI KN±­{

OhG%IhWVUXIgkoU�UXF_SDkHINFHG%IB^ak���Igk_FH^�xl�g[]F_I)U�^a>�[�p%W%�JYa^-�Tsj^ZkHI)��FHSDk_qLQ?I�{ n%{ZE]F_G%I �|{¡ªi}D}�À'^akHI���FHSikHq�t\{�±�F�UPSDdeIz�W%F_W%kHIcFH^ZdeIbE � � �����©Q?F_G%IcSDk_^anD^Z>�[]F_SDk�t'UXIg>Vs%UM[�UP^ani>%I)s¨dfI)UHU_[]nDIcF_S � � �����¬Q?F_G%IckHI)��^ap%^ZIg>jF�t\{5OhG%IdeI)U_UH[)nDIc^-UMUP^anD>JI)s¨W�UP^a>%n0FHGJILSDk_^ani^a>�[)FHSDk+*¡UMp%kH^Z`i[]FHIc´bIgq�{���p�SD>ykHI���Ig^apJFgEjF_G%IckHI)��^ap%^ZIg>jF �+WJIgkH^ZI)U<F_G%Ip%W%�JYa^-��sj^ak_I)��FHSikHq0FHS|Si�%F\[)^a>3FHG%I�SDkH^ZnD^Z>�[]F_SDk *¤U�pJW%�%Ya^���´bIgq0��IBkHFH^�xl�g[)FHIb{5OhG%IckHI)��^Zp%^aIB>jFÒxVk\UXFMWVUXI)UhF_G%IKN±�*¤Uhp%W%�%YZ^-��´bIgq0FHS|`i[)Ya^-sJ[]FHIcF_G%I­��IgkHF_^¯xl�B[]FHI *¡UhUP^ani>�[]F_W%kHIbE%F_G%Ig>3`bIgk_^¯x�I)U�F_G%IcSDkH^ZnD^Z>�[]F_SDk *¤U�dfI)UHU_[]nDIUX^ZnD>�[)FHW%k_IeW�UP^a>%n§FHG%IepJW%�%Ya^��L´bIgq:��Si>jFo[]^a>JI)s ^Z>�FHGJIe��IBkHFH^�xl�g[)FHIb{���>JI3[Dsj`i[)>jFo[]nDI3S)z'FHG%^�U�U_�°GJIgdeI^-U�F_G�[]F�UX^a>V��I�pJW%�%Ya^�� ^Z>jz�SDk_d3[]F_^aSi>y^-U���Ig^a>%n§FHko[]>�UPde^aF_FHI)s�El^a>�UPI)��W%k_Ies%[)F\[§�°G�[)>%>%IgY�U�d3[gq7��IeW�UPI)sz�SDkcF_G%I0��SDdfd�W%>J^-��[]FH^ZSD>�{cOhGJI0sj^ani^aF\[)YTUX^ZnD>�[)FHW%k_I)UL[iUHUPW%kHI0FHG%I|^Z>jF_IgnDk_^aFPq§[]>�s:[]WJFHG%Ig>rFH^���^aFPqeS)zMF_G%I^a>rz�SDkHd�[]FH^ZSD>�{5OhG%^-UMI��V[]depJYaI'^-Uh^aYZYaW�UPFHko[]FHI�s�^a>ex�niW%kHI0@D@i{ �r{
=?>�F_G%I�[)��S]`bI'I��V[]depJYaIbEDF_G%I'FX�NScW�UXIgkoU��hIgk_I�k_IgnD^�UXFHIBkHI)sL�M^ZFHGeF_G%I�U_[]deI�KN±­{j=?>0p%k\[i��FH^���IbEDWVUXIgkoUd3[gq|��Ic��Igk_FH^�x�I)s|�jqfsj^ 1lIgk_Ig>rF�KN±�U�{T=?>eFHGJIc�g[DUPIc�MG%IgkHI�FX�NSLW�UPIgk\UT�MG%S0��Sided�WJ>%^-�g[)FHITz�kHI��bW%Ig>rFHYZq[]k_Iy��IBkHFH^�x�I)s��rq�FP�hS�sj^ 1�IBkHIg>rFeKN±�U�ETFHGJI KN±�U d3[gq���Igk_FH^¯z�q:I)[i�°G«SDFHGJIgkg{«=?> SiFHG%IBk��NSDk\sJU�EhF_G%IFP�hS0KN±�Uhd3[gq|UPFHSDk_IcI)[D�\GeSDF_G%Igk+*¡U<pJW%�%Ya^���´bIBq%UT^a>3��IBkHFH^�xl�g[)FHI)UTUX^ZnD>%I�s��jq0FHGJIc��Igk_FH^¯z�qr^a>Jn KN±­{%OhG%^�U��Si>���Igp%FN^-UN�g[]YZYaI)s � ����� � ����� 	���� � %)	��
����{T=?>3UH��Ig>�[]k_^aS�Uh�MG%IgkHI�FHG%Igk_Ic[]k_IcY-[]k_nDI�>rW%d0��Igk\U�S]z5W�UPIgk\UN[]>�sKN±�U�Eh[)kHk\[)>%nD^Z>%n:FHG%IyKN±�UL^Z>�[7G%^aIBk\[]ko�°Grq�QPUXIBI3UXI)�i{~@D@i{¡ªr{¡£+t­^-ULdfSDkHI0p%ko[D��F_^-�g[)YhFHGV[]>~k_I��bW%^ak_^a>%nIg`bIgk_q¨KN±"F_S0��kHS�UHU'��IgkHF_^¯z�q0Ig`bIgk_q�SiFHG%Igk�KN±­{
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��^anDWJkHI0@D@i{ � � 1�IgqfÀ�^-UPFHkH^Z�%W%F_^aSD> ��UP^a>%n0[eKTIgk_FH^¯xu�g[]F_^aSD>§±�WJFHG%SikH^aFPqb{
�	��
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³�W%�%YZ^-����´bIgq:UXqJUXF_Igd3U­[]kHI3^Z>%I ����^aIg>rF�z�SDk|Ig>V��kHqrp%FH^Z>%n7Y�[]k_nDI3deI)U_UH[]niI)U�{�OhG%I§UXI)��kHIgF­´bIgq%UcW�UXI�s�^Z>��Si>j`bIg>rFH^ZSD>�[)Yr��kHqrp%F_SDnDko[]p%Grq­[]k_I'�°G�[)k\[i��FHIgk_^-UPFH^-�B[]YaYZq'UXd3[)YaY�{Ò= zV��SD>r`bIg>rFH^ZSD>�[)YrUXI)��k_IgF�´bIgq%U�[)kHIN`j^ZIg�hI)s[DUc[e´r^a>�s3S]zMdfI)UHU_[]nDI�E�FHG%I|IB>���kHqrp%F_^a>%n0S]z�FHG%I)UPI|´bIgqJU�W�UP^a>%n§[ep%W%�JYa^-��� ´bIgq�[]YaniSDk_^aFHGJd��hSiW%Y-sy>%SiFp%Y�[D��I�[]>3W%>%>JI)��I)U_UH[]k_q��JW%k\sjIB>eSD>3FHGJI�p%k_Sr��I)U_UX^a>Jn|S]z [L��Sidep%W%F_IgkNUXqJUXFHIBdy{�OhGjW�U�EjF_G%IhÁPSD^Z>jFNW�UXI�S]z��Si>j`bIg>rFH^ZSD>�[)Y�[]>�s7pJW%�%Ya^�����´bIgq3��k_qjp%F_SDnik\[]pJGjq§�g[)>y�uI­W�UXI�s7FHSep%k_S)`j^�sjI­[]W%F_G%Ig>rFH^-�B[]FH^ZSD>�E�^a>rFHIBnDkH^ZFPqbE[]>Vs�UPI)��kHI���q7^Z>:[]>:I �3��^aIg>rF�d�[]>%>%IBkg{­OhG%I z�SiYaYZS]�M^Z>%neI��V[]dfp%YaI­^aYaYZW�UXF_k\[)FHI)U�F_G%^-U'^-sjI)[r{ ��SiFHI0FHG�[)Fz�SDk�UX^Zdep%YZ^-��^�FPqbE)FHG%IcI��V[]depJYaIcsjSbI�U�>%SiFM^a>���YaW�sjI�FHG%I­sj^�UXFHk_^a�%WJFH^aSi>3S]zTF_G%Icp%W%�%YZ^-��´bIgqf��Igk_FH^�xl�g[]F_I)U�{±�>eSikH^ani^a>�[)FHSikM>%IgI)s%UTFHS0UPIg>�se[|UP^anD>JI)s�E%��SD>jxlsrIg>jF_^-[)YudfI)UHU_[]nDI�FHS0[�k_I)��^Zp%^aIg>rFg{�OhG%I�SDkH^ZnD^Z>�[]F_SDkx�koUXFM��SDdep%WJFHI)U�[­sj^ani^aFo[]YlUX^ZnD>�[)FHW%k_Ic[DUN[�z�W%>���FH^aSi>�S)z�FHG%I'SDk_^ani^a>�[)FHSDk+*¡UTp%kH^Z`D[)FHI'´bIgq|[)>�se[­sj^aniI)UXFNS]zFHGJILp%Y�[]^a>rFHI��%FNdeI)UHU_[]niIb{��bI)��SD>�s�E�FHGJILSDk_^ani^a>�[)FHSDk'nDIB>%Igk\[)FHI)U'[e��Si>j`bIB>jF_^aSD>V[]Y�UPI)��k_IgF�´bIBqbE%[)>�s7W�UXI�UFHGJ^-U�´bIgq|FHS­FHko[]>�U?z�SDkHd FHGJI�p%Y�[]^Z>jF_I��%FT^Z>jF_SL��^ap%G%IBkHFHI��%FB{ÒOhGJ^ak\slEjFHGJI�SikH^ani^a>�[)FHSikhIg>���kHqrp%F\U�FHGJIcUXI)��kHIgF´bIgq|W�UP^a>%n­FHG%I�kHI)��^Zp%^aIB>jF+*¡UÒp%WJ�%Ya^���´bIgq�{ÒOhGJI�SDk_^anD^Z>�[]F_SDkhx�>V[]YaYZq0[]p%p�Ig>Vs%UhFHG%I�Ig>���k_qjp%F_I)s0UXI)��k_IgFT´bIgq[]>Vs¨FHGJILsr^anD^ZF\[)Y�UX^ani>�[]F_W%kHIcF_S�F_G%I­��^ap%GJIgkHF_I��%FBEr[]>�s3FHk\[)>�UXdf^aF\UTFHG%Ic^Z>jz�SDk_d3[]F_^aSD>fFHS0FHG%IckHI���^ap%^ZIg>rFg{
��p�SD>0kHI)��Ig^ap%FBE]F_G%I�UXI)��k_IgF�´bIgqL^�U�sjI)��k_qjpJFHI)scW�UX^Z>%ncFHG%I'kHI)��^ap%^ZIg>jF+*¡U�p%k_^a`i[]F_IM´bIgqb{�OhG%I'UPI)��kHIBF�´bIgq^-U�FHG%Ig>|WVUXI)sLF_SLsrI)��kHqrp%F�FHG%I'��^ap%G%IBkHFHI��%FB{ �'>���IMFHG%IMp%Y�[]^Z>jF_I��%F�^�UÒSD�JF\[]^Z>%I)s�EbF_G%IMkHI)��^ap%^ZIg>jF�`i[)Ya^-sJ[]FHI�UFHGJI�deI�UHUH[)nDI�UX^ZnD>�[)FHW%k_IL[iUh[�z�W%>���F_^aSD>fS]z�FHGJI�UP^anD>V[]FHWJkHIc[)>�seFHG%I'SDk_^anD^Z>�[]F_SDk+*¡U<pJW%�%Ya^���´bIBqb{��bI)��k_I)��q
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^-UTnDW�[)k\[)>jF_IgI)s�Er�uI��g[]W�UPI�SD>JYaq0FHG%I�k_I)��^Zp%^aIg>rF *¤UÒp%k_^a`i[]F_I�´bIgq0�g[)>e��I�W�UXI�s�FHS0sjI���kHqrp%FTFHG%I�UXI)��k_IgFT´bIgq>%IgI�sjI)syFHS:sjI)��kHqrp%FcFHG%IedfI)UHU_[]nDI�{7=?>rFHIgnikH^aFPqy^�U�nDWV[]k\[)>jF_IgI)s���I)�B[]W�UPIeFHG%I�sj^ani^aF\[)YMUP^anD>V[]FHWJkHI3�M[iUnDIB>%Igk\[)FHI)scW�UX^Z>%n�[�sj^ZnDI)UPF�S]z�F_G%ITSDk_^anD^Z>�[]Yrp%Y�[]^a>rFHI��%FldeI)UHU_[]niIb{ �Ò^a>�[)YaYZqbE)[]W%F_G%Ig>rFH^��g[]F_^aSD>c^�U�[D�\G%^aIg`bI�s�E��I)�g[)W�UXI­FHG%I�sj^ani^aF\[)Y�UP^ani>�[]F_W%kHI|p%k_S)`j^�sjI)UhW%>jz�SikHniI)[]�%YZI|Ig`r^-sjIg>V��I�FHGV[]F�F_G%ILp%Y�[]^Z>jF_I��%FMdfI)UHU_[]nDI­�M[iUnDIB>%Igk\[)FHI)s:�jq:FHG%IfSDkH^ZnD^Z>�[]F_SDkg{�OhG%I3UPFHIgp%���rqj��UXF_Igp�p%k_Sr��I)UHUP^a>%n:S]z'F_G%^-ULI���[)dep%YaI|^�U�^ZYaYaWVUXFHko[]F_I)s ^Z>x�niW%kHI0@D@i{¯®�{OhG%^-U�UH�\G%IgdeIc[is%sjk_I)UHUPI)U�FHGJILFP�hS3sr^-UH[isj`i[]>rF\[)nDI)U�S]z<[�p%W%�%YZ^-����´bIgq3UPq%UPFHIgd �<p�IgkPz�SDkHd�[]>���I�E�[]>�sFHGJIh^a>V[]�%^ZYa^aFPq'FHScUPIg>�s­[�deI)U_UH[]niITFHS�d0W%YaF_^ap%YZI�kHI)��^ap%^ZIg>jFoU�{�³�IgkXz�SikHd3[)>���INsjIgnik\[DsJ[]FH^ZSD>|^�Umde^Z>%^ad0^0�BIgs�E��I)�g[)W�UXI:[:��SD>r`bIg>rFH^ZSD>�[)Y'[]YaniSDk_^aFHGJd Q?I�{ n%{ZEhÀ 
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@gªb®



Decrypts Secret Key Using

Recipient’s Private Key

Generates Message Digest

Generates a Conventional

Secret Key

Encrypts Message Using Secret

Key (Note 3)

Encrypts Secret Key Using

Recipient’s Public Key (Note 4)

Transmits the Message
to Recipient

Decrypts Message Using

Secret Key

Message RecipientMessage Originator

Computes Signature as Function

of the Digest (Note 1) and

Originator’s Private Key (Note 2)

Appends Encrypted Secret Key
and Signature to the

Encrypted Message

Generates Digest for

Received Message

Verifies Received Signature

Note 4:  Encrypting the secret key using the recipient’s public key guarantees that only the recipient can 

Note 3:  Encrypting the message provides the secrecy service.

Note 1:  Computing the signature using the digest provides the integrity service.

Note 2:  Computing the signature using the originator’s private key provides the authentication  and
non-repudiation of origin services.

decrypt the key needed to decrypt the message.

�Ò^ZnDW%k_I0@D@D{�® ���DSD^Z>jF ��UPI�S]z�KTSD>r`bIg>jF_^aSi>�[]YÌ[]>�s§³ WJ�%Ya^���� ´bIBq¨KTk_qjp%F_SDnik\[]pJGjqb{
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Other

Communication

System

UA

MS

MTA

MTA

MTA

MTA UAAU

User

User

MHS User

Message Transfer System

MHS User

Message Handling System
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Envelope Content

X.400 Message
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T±���KN¦~SDp�Igko[]FH^ZSD>�ErG%S)�hIg`bIBkgEi[�W�UPIgk�d3[gqLk_I)[Ds|FHGJI'��SD>rFHIg>rF\U�S]z�[)>eIg>rFHk_q�z�SDkT�MG%^��°GFHGV[]FTW�UXIBkTsjSbI)U�>%SiFT[�p%kH^ZSDkH^J´j>%S)�«[�`i[]Ya^�s�>�[)deIb{�=?>|SDF_G%IgkT�hSik\s%U�E+F_G%IhWVUXIgkTd3[gq�k_I)[Ds|Ig>rFHkH^ZI)U�FHG�[)F[]k_I|>%SDF�I��%pJYa^-��^aFHYZq�>V[]deI)se^Z>yFHG%I­SDp�Igk\[)FH^ZSD>:kHI��bW%I)UPFg{�= zN[)FHF_kH^a�JW%FHI�� ��SD>rF\[)^a>�U'p%G%SD>JI|>jW%d0��Igk\U�EFHGJIg>|FHG%I'p�SDYZ^-��qc^a>|x�niW%kHIc@B j{¯®��hSiW%Y-s|[)YaYaS)��W�UPIgk\U�FHSck_I)[DsLp%GJSD>%I'>jWJd���IgkoUm�M^ZFHG%SiW%F�x�k\UPF<´r>%S)�M^a>Jn[L`i[]YZ^-seÀ�^ZkHI)��FHSDk_q���[]dfI�z�SikhFHGJI�SD�%ÁPI)��FM[DU_UXSr��^�[]F_I)se�M^aFHGfFHG%Icp%G%Si>%I�>rW%d0�uIBk\UhQ?F_G%I�SD�%ÁPI���Fhde^ZnDGrF��I3[7p�Igk\UPSD>�to{ ��>�srIgkcFHG%Iep�SiYa^-��q�S)zMx�nDW%k_Iy@g r{ �rE�FHG%IeWVUXIgk­�hSDWJY-s�G�[g`bI0FHSy´r>%S)� UXW��\G�[3>�[]deI��I�z�SDk_IcFHG%Icp%G%Si>%IL>rW%d0��Igk\U�z�SDkMFHGV[]F'>�[]deI���SDW%Y�se�uIck_I)[Ds�{±�>%SiFHG%Igk'^a>rFHIBkHI)UPFH^a>JnLz�[D��IgF'S]z FHG%I­puSiYa^���q3I��%pJkHI)U_UXI)se^a>3x�nDWJkHIe@B j{�®|^-UMFHG�[)F�W�UPIgk\UMd3[gqeSD�JF\[]^Z>[]F_FHk_^a�%W%F_I � `D[)YaW%I�U�^Z>:[7� 
T±���KN¦�kHI)UPW%YaFBE��%W%F�FHG%Igq []k_I�>%SiF­[]YaYZS)�hI)s7F_S¨WVUXI0[]F_FHk_^a�%W%F_I � ^a>�[x�YZFHIgk���kH^ZFHIgk_^aSD>fS]z5FHG%I|� 
T±���KN¦Rk_I��bW%I)UXFB{���UXI�S]zN[)FHFHk_^a�%WJFHI � [DU'[�x�YaF_IgkM��kH^aF_IgkH^ZSD>e^�UMsj^-U_[]YZYaS)�hI)s��I)�g[)W�UXIcFHGJIgkHIc^-Uh>JSe±�K 	 F_G�[]F'nDko[]>rF\UM^aFoUhW�UXI­[DU'[Lx�YaF_Igkh^ZFHIgdy{
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���&���"# � , � � � �������
� � ��* � � ��* ��� � ��� � � ���-� � ��*�' � * � � ��� � � � � �
[]YZY�W�UXIBk\U nDk\[)>jF��MI)[Ds Ig>rFHk_q []YZY<IB>jF_kH^aI�U�S)z�Si�%ÁPI)��F­��Y�[DUHU��^a>3UPW%�%F_kHIgIc�M^aF_G7k_SbSDF��
[]YZY�W�UXIBk\U nik\[)>jF�¢hkHS)�'UXI []F_FHkH^Z�%W%F_I�FPqrp�I�� []YZY<IB>jF_kH^aI�U�S)z�Si�%ÁPI)��F­��Y�[DUHU��^a>3UPW%�%F_kHIgIc�M^aF_G7k_SbSDF��
[]YZY�W�UXIBk\U nDk\[)>jF��MI)[Ds []F_FHkH^Z�%W%F_I�FPqrp�I�� []YZY<IB>jF_kH^aI�U�S)z�Si�%ÁPI)��F­��Y�[DUHU��^a>3UPW%�%F_kHIgIc�M^aF_G7k_SbSDF��
[]YZY�W�UXIBk\U nDk\[)>jF��MI)[Ds []YZY|[]F_FHk_^a�%W%F_I�`i[)YaW%I)U^a>�[)>�[]FHF_kH^Z�%W%FHI#S)zFPqjp�I��

[]YZY<IB>jF_kH^aI�U�S)z�Si�%ÁPI)��F­��Y�[DUHU��^a>3UPW%�%F_kHIgIc�M^aF_G7k_SbSDF��
�Ò^aniW%kHI�@g j{�® �N±�YaYZS)�M^a>%n|��SDF_Gy� 
T±�À©[]>�sy� 
T±���KN¦L{

À�^-U_[]YZYaS)�M^a>%n0FHGJI�WVUXILS)zN[]F_FHk_^a�%W%F_I�� ^Z>7[Lx�YZFHIgk'��k_^aF_IgkH^ZSD>ep%k_I)��YZW�sjI)UM[|W�UXIBk�z�k_SDd�UPI)[]ko�°G%^Z>%nf[k\[)>%nDI0S]zNIg>rFHk_^aI)U'^a>y[)>�[)FHF_Igdep%F'FHSex�>�syFHGJI|Ig>jF_kHq§��Si>jFo[]^a>J^a>%n3[3UPpuI���^¯xl�c`i[]YaWJI|S]z'[)FHF_kH^a�JW%FHI ��{= z_E�z�SDkcI��V[]dep%YZIbEl[]FHF_kH^Z�%W%FHI � ��SD>rF\[)^a>�U�p%GJSD>%Ie>rW%d0��Igk\UMFHG%IB>�[3W�UXIgkc�NSDW%Y�s >%SiFc�uIf[]YZYaS)�hI�s F_SUXI�[]k\�\G|FHGJI'À�^ak_I)��FHSikHqcFHS'x�>�s|SDW%F��MGV[]FT>�[]dfIh^-U5[DUHUPSr��^-[)FHI)s|�M^aF_G0[�nD^a`bIB>L>rW%d���IgkB{�±�UÒdfIg>jF_^aSi>%I)s[]��S)`bIbE�FHG%Igk_I0[]k_Ie^a>�srIgp�Ig>�sjIg>rFc��Si>jxlsjIB>jF_^-[]YZ^aFPqy��SD>rFHkHSiY-U�SD>��MG�[]F­d3[gq¨��IeWVUXI)sy^a>�[ � 
T±���KN¦x�YZFHIgk'��k_^aF_IgkH^�[L[]>Vs��MGV[]F'd3[gq���I­sj^-U_��YaS�UXI)se^Z>7[e� 
T±���KN¦RSip�Igk\[)FH^aSi>7k_I)UXW%YZFg{
�Ò^aniW%kHI�@g r{¡C�UPG%S)�'U¨±�K 	�U�F_G�[]F0Ig>jz�Sik\��I [�p�SDYa^���q�FHG�[)F3sjSbI)U3[)YaYaS)�·^Z>j`bIBk\UX^ZSD>�S]z­F_IgYaIgpJG%SD>%I>rW%d���IgkT^Z>jz�SDk_d3[]F_^aSD>yQw[DUHUPW%deIc[)FHF_kH^a�JW%FHI���^-UhFHIBYaIgp%GJSD>%I�>rW%d0��Igk�to{=?>7x�nDW%k_I7@B j{¤CjE�FP�hS3[is%sj^aF_^aSi>�[]YTkHS)�'U�G�[g`bIL��IgIB>�[is%sjI)syFHS3[)YaYZS]� [)FHFHk_^a�%WJFHI0FXqrp�I � []>Vs F_G%I`i[]YZW%I)U�S]zl[)>|^a>�UPF\[]>V��ITS]zlFHG�[)F�[)FHF_kH^a�JW%FHINFHS'�uINW�UXI�s�^a>cx�YaF_Igk���k_^aFHIBkH^-[h�M^ZFHG%^Z>|[�� 
T±���KN¦�SDp�Igko[]FH^ZSD>kHI��+W%I�UXFg{ � �Ò^ZYaF_Igk\¥y[)F\�\G 
e^-ULFHGJI¨>V[]deIeS)z�F_G%I3p�IgkHde^�UHUP^aSD>��g[)FHIgniSDkHq�W�UPI)s��jq:FHGJI7UPF\[)>�s%[]kosj^0�BI)sdeI)�\G�[)>%^-UPd3UÒFHSf��Si>jF_kHSDY��MGV[]F��g[]>3��IcW�UXI)s3^a>§[�� 
T±���KN¦Rx�YZFHIgkB{OhG%I|sr^ 1lIgkHIB>���I)Uh��IgFP�hIBIg>�x�niW%kHI)Uc@g r{¯®0[)>�s�@B j{¤Ce[]Y�UXS0G%^aniG%Ya^ZnDGrF'[]>7^Zdep�SDk_F\[]>rFMp%k_^a>���^Zp%YaI�FHG�[)F^-UN[]YZ�M[gq%UhSi��UXIBkH`bI)s��rq0FHG%I­UXFo[]>�sJ[]k\sr^0�gI)s3[i�g��I)U_Uh��Si>jF_kHSDY�dfI)�°GV[]>%^�UXdfU���FHG%I�[D�g��I�UHUM��Si>jF_kHSDYlnDW�[)k\sSD>JYaq~nik\[)>jFoUe[D�g��I)UHU��MGJIg>�FHG%IBkHI7^�U�[)>¬±�K 	"F_G�[]FeI��%p%YZ^-��^ZFHYZq�nik\[]>rF\UeF_G%I7k_I��+WJ^akHI�s p�IgkHdf^-UHUP^aSi>�{±��g��I)UHUÒ^�UT[]Ya��[gq%UTsjIg>J^aI)sL�MG%IB>�F_G%IgkHIM^�U�>%S­±�K 	3FHG�[)FhI��Jp%Ya^���^aF_Yaq�nik\[)>jFoU F_G%I'kHI��bW%^ak_I)sLp�IgkHdf^-UHUP^aSi> �[D�B��I)UHUc^-U�E�S]z���SDW%koUXIbET[)Y-UPS:sjIg>%^ZI)s �MGJIg>�FHG%Igk_Ie^-U­[]>«±�K 	~FHG�[)F|I��%pJYa^-��^aFHYZq§sjIg>%^ZI)U�F_G%IekHI��+W%^ZkHI)sp�IgkHdf^-UHUP^aSi>�{OhG%I3I��V[]dep%YZI)UcUXG%S)�M>�^a>�x�niW%kHI�Ue@g j{ 4 �«@B j{¤Cy�g[]>���I3nDIg>%IBk\[]YZ^0�gI�s�^a>rFHS [ Fo[��JSD>%Sid�q:S]z�[D�����I)U_UM��SD>rFHk_SDY�UMUXW%p%p�SikHFHI�s7�jqeF_G%Ic>%Ig��À�^ak_I)��F_SDkHq�UXF\[)>�s%[)k\sj^��gI)s3[D�g��I)UHU'��SD>rFHk_SDY�deI��°G�[)>%^-UPdeU�{�OhG%IkHIBd3[]^Z>�sjIgk�S)z�F_G%^-U­UXI)��FH^aSi>�p%k_I)UXIg>rF\U�Si>%I§UXW��\G�F\[ �%Si>%SDd0qb{ 
T[D�\G��g[]F_IgnDSikHq:^a>�F_G%IeFo[��JSD>%Sid�qy^�UUXGJS]�M>�^Z>�[7��S���^adfdeI)sj^�[]FHIBY¯q3p%k_I)��I)sr^a>%n [ysjI)UH��kH^apJFH^aSi>�S)z�F_G%I3�g[)FHIgniSDk_qb{:OhG%I3UXFo[]F_IgdeIg>rFcS]z�[p�[)kHFH^���W%Y�[]kMp�SDYZ^-��q�z�ko[]nideIg>rF<d�[�q|z�kHIBIgYaq0W%FH^ZYa^��gI�[)>jqfW�UXI�z�WJY���SDd0�%^a>V[]FH^ZSD>eS)z�F_G%I­�g[]F_IgnDSikH^ZI)U�{

�Ì$��m,���� � � 
�� � � � 
�� �u, ������,���� �
�
±�U�p%kHIB`j^ZSDW�UPYaqydeIg>rFH^ZSD>%I�s�E�I)[i�°G�±�K 	�^-Uc[DU_UX^ZnD>%I)s�[7UH��SDp�IeS]z'^Z> ��W%IB>���I|FHGV[]FL^�sjIg>rFH^�x�I)U�F_G%I
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[)YaY�W�UPIgk\U nDk\[)>jF��MI)[Ds Ig>jF_kHq []YaYTIg>rFHk_^aI)U�S)z�Si�%ÁPI)��F­��Y-[iUHU��^a>3UPW%�%FHk_IgIc�M^aF_G7kHSbSiF �
[)YaY�W�UPIgk\U nDko[]>rF'¢hkHS)�'UXI []FHF_kH^Z�%W%FHIcFPqrpuI�� []YaYTIg>rFHk_^aI)U�S)z�Si�%ÁPI)��F­��Y-[iUHU��^a>3UPW%�%FHk_IgIc�M^aF_G7kHSbSiF �
[)YaY�W�UPIgk\U nik\[)>jF �Ò^aYZFHIgko¥y[]Fo�°G []FHF_kH^Z�%W%FHIcFPqrpuI�� []YaYTIg>rFHk_^aI)U�S)z�Si�%ÁPI)��F­��Y-[iUHU��^a>3UPW%�%FHk_IgIc�M^aF_G7kHSbSiF �
[)YaY�W�UPIgk\U nik\[)>jF �Ò^aYZFHIgko¥y[]Fo�°G []YaY�[]F_FHkH^Z�%W%F_I�`i[]YZW%I)U^a>�[]>�[)FHF_kH^a�JW%FHI#S)zFXqrp�I��

[]YaYTIg>rFHk_^aI)U�S)z�Si�%ÁPI)��F­��Y-[iUHU��^a>3UPW%�%FHk_IgIc�M^aF_G7kHSbSiF �
[)YaY�W�UPIgk\U nDk\[)>jF��MI)[Ds []FHF_kH^Z�%W%FHIcFPqrpuI�� []YaYTIg>rFHk_^aI)U�S)z�Si�%ÁPI)��F­��Y-[iUHU��^a>3UPW%�%FHk_IgIc�M^aF_G7kHSbSiF �
[)YaY�W�UPIgk\U nDk\[)>jF��MI)[Ds []YaY�[]F_FHkH^Z�%W%F_I�`i[]YZW%I)U^a>�[]>�[)FHF_kH^a�JW%FHI#S)zFXqrp�I��

[]YaYTIg>rFHk_^aI)U�S)z�Si�%ÁPI)��F­��Y-[iUHU��^a>3UPW%�%FHk_IgIc�M^aF_G7kHSbSiF �
��^anDWJkHI0@g r{¡C �MKTSD>rFHk_SDY�S)zM� 
T±���KN¦ x�YZFHIgkB{

p�[)kHFcS]zNFHGJI0À�=PO FHS3�MG%^��°G§^aFc[)p%p%YZ^aI)U�{LOhG%I0UPd3[]YZYaI)UPF�U_��SDp�I0S]zN^a>���W%Ig>���I|^-U�[3UX^Z>%nDYZILIg>rFHk_q �l^aF�^�UW�UPI)s �MGJIg>:[]>�±�K 	�I��Jp%kHI)U_UXI)U'puSiYa^���q7F_G�[]Fc^-U�[]p%p%YZ^-�g[)�%YaI|F_S§[¨UP^a>%niYaI|Ig>rFHk_q3^a>:FHG%I0À�=PO�{�Â�GJIg>[�p�SDYZ^-��q§[)p%p%Ya^ZI)UMFHSeIg`bIBkHqeIg>rFHk_q3^a>y[3UPW%�%FHk_IgIbE�^aF'^-UM>%SDF�>%I)��I)U_UH[)kHq7F_SekHIBpuI�[]F�F_G%I|±�K 	�z�SDk�I)[i�°GS]z�FHGJIeIg>rFHkH^ZI)U�{ �%SDk0��Si>j`bIB>%^aIg>V��IbE�^ZFL^-Ucp�SbUHUP^a�%YZI3FHSyUPp�I)��^¯z�q�[]>�Ig>rFH^ZkHIfUXW%�JFHkHIBI3[DULF_G%I3UH��SDp�I3S]z^a>���W%Ig>���I�z�Sik�[)>y±�K 	�{�±"puSiYa^���q�z�k\[)nDdeIB>jFN�M^aFHG [�UPW%�%F_kHIgI­UH��SDp�I|[)p%p%Ya^ZI)UhI��bW�[]YZYaqeF_S�I�[D�\G¨IB>jF_kHq^a>�F_G%I§UXW%�%F_kHIgI []>�s�d3[gq���I3kHI�z�IgkHk_I)s�FHS�[DU0[ �&� ��	�� � �
�

� ��� � ��� ���
	 � ���
	����)'¤{ �Ò^ZnDW%k_I:@g j{ � ^�U�[)>I��V[]depJYaI'S]zM�bWJ�%FHk_IgI �rsrIgp�Ig>�sjIg>rFM��SD>rFHkHSiY-U�{
= z'[]>:SDk_nb[)>%^0�)[)FH^ZSD>��\G%SbSbUPI)U�FHS3�%W%^ZY-sy^aFoU�p�[]k_FcS]z'FHGJI0À�=PO�UXWV�°G:FHG�[)FcFHG%Igk_I|^-Uc[3UXW%�JFHkHIBI z�SikI)[i�°GeSikHn�[]>%^��)[]F_^aSD>V[]Y�WJ>%^aFBEjFHGJIg>ep�SDYZ^-��q|F_G�[]F'[)p%p%Ya^ZI)U�FHS0[)>eIg>rFH^ak_I�WJ>%^aFN��SiW%Y-s���I�I�[DUX^ZYaq0I��Jp%kHI)U_UXI)sW�UP^a>%nf±�K 	�Uh�MGJSbUXI�UH��Sip�ILS]z5^a>���W%Ig>���I�^-UMsjI�x�>%I)seFHS0��I­[�UPW%�%FHk_IgIb{
±�>%SiFHG%IgkN^adep�SikHF\[)>jFTW�UPIcS]zT�bW%�JFHkHIBI �rsjIBpuIB>�sjIg>rFM��Si>jF_kHSiY-U<^�U<F_S|Ig>jz�SDko��I'puSiYa^���q�k_Ignb[)k\sj^Z>%n|G%S)�FHGJI3À�=PO ^�UL[)YaYaS)�NI)s�FHSynikHS)� []>�s��\G�[]>%niIe^a>�UXG�[)puI�{�OhG%I§±�À�À SDp�Igk\[)FH^ZSD>�[)YaYZS]�'Uc^aF­FHSynDk_S)� �FHGJI3¥ ��À�= ��� �rÀ�=o�+OM= � 
 ��=o�+¦ 
TÀ � ��±�¥ 
~SDp�Igk\[)FH^ZSD>�[)YaYaS)�'UcIg>jF_^ak_IeUPW%�%FHk_IgI)U�FHSJE�^a>:I51lI)��FBEÒ��IdeS)`bI)sLz�kHSid Si>%ILpV[]kHIB>jFMIg>rFHk_qeFHSf[]>JSDFHGJIgkg{M¢hSiFHG3S]z FHG%I)UPILSipuIBk\[]F_^aSi>�U�d�[�q0��I|��Si>jF_kHSiYaYaI�s�WVUX^a>Jn�bW%�JFHkHIBI �rsjIBpuIB>�sjIg>rF3[D�B��I)UHUf��SD>rFHk_SDY-U�{"Â�G%Ig>�[]>¬[)FHFHIBdep%F0^-U�d3[isjI7F_S�[DsJsR[�>%Ig��Ig>rFHk_qbEhF_G%IÀ�^ZkHI)��F_SDk_q�x�k\UPF��\G%I)�\´JU<FHSfUXIBI�^�z�F_G%Igk_I�^�U�[0UXWJ�%FHk_IgI­±�K 	��MGJSbUXI�UH��Sip�ILS]z ^a> ��WJIg>���Ic^a>V��YaW�srI)U<F_G%Ip%k_SDp�SbUPI)s Ig>rFHk_q *¤U�>�[)deIb{�=�z'F_G%Igk_I¨^�ULUPW��°G«[)>�±�K 	R[)>�s�^aF|nDko[]>rF\U|Ig>rFHkHq �bYZIg`bIgY�p�Igk_de^-U_UX^ZSD>�z�SikFHGJI3±�À�À·SDp�Igko[]F_^aSD>ÌE<F_G%I§À�^ak_I)��FHSikHq���SD>rFH^Z>jWJI)U��M^aFHG�F_G%IeSDp�Igko[]F_^aSD>«�jq��\G%I)�\´j^Z>%n3deSrsj^¯xu�g[]F_^aSD>p�SDYZ^-��qeF_S3UXIBI�^�zTI)[i�°G3p%k_SDp�SbUPI)sy[]F_FHkH^Z�%W%F_ILFPqjp�I­[]>Vs7`D[)YaW%I�[]k_I|[]YZYaS)�hI�s�F_S���I­p%Y-[i��I)s¨^Z>3FHG%I­>%Ig�Ig>rFHk_qb{�OhG%I0��SD>rFHkHSiY-U�Si>:[Ds%sr^a>%n3I)[i�°G§FXqrp�I0[]>�s7`i[)YaW%I0[)kHI0[]Y�UXS3UPp�I)��^¯xVI)s¨^Z>:±�K 	�U��MGJSbUXIfUH��SDp�IS]z�^a> �VW%Ig>���I­^a>���YaW�sjI­FHG%I|>V[]deI­S]zMF_G%I|p%k_SDp�SbUPI)s IB>jF_kHqb{­= zM[)>jq§SD>%I|S)zMF_G%I|deSrsj^�xl�g[]F_^aSi>:�°G%I��°´JUz�[]^ZY-U�EjFHGJIL±�À�À SipuIBk\[]F_^aSi>¨z�[]^ZY-U�Qw��SDdepJYaIgF_IgYaq�t\{
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c1 c2

d5 d6 d7 d8

a1

b2

d1 e1 d2 d3 d4 e2

b1 d9 e5 b3

subtree 2

c3

e3 e4

d10 e6

subtree with exclusion

subtree 1

�Ò^ZnDW%k_I�@B j{¤A �M�bW%�%F_kHIgI­UXp�I)��^¯xl�g[)FH^ZSD>�U�{
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