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Preface

The Public Switched Network (PSN) provides National Security and Emergency Prepared-
ness (NS/EP) telecommunications. Service vendors, equipment manufacturers, and the fed-
eral government are concerned that vulnerabilities in the PSN could be exploited and result
in disruptions or degradation of service. To address these threats, NIST is assisting the Of-
fice of the Manager, National Communications System (OMNCS), in the areas of computer
and network security research and development. NIST is investigating the vulnerabilities
and related security issues that result from the use of open systems platforms, i.e., products
based on open standards such as POSIX and OS], in the telecommunications industry.

This report is intended to provide information for the practicing programmer involved
in development of telecommunications application software. In short, it provides answers to
the question “How do I build security into software based on open system platforms?” It
is not intended to be tutorial in nature and assumes some knowledge of open systems and
Unix. Many of the references cited are tutorial and may be used to obtain any background
information required.

For each topic in open system security, the goal of this report is to locate in one place
the most informed exposition possible for that topic. Consequently, this report is the result
of the efforts of several individuals who possess the expertise required to author the various
chapters. The author(s) of each chapter is identified after the chapter title.
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Chapter 1

Introduction

Richard Kuhn

The public switched network (PSN) provides services that are essential to U.S. citizens
and government agencies alike. Disruption of telecommunications services would clearly rep-
resent a serious threat to public safety and security. A 1989 report of the National Research
Council (NRC), “The Growing Vulnerability of the Public Switched Network” [Cou89], out-
lined the concerns of the government for maintaining the integrity of the PSN against intrud-
ers. A report the following year by the President’s National Security Telecommunications
Advisory Committee (NSTAC) concluded that “until there is confidence that strong, com-
prehensive security programs are in place, the industry should assume that a motivated and
resourceful adversary, in one concerted manipulation of the network software, could degrade
at least portions of the PSN and monitor or disrupt the telecommunications serving [gov-
ernment| users” [Cou90]. In addition, outages experienced by telecommunications providers
in the recent past have focused the federal government’s attention on the need to ensure
dependable communications.

In the past, there were relatively few telecommunications providers, and their products
were built on proprietary platforms. The Federal Communication Commission’s Open Net-
work Architecture (ONA) requirements specify unbundled and equal access to the PSN for
Bell Operating Companies and their enhanced services competitors [Com86]. The National
Research Council notes that ONA can increase network vulnerability in two ways:

First, ONA increases greatly the number of users who have access to network
software. In any given universe of users, some will be hostile. By giving more
users access to network software, ONA will open the network to additional hostile
users. Second, as more levels of network software are made visible to users for
purposes of affording parity of network access, users will learn more about the
inner workings of the network software, and those with hostile intent will learn
more about how to misuse the network [Cou89, p. 36].



Greater network access is changing the telecommunications industry to one where many
third party service providers are building products that must work with products from other
companies [Dol88], [Sim88|, [SH88]. This new telecommunications environment has been
characterized as one with: a large number of features; multi-media, multi-party services;
partial knowledge of the feature set by service designers; lower skill and knowledge levels
of some service creators; multiple execution environments from different vendors; and dis-
tributed intelligence [Dwo91]. As noted in the NRC report, some fraction of those with
access to the network must be assumed to be hostile. Those with hostile intent may include
employees of telecommunications service providers.

Like most of the computer industry, both the Bell Operating Companies and third party
service providers are moving toward use of standards-based, open system products to reduce
costs and improve interoperability and portability of their products. For example, one Bell
Operating Company is revising its operations center computing support to “transition the
existing networks to use the ISO Open System Interconnection (OSI) based network and
the common network services that are independent of specific computing and application
environments [bel90].” Computing systems based on standard interfaces such as OSI are
referred to as “open systems.”

Beginning with the ISO OSI and the IEEE POSIX operating system interface standard,
a great many open systems standards are beginning to appear, and open systems products
are being provided by every major computer vendor. In short, an open system standard is
an interface specification to which any vendor can build products [Kuh91]. There are two
important points. First, the specification simply defines an interface. For example, although
POSIX is derived from UNIX, non-UNIX operating systems such as Digital’s VMS can also
provide a POSIX interface. Second, the specification is available to any vendor and evolves
through a consensus process that is open to the entire industry.

Until now, users were often “locked in” to products from a particular vendor because their
applications would run only on that vendor’s operating system. The move to open systems
will reduce this dependence. Application systems will increasingly be built on products
from a variety of vendors. But many needed standards are not complete, and some non-
standard functions will always be needed because standards must necessarily lag innovations
in technology. Organizations must build applications from both standard and non-standard
components. In addition, the inherent limitations of software testing make it likely that
many “standard” components will have subtle incompatibilities.

The term “open” thus applies to two different aspects of the telecommunications envi-
ronment: the FCC’s ONA requirements that allow multiple vendors to have equal access to
the network; and the open system platforms based on standards, such as POSIX and OSI,
that are used in building computer based applications for the new open telecommunications
environment. It may be easier for intruders to attack a system whose behavior is standard-
ized and well known, or which shares common flaws with other systems built on the same
standards. A Bellcore report found that “intruders were assisted in their endeavors by the
openness and standardization that the telecommunications industry has undergone in the
last decade [K1u92].” Security is thus a vital concern with open systems.
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This report was prepared to help service designers use standard, open systems platforms
in building security into their software applications. Security in an open system environment
may be affected by the need to use both standard and non-standard components, and by
the possibility for incompatibilities among products that claim to meet the same standard.
The large number of third party service providers whose products must work together may
severely complicate efforts to ensure dependability and security of the PSN. Software devel-
opers who are challenged with building applications on open system platforms will be faced
with questions such as the following:

e What services and functions are available for providing authentication, access control,
and similar security functions?

e What conflicts arise when using products that conform to open system standards?

e What are the limitations of these standards, and where is it necessary to supplement
standard services with custom software?

e How do I build security into an open system application?

This report is intended to aid software developers who are building telecommunications
applications on open systems platforms. It is designed to help programmers understand the
open system environment and to use open system services in building secure applications.
The next chapter introduces the IEEE POSIX Open System Environment, which is centered
on POSIX and OSI standards. Following this introduction to open systems, four parts of
the document explain security features for four main categories of open system services:
operating system services, human/computer interface services, data management services,
and network services. It is not possible to describe all of them in this document. Furthermore,
not all have security features (e.g., most programming languages). The approach taken in
this document is to describe the most important standards in each category. In addition
to de jure standards from IEEE and ISO, some de facto standards such as the Kerberos
authentication protocol and the X Window System are also discussed. These are included
because they are almost universally available on POSIX based systems, and because they
provide critical functions that may not have counterparts in formal standards.

Although this document is intended to provide technical information for programmers,
introductory material is included that should be of value to product planners, administrators,
users, and management personnel who are interested in understanding the capabilities and
limitations of open systems.






Chapter 2

The POSIX Open System

Environment

Richard Kuhn

One of the goals of the Open System Environment (OSE) is a set of standards and
public specifications designed to provide software portability and interoperability. IEEE
POSIX standards serve as the basis of the OSE, with related standards such as the Open
Systems Interconnection (OSI) communication supplementing POSIX to provide a complete,
standards-based computing environment.

2.1 Open System Standards

In short, an open system standard is an interface specification — a specification that describes
services provided by a software product — to which any vendor can build products. There
are two important points. First, the specification is available to any vendor and evolves
through a consensus process that is open to the entire industry. Second, the specification
defines only an interface, so different vendors can provide the standard interface on their
proprietary operating systems (see fig. 2.1).

Open system standards will make it possible to develop standard software components
that can be implemented on a wide variety of hardware, making a software components
industry economically practical. But, open system standards do not solve all problems
associated with building interchangable software components. Software designers need to
understand the capabilities and limitations of software standards, and how to deal with
these limitations. This article describes important open system standards and explains how
they can be used to build portable, interoperable application software components.
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Figure 2.1: Open System Approach.

2.2 Interoperability and Portability

There are two important aspects to open systems: interoperability and portability [Fis93].
Interoperability refers to the capability for applications running on different computers to
exchange information and operate cooperatively using this information. Portability refers to
the capability for software to run on different types of hardware. Portability can further be
broken down into binary portability and source code portability. Binary portability makes
it possible to move an executable copy of a program from one machine to another. Source
code portability requires a program to be recompiled when moving from one machine to
another. The development of portable application software components depends on porta-
bility standards. Interoperability standards are necessary but not sufficient for a complete
open systems environment. Software systems that are built on standards for portability and
interoperability are called open systems.

A good example of interoperability is provided by the X Window System [RS89] protocol,
which specifies how graphics primitives can be communicated between an application pro-
gram and graphics software running on a workstation. An X Window application running
on an IBM workstation can interact, for instance, with a user sitting at a Sun worksta-
tion. The ISO Open Systems Interconnection (OSI) standards [iee86] [Ros90] also promote
interoperability. The OSI reference model defines a structure, or reference model for data
communication standards. The reference model defines seven layers of communications sys-
tem components, from the physical layer at the bottom to the application layer at the top.
The model describes how components communicate with each other; i.e., it is a model for
interoperability. Open system standards for application portability do not “fit in” to the OSI
reference model; they are, however, complementary to data communication standards. Com-
munication standards define communication services, but open system applications require
a standard way to use those services.

Binary portability specifications are designed to provide software portability at the object
code level. For example, the IBM PC hardware interface can be regarded as a de facto
standard for binary portability. Executable copies of software can run on PC clones from
many different manufacturers. Another example is the Application Binary Interface for
systems based on the Sun SPARC processor. This specification for workstations makes it
possible to move executable programs between different makes of workstation as easily as



programs can be moved between different IBM PC clones. Binary portability is more difficult
to achieve than source code portability, because it places constraints on hardware. Standards
efforts have concentrated on developing interfaces for source code.

Open system standards for source code portability define interfaces available to appli-
cation programs for services such as timing functions, security features, database access
and many other essential functions. Standards could be defined by cooperatively developed
source code, but within IEEE and other organizations the preferred approach has been to
specify interfaces and let vendors develop competing implementations. Thus, two different
operating systems may provide the same services, but one may have better performance or
fault tolerance characteristics than the other. The application program interface may be
specified in terms of a set of procedure calls for a particular programming language, or a
language-independent specification may be accompanied by procedure calls for one or more
programming languages.

The best-known standards for operating system services are the POSIX standards being
defined by the IEEE Technical Committee on Operating Systems (TCOS). (The acronym
POSIX is derived from Portable Operating System Interface, with an “X” to denote its
UNIX origin.) Beginning with the POSIX System Application Program Interface (or kernel)
standard (IEEE 1003.1-1988), IEEE has been developing a comprehensive set of standards
for application portability. In May 1992, the POSIX effort comprised 20 working groups
developing 34 projects.

The POSIX efforts (1003.x) have been supplemented with projects to develop standards
for application interfaces to services such as windows (1201.1) and X.400 message handling
(1224), that are useful on non-POSIX systems. Other open system standards have been
developed through the American National Standards Institute (ANSI), the International
Organization for Standardization (ISO), and other organizations. Many of these other speci-
fications have been combined with the developing IEEE standards to define an open systems
environment using the POSIX interface standards as the basis.

2.3 The POSIX Open Systems Environment

No single standard provides all the functionality needed by a modern computing environment.
Portability and interoperability require a comprehensive set of standards. The POSIX Open
Systems Environment (OSE) being put together by IEEE TCOS working group P1003.0
[POS92a| provides a standard set of interfaces to information system building blocks, covering
both portability and interoperability standards. Not all of the specifications in the POSIX
OSE are IEEE POSIX (1003.x) standards. POSIX functions serve as a basis, supplemented
by other applicable open systems standards.

Two types of standard interfaces are specified in the POSIX OSE: the Application Pro-
gram Interface (API) and External Environment Interface (EEI). The POSIX OSE Reference
Model, shown in figure 2.2, shows the relationship of these interfaces to the other parts of
the computing environment.
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Figure 2.2: POSIX OSE Reference Model.

The External Environment refers to external entities with which the application plat-
form exchanges information, including both the human end user, hardcopy documents, and
physical devices such as video displays, disks, printers, and networks. External environment
interfaces mainly provide for interoperability. EEI standards take the form of communica-
tion protocols, record and document formats, and display formats. The application program
interfaces in the POSIX OSE are source code interfaces, generally in the form of program-
ming language procedure calls, to the application platform, which is the operating system
and hardware. By specifying a standard set of procedure calls, an API provides source code
portability.

2.4 The NIST Application Portability Profile

A profile is a collection of specifications developed to meet a set of requirements. Elements
of a profile may consist of either formal standards, i.e., those developed within a voluntary
standards organization such as ANSI or IEEE, or de facto standards, i.e., those accepted
within the marketplace. Each element of a profile may be a specification in its entirety or a
specification with certain options or parameters chosen.

The NIST Application Portability Profile (APP) [Fis93] was developed by NIST in order
to meet the requirements of Federal Agencies for an OSE. A Federal Agency uses the NIST
APP to develop profiles specific to its individual requirements. The NIST APP is organized
into several service areas which reflect the breath of services needed by an OSE application.
These service areas are:

1. Operating System Services: those services providing basic manipulation of a system’s
fundamental resources such as processes and files.

2. Human Computer Interface Services: those services providing for the interactions be-
tween the end user and the system such as window management and multimedia access.
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3. Software Engineering Services: those services supporting the application programmer
such as programming languages and software development tools.

4. Data Management Services: those services providing for the definition and manipula-
tion of data such as schema definition and query languages.

5. Data Interchange Services: those services which provide common representations for
the exchange of data between systems such as document formats and display represen-
tations.

6. Graphics Services: those services providing for the creation and manipulation of dis-
played multidimensional images.

7. Network Services: those services providing interoperability among systems such as
communication protocols.

This document is organized according to APP service areas. Each part of this document
corresponds to one of the service areas defined in the APP. Not all specifications in the APP
are discussed in this document and some technologies not included in the APP are discussed
in this document. The decision to include a discussion of the security aspects of a technology
or specification in the document is based on the relevance of the technology within an OSE
and on the presence of a significant security concern associated with the technology.
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Chapter 3

Functional Requirements
Specifications for Computer Security

John Barkley

There are several publications available which specify computer security functional re-
quirements in the form of evaluation criteria for secure systems. Among these are the Trusted
Computer System Evaluation Criteria (TCSEC or “orange” book), the Canadian Trusted
Computer Product Evaluation Criteria (CTCPEC)[CTC93], and the Information Technol-
ogy Security Evaluation Criteria (ITSEC). As implied by their names, the goal of these
documents is to specify a standard set of criteria for evaluating the security capabilities of
systems.

As described in sections 2.1 and 2.2, a goal of open system standards is to promote
the portability and interoperability of applications. This Chapter explores the ways that
functional requirement specifications for computer security and open system standards com-
plement each other.

3.1 Example Specifications

Within the international computer security community, much effort has been devoted to the
creation of standards which permit the security functionality of systems to be evaluated.
In itself, this is a large and complex problem. Within government and industry, computer
security needs form a wide spectrum.

The first publicly available specification for computer security requirements was the
Trusted Computer System Evaluation Criteria (TCSEC) [TCS85], first published in 1983.
Although developed by the National Security Agency (NSA) to meet the needs of the United
States Department of Defense, the TCSEC has been and continues to be influential in the
development of commercial products and later computer security functional specifications.
There are several other computer security publications directly related to the TCSEC. Among
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these are the Trusted Network Interpretation (TNI or “red” book) [TNI90] and the Trusted
Data Base Management System Interpretation (TDI or “lavender” book) [TDI91]. The TNI
shows how the criteria from the TCSEC applies to a network environment. The TDI shows
how the TCSEC applies to data base management systems. The TCSEC and its related
publications are often referred to as the “rainbow” series.

The Information Technology Security Evaluation Criteria (ITSEC) [ITS91] was created
in a joint effort by Germany, France, the United Kingdom, and the Netherlands. Originally
published in 1990, the ITSEC was developed to more completely meet the needs of those
organizations handling unclassified information.

In order to further meet organizational needs for handling both classified and unclassified
information, the Federal Criteria for Information Technology Security (Federal Criteria or
FC) [FC92] was developed as a joint project by the National Institute of Standards and Tech-
nology (NIST) and NSA. The Federal Criteria is to be replaced by the Common Criteria now
under development by NIST, NSA, Canadian and European representatives. The Federal
Criteria, the ITSEC, and the CTCPEC are being used in developing the Common Crite-
ria. The Common Criteria is to be published as a Federal Information Processing Standard

(FIPS).

3.2 Relationship to Open Systems

Each of the specifications described in section 3.1 is a requirements specification. That a
product (referred to as an “Information Technology (IT) Product” in computer security
requirement specifications) satisfies some level of computer security criteria does not imply
that such a product supports open system specifications. Such a product may be completely
proprietary and fully satisfy computer security requirements. The goal of the developers of
the specifications in section 3.1 is to insure computer system security.

Thus, for example, a program written using an API to access security features on one
product that meets the Commercial Security 2 (CS2) protection profile of the Federal Criteria
may or may not be portable to another CS2 product. The user interface to a utility required
on a CS2 product may or may not be the same user interface to the same utility on another
CS2 product. The display device used for access on a CS2 product over a communication
channel may or may not interoperate with another CS2 product because the communications
channel protocol used by one CS2 product differs from another.

The goal of open system standards is to insure portability and interoperability. Every
open system specification was developed in response to a need by some user community. Once
such a need is identified, functional requirements are developed in order to more precisely
describe the needs a particular open system standard is to satisfy.

As a result of the specifications in section 3.1, the computer security community is reach-
ing a level of consensus on requirements for computer security. The question arises as to how
well products based on open system standards can meet these requirements. It is important
to note that computer security functional requirements, such as those in section 3.1, are
intended to be applied to implementations, i.e., products not open system specifications.
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With regard to a product based on open system specifications, computer security criteria
would be applied to that product’s implementation, not to the collection of open system
specifications which that product supports. Nonetheless, the question can still be asked of
the open system specifications themselves with the caveat that it is their implementation on
which final evaluation is made.

This question of how well open systems can meet computer security criteria is not a
question that has just recently been asked. While the primary goal is computer security,
many of the developers of computer security criteria participate in the development of open
system standards intended to support existing computer security requirements. POSIX.6
(see ch. 4) is one example of such an open system standards development activity.

NIST is interested in exploring the problems of quantifying how well open system stan-
dards meet consensus computer security functional requirements [P193]. Before such a quan-
tification can be made, several questions must be addressed.

One question is which computer security requirements specification should be used. While
generally the same in intent, each has its own form and structure. It is possible that a system
which satisfies some level of one specification may not satisfy any single level of another
but may satisfy requirements from several levels. Because the Common Criteria will have
the most flexible framework, users can choose a level to exactly meet their requirements.
Consequently, the Common Criteria, the FIPS that will be developed by NIST and NSA, is
the specification of choice for Federal Agencies and is intended to be useful to organizations
in the private sector.

A difficult question is what does it mean for an open system standard to meet com-
puter security functional requirements. For most functional requirements, the answer to this
question is not immediately obvious. For example, consider a requirement for a utility to
examine audit trails. An API to audit trail information which standardizes access by a pro-
gram could be developed. As a result, portable utilities which satisfy the requirement could
be developed. In addition, a standard user interface to the utility could be developed so that
users would know how to interact with the utility on any secure product which satisfies the
requirement. If audit information is generated in a network environment and transmitted to
a central location, a standard protocol for the communication of audit information could be
developed.

Once it has been determined what it means for an open system standard to meet given
computer security functional requirements, it must be determined that there is a need for
such an open system standard assuming one does not already exist. Consider again the
example of a requirement for a utility to examine audit trails. It may be the case that a
standard user interface to an audit trail utility in not necessary because such utilities are
always developed with window-based desktop displays in which user access is self-evident.
Consequently, the question of a user being able to interact with any such utility is moot.
In the final analysis, the community of interest will likely determine the need for an open
system standard to meet computer security requirements.

Another question is, of existing open system standards, which ones are applicable to
be compared against computer security criteria. In order to answer this question, it must
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be determined what products are addressed by a particular computer security functional
requirements specification.

Thus, while the Common Criteria can obviously be applied to products which support
POSIX.1 and POSIX.6, it is not inappropriate to consider the application of the Common
Criteria to a product supporting an open system specification such as SQL. SQL is certainly
concerned with the manipulation of resources by named users and the protection of such
resources against unauthorized access. On the other hand, with regard to the Common
Criteria, it is not clear how computer security functional requirements would apply to a
product which supports a protocol specification, such as, OSI Transport. Each existing open
system standard should be considered a candidate to be compared against computer security
functional requirements. One possible way to deal with this question is to look at sets or
profiles of open system specifications and apply computer security criteria to these instead
of individual specifications.

Clearly, there is much work to be done to answer these questions. Until these questions
are answered, it is not not clear how well the security aspects of the open system specifications
described in this report meet the functional requirements of computer security evaluation
criteria such as the Common Criteria.
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Chapter 4

POSIX Security Interfaces and
Mechanisms

Lisa Carnahan

4.1 Introduction to POSIX Security

POSIX is a family of standards designed to ensure portability of application programs across
hardware and operating systems. These standards are the products of the IEEE Technical
Committee on Operating Systems, P1003 Committee. For the purpose of this discussion,
two of the standards produced by this committee are of primary interest:

e Posix System Application Program Interface Standard (ISO/IEC 9945-1:
1990) [ISO90a]- This is the base POSIX standard. It defines the basic system services
and mechanisms (e.g., input/output services, process environment, etc.) and the sys-
tem calls that provide the interface between application programs and those system
services. This standard has been adopted by the National Institute of Standards and
Technology (NIST) as Federal Information Processing Standard (FIPS) 151-2 [FIP93b].
It will be referred to as the “POSIX.1 standard.”

e Posix System Application Program Interface - Amendment: Protection,
Audit and Control Interfaces (IEEE P1003.6.1)*[POS92b] - This standard spec-
ifies mechanisms and interfaces to security functionality not provided in the base (i.e.,
POSIX.1) standard. The general areas that are covered are:

1. discretionary access control.

2. audit trail mechanisms.

3. privilege mechanisms.

1This specification is now known as P1003.1e.
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4. mandatory access control.

5. information label mechanisms.

The Protection, Audit and Control Interface Standard will be referred to as the
“POSIX.6 standard.”

Like the POSIX.1 standard, the POSIX.6 standard was originally grown out of work
begun in /usr/group, now known as Uniforum. As the POSIX.1 standard was moved out of
/usr/group and into IEEE, some security professionals within /usr/group saw the need to:

1. provide portable applications those interfaces necessary to utilize security relevant
information.

2. improve on the security mechanisms that were being defined in the POSIX.1 standard.

Realizing that many users would feel that the security mechanisms defined in the POSIX.1

standard would be sufficient for their needs, it was decided that a set of security mechanisms

and interfaces would be developed and placed as extensions to the POSIX.1 standard. From

a security viewpoint, the improvement over the POSIX.1 security mechanisms is substantial.
The POSIX.6 Security Mechanisms address five areas of functionality:

e audit trail mechanisms,

discretionary access control,

information labels,

mandatory access control,
e privilege.

According to the POSIX.6 draft, each option defines new functions, as well as security-
related constraints for the functions and utilities defined by the other POSIX standards. The
addition of these mechanisms to the POSIX.1 standard allows “general purpose” applications
to take advantage of the security enhancements while maintaining portability. In addition,
these areas are widely used by “trusted” programs - thus allowing for application portability
of trusted programs.

These areas were chosen because it was felt that they encompass the de facto required
areas for security in today’s POSIX environments. While all these areas may not be required
on a single system, some combination of them should be. Access control should be required
on any multi-user system. The POSIX.6 standard supports a mechanism that allows the
generation of an audit trail that can later be analyzed by an audit analysis tool. The use
of audit on POSIX systems is highly encouraged. More and more users are discovering the
many benefits of using information labels on their systems. The POSIX.6 standard supports
these as well.
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The POSIX.6 interfaces are positioned between the application system calls and the
operating system. In this way the application is buffered from having to know the internals,
formats, etc. that make systems unique. An application can request to know the mandatory
access control label of a file without having to know where or how the label is stored internally.
This is what makes application portability, and POSIX.6 focuses on providing application
portability on systems that make use of the POSIX.6 mechanisms.

The standard that provides the POSIX.6 interfaces and mechanisms is currently in the
balloting process. The DRAFT Standards P1003.6.1/D13 and P1003.6.2 2 [POS92c]| were the
current documents at the time of this writing. It should be realized that with any standard
that is cycling through a balloting process, changes to the standard may occur. Therefore,
differences (hopefully slight) may arise between the information presented here regarding
specifics of the standard, and the final specifications of the standard upon final approval.

4.2 Posix Security Functionality

4.2.1 FIPS 151-2 Security Mechanisms and Interfaces (P1003.1)
The POSIX.1 standard (FIPS 151-2/P1003.1) does provide some security functionality. The

security functionality supported includes Discretionary Access Control using a permission
bit mechanism and Privilege using a privilege mechanism. It was the intent of the POSIX.6
standard to extend this functionality and add areas of functionality not addressed by the
POSIX.1 standard. An application that is POSIX.1 compliant should run successfully on a
POSIX.6 compliant system.

The POSIX.1 standard supplies only a subset of the functionality supplied by the
POSIX.6 standard. The functionality provided by the POSIX.1 standard should be the
minimal acceptable requirement of security functionality for any multi-user system requir-
ing POSIX-like interfaces. Whether the extended and additional POSIX.6 functionality is

needed should be determined based on the security requirements of the system.

4.2.2 Data Structures and the Interface Scheme

The different data structures that are defined by the POSIX.6 mechanisms (access control
lists, privilege attributes, mandatory access control labels, etc.) are opaque to the applica-
tions that use them. The application knows only what types of information are contained
in the structure (knows roughly the names of the fields), and not the physical placement
or ordering of the structure. Given this, there is no need to standardize on the different
structures themselves - only what is contained in them.

The following scheme is used by the different mechanisms to allow applications to ma-
nipulate the information contained within the data structures:

1. read in the information from permanent storage to an allocated working storage area.

2This specification is now known as P1003.2c.
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2. update the information in the working storage area.
3. write the information back to permanent storage.
4. deallocate the working storage area.

For example, an application that would be used to add an entry to an access control list
(ACL) would contain interface calls in the following order:

e An interface to allocate a working storage area and to read the ACL from permanent
storage into the working storage area,

e An interface(s) to update the ACL entry,
e An interface to write the ACL back out to permanent storage,
e An interface to deallocate working storage.

Once again this scheme provides application developers and programmers the advantage
of having to know only the types of information contained in the structures, and not the
specifics of the structures themselves. This idea of not being tied to the structures, only the
information, certainly allows for application portability.

Each of the following sections that describe the POSIX.6 standard are structured in the
following manner:

e Functionality Overview - a brief description of the functionality and its intended

use,

e Mechanism Overview - a brief description of the mechanism used to provide the
functionality, and how the mechanism works,

e Interface Descriptions - a general look at the specified interfaces.

4.3 Audit Trail Generation and Manipulation

4.3.1 Audit Trail Functionality

In general, a system’s audit trail is a collection of audit records containing data about
security relevant events, i.e., attempted violations of the security policy and changes to
the security state of the system. When required, applications should be able to generate
these audit records. (If the application is an audit analysis tool, the application should
also be able to read the audit records.) The audit record should contain attributes such
as the time of the event, the status of the event, and the subject(s) and object(s) of the
event. In portability terms, a portable a