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I did a bunch of research last October 2006 for how VVPAT systems are audited and in the process learned in general how DREs and optical scanners are audited.  I also consulted what the EAC had in draft form for best practices.  Doug Jones had some material and I examined procedures and legislation from various states.  I exchanged email with about 8 or so election officials.  David Wagner reviewed some of the material and gave me lots of feedback.  So, this framework of sorts is, I think, largely accurate but corrections to make it better are much appreciated.

I have what I think are basic procedures for the Polling Site and the Central Location.  I’ve included some of my initial analysis of associated usability issues.  Hopefully this can spur more discussion and thought.
1. Framework for Reconciliation at the Polling Site:
Depending on the types of systems used, the procedures at polling sites seem to vary widely.  But I think it’s safe to say that in general what happens after the close of polls is “reconciliation,” or a basic reconciliation of voting machine records with the various counts maintained of voters who used the machines.  Some polling sites also put a DRE or optical scanner into tabulator mode and tally unofficial results.  Some polling sites don’t do either reconciliation or tallying of unofficial results.  Here are my steps:
(1) A count of how many voters used the machines is maintained by the poll workers.  Sometimes they count how many used each machine.  With epollbooks, they maintain the count; some print out little slips of paper from a paper roll containing the voter’s name and registration, and these are saved.
(2) End of day paper reports are printed on each machine; the reports list the number of ballots cast.

(3) The number of voters who used the machines is compared with the numbers from the end of day reports.
(4) If DREs or multiple PCOS, one of them gets placed in a “tabulator mode.”  Memory cards are collected and inserted into the tabulator; unofficial results reports can be printed out if desired; one memory card contains the tabulated unofficial results.

(5) The end of day reports and the memory cards are gathered and kept safe according to various procedures – placed in sealed pouches, driven to the central location by people from two different political parties, etc.  

Of course this gets more detailed depending on who, what, and where.  Here is an initial analysis of usability issues:
(a) Paper rolls are difficult to handle.  Curled slips of paper from epollbooks end up in a pile and have to be counted and placed carefully in a pouch to be sealed.  The paper tapes can be many feet long and poll workers have to carry them around, rewind them, sign them, and of course read from them and store them for the central location. People at the central location have to handle them.  Could we ban long paper rolls?  Should we require reports to be printed on flat-sheets of paper?  Same with epollbooks?
(b) The reports need to be printed so that elderly, tired people can read them, sign them, and store them.  They have to be re-read at the central location.  Should we address font size, quality of printer?  The font size and quality of printing that works for individual voters may not be good for someone who has to read lots of ballots and reports, so I don’t think that what works for the voter can be assumed to work for the poll worker/election official.  
(c) Voters have a right to see these reports at the end of the day, and long narrow rolls of paper hanging in a window that require someone to somehow read from top to bottom isn’t optimal to say the least.
(d) A lot of procedures are required for protecting the memory cards. Digital signatures on the memory cards could ease the procedural burden associated with keeping them secure.

2. Framework for Hand Audits at the Central Location
As with polling site procedures, each states seems to do auditing a little differently.  In general, though, a jurisdiction decides they will recount a certain percentage of precincts or a certain percentage of machines.  They also decide what has to be recounted – usually a couple of the ‘important’ contests on the ballot, but some recount everything on the ballot.  If the machines are recounted, then a count of how many voters used the machine must be maintained at the polling site.  Below are my general steps:

(1) At the central location, ballot boxes or paper tapes are unsealed one by one as needed.
(2) Teams are set up on opposite sides of a table with one person reading the vote from the paper ballot and one person tallying the vote. Observers can stand behind the reader and tallier and keep their own tallies.  If paper rolls are used, they seem to be spread out on a long table.  I did not note in my brief study of procedures that the number of votes recorded per machine or per precinct were re-reconciled with the count that was kept at the polling site, but I would think this should happen.
The bar code issue figures in here.  I’ve heard from some officials who use VVPATs that encode the entire ballot in a bar code.  One official uses a hand scanner and reads aloud the ballot because his scanner’s output is easier to read than the paper.  He wants to get some software to scan the bar codes and tally up the contests so that he doesn’t have to do this by hand.  He does no auditing to determine whether the bar codes accurately encode the human readable content.  

In another county, up to 4 percent of DREs across the county are chosen and it is permissible to do the above on up to 75% of the chosen machines – audit using the bar code only.  The remaining 25% must be hand counted.

(3) The tallies are compared with the official counts and discrepancies handled according to various guidelines.  Theoretically, I maintain that discrepancies require a total recount of the entire election, but I haven’t seen any jurisdiction requiring this.

I should note that some election officials said that the above procedures seem to work just fine for them and they aren’t having issues.  One election official said that the usability issues were overrated; she’d rather the election day procedures go very well for voters and her tired elderly poll workers, and she isn’t so concerned if her younger, fresher staff have to later count things that aren’t so usable.
My initial analysis of usability issues in audits is as follows:
(a) Handling paper rolls is inherently difficult.  Auditors have to read them and observe them; using narrow 3 inch tapes with 3mm fonts means people have to bend over, maybe squint, and in general it makes this process more error prone.  If a paper roll contains provisional ballots or ballots from multiple jurisdictions, the ballots have to be sorted somehow (of course, all information necessary to identify the ballot should be printed with the ballot).  Should we ban paper rolls?  Should we make them wider and use larger fonts?  Should we mandate that vendors provide some sort of magnification device so that everyone in the room can see the ballot?
(b) If individual op scan ballots are damaged this is bad, but if a paper roll is damaged somehow, this is far worse.  I think we need to re-examine requirements for printers and paper because the paper rolls I’ve seen are easily torn, wrinkled, and so forth.  We already have requirements to link paper rolls to each other if multiple paper rolls are required for a VVPAT machine.
(c) OVC says that they believe it is helpful to encode provisional or precinct information on each ballot so that someone can use a scanner to sort them into piles in the case of op scan ballots and perhaps virtual piles in the case of paper rolls.  Should we require this?

(d) Ballots can be machine scanned and then manipulated in memory.  The software for scanning and manipulating has to be very well scrutinized, then.  But this could make things much easier for auditors and we do have evidence that this is what some want to do with paper rolls.  What do we do here?  I’ve always liked this idea because the use of a unique identifier to link the electronic set with the paper set makes auditing more precise and cuts way down on the number of ballots that need to be audited.  Should we allow bar coded ballots?  If we prohibit this, then paper has to be optically scanned and this could mean larger paper rolls and so on – maybe not.
(e) I haven’t discussed total recounts and I don’t know of any total recounts of VVPAT ballots.  But I think it’s obvious that if large amounts of paper rolls had to be counted by hand, it would be very difficult.  This suggests to me that some provision has to be made for scanning paper roll records and manipulating them in memory.
You may have noticed that most of the usability issues I’ve raised have to do with paper rolls.

