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NIST Assistance to Election Assistance Commission mandated under PL 107-252 (HAVA)- (+16 Permanent Positions, Appropriation +$5,000,000) The purpose of this initiative is to enhance the Nation’s trust and confidence in voting systems through the development and promotion of measurement, standards, and technology, in collaboration with the U.S. Election Assistance Commission (EAC) and through the Technical Guidelines Development Committee (TGDC), whose members represent state and local election officials and election community constituencies. NIST technical assistance is mandated in the Help America Vote Act of 2002 (HAVA), P.L. 107-252
In line with NIST’s core competencies and mission, NIST will perform critical functions in the development of measurement, standards, technology and laboratory accreditation to bolster the credibility and public confidence in voting systems. This initiative supports the Secretarial theme of fostering the Nation’s Economic Growth.

Problem Magnitude and NIST Role:
Today, voters are met with a multitude of voting systems of various ages, technologies, and manufacturers; from paper ballots, to punch cards, to lever machines, to optical scanners, to touch screen devices. These machines are often placed in inaccessible locations, using technologies neither designed nor tested for human/machine interaction, with insufficient requirements for secured operations. This diversity and a lack of standardization (and conformity assessment) illustrate the potential weaknesses in the voting systems and triggers concerns about the integrity of the voting process. HAVA requires the states to update voting systems beginning in 2006 to address many of these concerns. 
Our Nation’s voting systems, and the election process in general, are fundamental expressions of the democratic principles and rights that the United States represents. HAVA mandated the evolution of the 2002 Federal Election Commission Voting System Standards in a neutral and objective environment to ensure public confidence in future voting systems. Conformance testing and certification are critical to ensure that new voluntary standards are met by future voting systems. NIST’s unique combination of expertise, in the process of standards and specifications development, and in design methodologies and conformance testing, position the agency to provide guidance for the evolution and maintenance of voluntary standards and testing protocols needed to create trust, confidence, and integrity in the nation’s voting process.

Since 2003, NIST has applied its unique core competencies, within the technical areas of usability and accessibility, publishing its April 2004 Report: Improving the Usability and Accessibility of Voting System and Products. In 2005, NIST provided critical technical support to the EAC and the TGDC in the development of new voting standards and a laboratory accreditation process as required by HAVA with specific focus on assisting states to meet their obligations by 2006. In addition, HAVA requires the updating of the Voluntary Voting System Guidelines (VVSG) “no less than once every 4 years” and the recertification of non-Federal testing laboratories on an ongoing basis.   In response to HAVA’s requirement that the Director of NIST provide for the accreditation of laboratories that conduct testing on the hardware and software of voting systems, the National Voluntary Laboratory Accreditation Program (NVLAP) for Voting Systems Testing was established. The NVLAP for Voting Systems Testing will continue to perform its HAVA responsibilities, with activities associated with accreditation to be performed on a cost-reimbursable basis.

NIST is exceptionally well-placed to respond to the needs of the election community because of its ability to ensure objectivity and neutrality through a highly credible standards and measurement program. By providing its technical assistance to the U.S. Election Assistance Commission through the Commission’s Technical Guidelines Development Committee, NIST will continue to supply the critical infrastructure support that will add to the public’s confidence in voting systems. These efforts will help ensure that each valid vote cast is a vote counted.

Proposed 2007 NIST Technical Program:

The primary objectives of NIST’s efforts are to assist the U.S. Election Assistance Commission (EAC) to improve trust and confidence in the election system of the United States and commensurately assist the states in meeting HAVA mandates that continue beyond 2006. Working through the EAC’s Technical Guidelines Development Committee (TGDC), which the NIST Director chairs, NIST will guide development, testing, and maintenance of new standards for voting systems. In addition, NIST will recommend certification, decertification and recertification of independent, non-Federal voting system testing laboratories to the Election Assistance Commission. NIST will monitor and review on an ongoing basis the performance of the laboratories accredited by the EAC. 

The scope of NIST’s 2007 work as mandated in HAVA will include: voluntary standards and guidelines on the security of computers and computer data storage used in voting systems; methods to detect and prevent fraud; the protection of voter privacy; the role of human factors in the design and application of voting systems, including assistive technologies for individuals with disabilities (including blindness) and varying levels of literacy; and implementation of a laboratory accreditation program.

The major areas of NIST’s 2007 work and funding levels are:

1.  Standards Development – Draft Voluntary Voting System Guidelines (VVSG) ($1.3M)
Revision of the VVSG as published by the EAC, was begun 4th quarter, FY05 and will culminate with the delivery to the EAC of a TGDC approved, completed draft VVSG.  Expected delivery is July 2007.    

For this document, NIST will conduct research and provide technical input and guidance to the TGDC on voting systems technology, equipment and related metrics.  NIST will act as authors and editors of the document.  
Tasks include:

· Research and analysis of voting systems technology and equipment

NIST will conduct research and provide technical input and guidance to the TGDC.  The results of this research will form the basis for requirements in the VVSG.   
· Draft next iteration of VVSG

NIST will serve as primary author and editor of the VVSG, working closely with TGDC members. NIST will prepare initial and final presentations of draft material, present this material at meetings with the TGDC and EAC, and revise materials accordingly.    

· Transparency

NIST in association with the TGDC and EAC, as appropriate, will conduct or participate in comment periods and interactions with vendors, researchers, and the public. Based on the results of these comment periods, NIST will revise or create new material, as appropriate.
· Complete draft and deliver to EAC (planned for July 2007)

NIST will present the final draft to the TGDC for their approval and acceptance as a TGDC document.  NIST will perform any final editing and produce the draft VVSG in final form, ready for delivery to the EAC.
· Secretariat for the EAC Technical Guidelines Development Committee

NIST will serve as secretariat for the TGDC and manage the NIST HAVA standards program.  Additionally, NIST will support administrative costs for the TGDC and reimburse statutory members of the Committee for necessary travel in attendance of Committee meetings as required. 

2.  Test Method and Test Suite Development  ($3M)
Test methods and test suites will be developed for three focal points: Core Functionality, Cyber Security, and Human Factors. For each of these areas, NIST will determine applicable measurement techniques, testing approaches and testing protocols as well as develop test suites and testing tools to determine that VVSG requirements are met.  
Different techniques, approaches, protocols and test suites are needed to address the unique characteristics of each of these areas and to ensure that comprehensive, cost-effective testing is produced.  The development of public test suites and tools for use by all accredited test laboratories will reduce the cost of testing, ensure consistency of the testing among laboratories, and promote transparency of the testing process.    

The funding is divided evenly among the three focal points.  

Core Functionality
Core functionality addresses all general aspects and requirements of the VVSG that are not explicitly related to security or human factors.  NIST will develop a taxonomy of test methods for the VVSG.  NIST will develop initial set of conformance test suites for the core, functional capabilities of voting systems. 

Tasks include:
· Taxonomy of test methods
NIST will conduct an analysis and develop a classification of test methods, including their applicability and cost effectiveness to voting systems. 
· Initial set of conformance test suites

NIST will conduct an in-depth analysis of each requirement, deriving objective means to measure and/or determine that the requirement is met.  Based on this analysis, NIST will apply the relevant test methods and develop an initial set of test protocols and test suites. 
· Testing tools

To facilitate the development, usability, and reporting of test suites, NIST will develop, as necessary, test frameworks to automatically generate tests, setup (e.g., initialize) the testing environment, execute tests, and/or report test results.  

· Traceability matrix


NIST will produce a matrix shows the linkage from each test back to specific requirements in the VVSG. 
· Documentation

NIST will produce documentation so that an independent test laboratory can reproduce the testing.  The documentation will include the purpose and description of each test, level of expertise required to conduct the test and interpret the results,  facilities and environmental conditions, instructions for initiating and executing the tests, and verdict criteria (i.e., how to evaluate the results).  

· Feedback to TGDC
In order to develop test suites, the tester must examine each requirement in the standard/guideline to develop test specifications and ultimately test cases.  This scrutiny often results in the discovery of ambiguous, unclear or un-testable requirements.  The development of the test suite thus results in a feedback process to the standards developers, which often results in dramatic improvements to the standard/guideline. NIST will provide feedback to the TGDC regarding any errors, inconsistencies, ambiguities, etc. that are found in the VVSG as a result of NIST’s thorough review of the detailed requirements of the VVSG.
Cyber Security
Cyber security addresses all aspects and requirements for the security of voting systems, including methods to protect and prevent fraud, integrity of voting information and votes, and secure operation of the voting process and systems.  NIST will develop security testing approaches and initial test suites to address issues such as the type of access controls and how audit logs are shared and protected.  Various test methods will be applied to security testing to ensure cost effective testing commensurate with the risk to the voting process and/or system.  NIST work in this effort will build upon and/or contribute to tasks and deliverables produced under the Core Functionality area. 
Tasks include:

· Test method analysis for security requirements
NIST will conduct an in-depth analysis of each security requirement, determining the most effective test methods, including consideration to cost of testing and risks. This work will augment the taxonomy of test methods produced under the Core Functionality tasks. 

· Initial set of conformance test suites
NIST will develop test suites for security requirements that can be tested without access or knowledge of the internals of the voting system.  NIST will produce necessary documentation and traceability matrix. 
· Open-ended testing

NIST will develop a strategy and testing plan for conducting open-ended security testing that includes the identification of critical elements subject to open-ended testing, vulnerabilities to be analyzed, methods to determine the level and amount of testing needed, and the type of expertise required to perform the testing.  NIST will develop an initial set of test protocols for open-ended testing. 
· Testing of commercial-of-the-shelf products (COTS)
NIST will conduct research and develop a strategy for testing of COTS.  

· Documentation

NIST will produce documentation so that an independent test laboratory can reproduce the testing.  The documentation will include the purpose and description of each test, level of expertise required to conduct the test and interpret the results,  facilities and environmental conditions, instructions for initiating and executing the tests, and verdict criteria (i.e., how to evaluate the results).  
· Feedback to TGDC
NIST will provide feedback to the TGDC regarding any errors, inconsistencies, ambiguities, etc. that are found in the VVSG as a result of NIST’s thorough review of security requirements in the VVSG.  

· Methods to detect fraud
NIST will continue to develop its National Software Reference Library (NSRL) for voting systems.  The NSRL will help enable state and local election officials to discover if certified voting systems have been modified prior to delivery. NIST will continue to work with state and local election officials in obtaining data for the NSRL and developing procedures for election officials on its use and deployment. 
Human Factors
Human factors address all aspects and requirements of accessibility and usability of voting systems.  Testing for accessibility or usability of a voting system must take into account the ‘human’ during all aspects of the voting process and in using the voting system.  NIST will establish performance benchmarks for a range of voter interactions with a voting system and preliminary tests to determine compliance with the benchmarks.  NIST work in this effort will build upon and/or contribute to tasks and deliverables produced under the Core Functionality area. 

Tasks include:

· Initial set of conformance tests for performance requirements
NIST will conduct an in-depth analysis of each requirement, deriving objective means to measure and/or determine that the requirement is met.  Based on this analysis, NIST will apply the relevant test methods and develop an initial set of conformance test suites and performance metrics (e.g., efficiency, accuracy, and voter satisfaction). 
· Test protocols 
NIST will develop the protocols and procedures for conducting accessibility and usability testing programs, including the selection of test participants, directions on setting up, executing, and monitoring the testing, and interpreting results. 
· Validation and refinement of test suites
NIST will conduct a series of pilot programs to test the test suites.
· Test protocol and benchmarks documentation
NIST will produce documentation for the test protocols and benchmarks so that an independent test laboratory can reproduce the testing.  The documentation will include the purpose and description of each test, level of expertise required to conduct the test, ability of the person executing the test, facilities and environmental conditions, instructions for initiating and executing the tests, and verdict criteria (i.e., how to evaluate the results).  
· Feedback to TGDC
NIST will provide feedback to the TGDC regarding any errors, inconsistencies, ambiguities, etc. that are found in the VVSG as a result of NIST’s thorough review of human factors requirements in the VVSG. 

3. Recommendations for Future Guidelines Development ($700K)
The TGDC determined a need for a research program to address emerging technology and methods to further improve the voting process and voting systems.  NIST will conduct research and produce assessment papers to advance the state-of-the-art of voting systems and testing and to improve the voting process through the use of information technology.  These assessment papers will provide the groundwork for future voting systems and the evolution of the voting process.

Tasks include:
· Research and assessment papers. 

NIST will conduct research and write assessment papers on issues that have been identified by the TGDC, including support for Election Day verification of voters, formatting of registration information (possibly using Extensible Markup Language- XML) to make it easier for states to share information, voter registration processing, support for absentee voting and multi-day voting; and remote voting. 
· Workshops and meetings

NIST will conduct and participate in workshops and meetings to solicit and gather input to research topics. 

Performance Measures: Deliverables

At the proposed funding level, NIST will generate the following outputs:

	2007 NIST Deliverables

	Technical Area
	Outputs

	Standards Development: Next Iteration of Voluntary Voting System Guidelines

	· Technical reports on core functionality, cyber security, and human factors that form the basis for voluntary voting system guidelines to be approved by the TGDC

· Research on voting system technology, security techniques, and performance metrics

· Input mechanism for the  election community in the standards development process

· VVSG recommendations approved by TGDC and sent to the EAC 

· Conduct and document meetings of the TGDC committee and subcommittees

	Test Methods and Test Suite Development: Core Functionality
	· Taxonomy of test methods

· Initial set of conformance test suites to determine that VVSG requirements are met

· Traceability Matrix

	Test Methods and Test Suite Development: Cyber Security
	· Research on new test methods  for security testing

· Initial set of conformance test suites  

· Test strategies and test plans for security testing for open-ended security testing and COTS testing

	Test Methods and Test Suite Development: Human Factors
	· Initial set of conformance test suites for performance requirements

· Protocols and procedures for conducting accessibility and usability testing

· Best practices for ballot design, documentation of equipment and training of poll workers, facility and equipment layout, and vendor formative usability testing and user centered design

	Recommendations for Future Guidelines Development
	· Research and assessment papers for consideration by the TGDC and EAC on topics to include: requirements for Election Day verification of voters, standard formatting techniques for voter registration, requirements for absentee, multi-day and remote voting. 


Performance Measures: Outcomes

At the proposed funding level, NIST’s outputs will contribute to the improved public confidence in the Nation’s voting systems through:

· Greater stability of the guidelines development and maintenance process, the accreditation program, and the voting system standards testing process;
· Improvements in the capacity, usability, accessibility, security and performance of the Nation’s voting systems; and 

· Continual improvements in voting technologies and systems.
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