Legislative Requirements for NIST

Help America Vote Act (HAVA)


Amount
	FY 2003
$500K

FY 2004
$0 available because of funding reductions

FY 2005
$500K + $2.8M earmarked in FY 2005 Election Assistance Commission Appropriation
FY 2006
$500K + $2.8M earmarked in FY 2006 Election Assistance Commission Appropriation

FY 2007
$500K + $5M earmarked in FY 2007 Election Assistance Commission Appropriation 
FY 2008
$500K + $3.25M earmarked in FY 2007 Election Assistance Commission Appropriation 
FY 2009    $500K + $3.25M earmarked in FY 2009 Election Assistance Commission Appropriation

FY 2010   $500K + $3.25M requested in earmarked FY 2010 Election Assistance Commission Appropriation 


Public Law 107-252, the Help America Vote Act, requires NIST to:
· Chair and provide secretariat services to the Technical Guidelines Development Committee (TGDC), which produces recommendations for voluntary voting system guidelines for the Election Assistance Commission (EAC).

· Provide technical support with respect to voluntary voting system guidelines in the areas of security of computers, methods to detect and prevent fraud, protection of voter privacy, and human factors, including assistive technologies for individuals with disabilities.

· Conduct an evaluation of independent non-Federal laboratories and submit to the EAC a list of those laboratories proposed to be accredited to carry out the testing, certification, decertification and recertification of voting systems.

Background:
· NIST receives $500K in the NIST appropriation and additional funds in the Election Assistance Commission’s appropriation. 
FY 2004 Accomplishments:
· In coordination with the EAC, NIST organized and chaired the first plenary session of the TGDC.

· Establishment of three subcommittees; 1) Security & Transparency, 2) Human Factors & Privacy, and 3) Core Requirements & Testing.

· The Technical Guidelines Development Committee held public hearings at NIST in September, 2004, to gather information relevant to human factors, privacy, transparency, security, core requirements and testing of voting systems.
· Held a Laboratory Accreditation workshop at NIST.
FY 2005 Accomplishments:
· Presented the final draft of the Voluntary Voting System Guidelines (VVSG) Version 1 to the TGDC. NIST was directed to make final edits and the final draft was adopted by the TGDC and delivered to the EAC on May 9, 2005.
· Presented an outline and a timeline for the next iteration of the VVSG. 

· Developed a draft handbook for NVLAP Voting System Testing, NIST Handbook 150-22:2005.
FY 2006 Accomplishments:

· Two threat analysis workshops for voting systems were hosted by NIST to gather and analyze potential threats to voting systems.
· Provided technical analysis to the EAC on the resolution of public comments to the draft VVSG.
· Completed preliminary drafts of core requirements chapters (counting and casting), security chapters (access controls, open ended testing, cryptography), and human factors chapters (usability, accessibility, privacy) for the next iteration of the VVSG.
FY 2007 Accomplishments:

· NIST, as chair of the TGDC, delivered its draft of the next iteration of the VVSG to the EAC on September 4, 2007.  

· Includes first ever performance benchmarks for usability.

· Includes new security approach called “software independence.”

· Includes performance benchmarks for reliability and accuracy of voting systems.

· Includes re-write of entire VVSG – 1020 requirements.

· NIST, under the NVLAP, recommended four laboratories to the EAC for accreditation.
FY 2008 Accomplishments:
· Support for EAC’s outreach effort during public review period.
· Provided training session, on the new VVSG, to voting officials.
· Briefed EAC’s Standards Board and Advisory Board on the new VVSG.
· Developed draft test suites for the new VVSG.
· Completed EAC-requested research on topics related to the new VVSG and provided report to the EAC.

· Reviewed requirements in the new VVSG for their suitability for inclusion in an amended version of VVSG 2005
· NIST, under the NVLAP, will:

· Conduct assessments of potential voting system testing laboratories and may recommend them to the EAC.
· Conduct re-assessments of accredited testing laboratories

FY 2009 Accomplishments to date:

· Support EAC’s analysis and resolution of public comments for the new VVSG.
· Authored report on the use of electronic technologies to assist overseas voting, entitled: Threat Analysis on UOCAVA Voting Systems.
· Provided assistance to the EAC in defining a risk assessment methodology for use in an EAC contract on a risk assessment of voting systems. 
· NIST, under the NVLAP will reassess accredited testing laboratories
Planned Accomplishments for Remainder of FY 2009:

· Draft requirements for an amendment to the VVSG 2005 and develop corresponding test suites for the new requirements.

· Make draft test suites available for public review, revising test suites as appropriate.

· Assist the EAC in the maintenance and management of the VVSG as it is published and revised by the EAC.  
· In coordination with the EAC, conduct a TGDC orientation for new members. 

· Initiate research of selected topics in pursuing future voting system innovation. 
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