1.1.1 Security
Security in voting systems affects all aspects of voting equipment and every stage in the voting process.  A voting system’s security must be addressed in its totality and include consideration for all attached voting equipment and networks and take into account its usability and accessibility for voters and for election officials, its ability to be verified for accuracy, the procedures and individuals involved in administering the equipment, and the documentation that supports the procedures, including policies, equipment documentation, and procedures. 

In this chapter, NIST is initially addressing only four specific aspects of voting systems security; the many remaining aspects and issues will be addressed in future versions.  These are as follows:

1. Security Requirements for Dual Verification Voting Systems: requirements for voting systems that produce multiple records of ballots or receipts for auditing purposes

2. Security Requirements for Use of Wireless Networking in Voting Systems: how wireless networks and the data sent across wireless networks should be secured, 
3. Security Requirements for Voting System Software and Ballot Distribution: requirements for the secure distribution of voting systems software and ballot information, and

4. Security Requirements for Validation of Voting System Setup: requirements for verifying that voting systems are operating with the correct software and software configuration.

The remainder of this chapter consists of sections devoted to each of the above four topics.  Each section consists of two parts: (a) an informative section with discussion of the topic and associated issues, and (b) a normative section containing requirements.

1.1.1.1 Dual Verification Systems 
This section describes dual verification electronic voting systems and contains general requirements for dual verification systems and additional requirements for several types of dual verification systems. This section is organized as follows:

· an overview of dual verification voting systems (informative),
· core requirements for dual verification system (normative), and
· additional requirements for specific categories (normative).
1.1.1.1.1 Auditing Challenges Posed by Single-Record Electronic Voting Systems
Elections in the United States are conducted in such a way that each voter’s ballot choices are anonymous and remain private, i.e., voters cannot be identified from their ballot choices nor can voters show how they have voted to others.  This is done basically by ensuring that no voter information is recorded on the cast ballots and by procedures for preventing voters from leaving the voting site with a record of how they voted.  Consequently, the auditing paradigm in financial transactions in which both parties receive a record of the transaction does not apply for voting systems, and this poses a complication for election officials and voters when seeking the same high degrees of assurance that ballots are recorded and counted correctly. 
In elections that are conducted purely with paper, voters may have a high degree of confidence that their ballot choices are recorded correctly and election officials may obtain various degrees of confidence that the election results are accurate by recounting certain percentages or all of the ballots.
Use of electronic voting systems can theoretically result in the same or higher levels of confidence in election results.  However, electronic voting systems that produce only one record of cast ballots and that do not produce any independently auditable evidence that the votes are recorded or counted correctly have a major fault not found in pure paper-based systems: it is difficult to audit the contents of the electronic records for accuracy.  While other auditing is still possible, such as comparing the counts of the electronic records with the totals of voters who have used the systems, or examining event logs to determine correct or anomalous operation, having no other independent evidence that the electronic records were created and counted correctly poses great challenges to conducting precise audits.
Electronic voting systems that produce only one distinct record of votes, that is, do not produce a separate audit trail, consequently are difficult to verify for correctness and as a result may be prone to security problems that could be difficult to detect.  Despite modern testing techniques and exact specification of secure operational procedures, such systems are inherently difficult to test and verify for correctness.  Consequently, to achieve high degrees of confidence that ballots are recorded and counted accurately, electronic voting systems must produce additional independent evidence in the form of a second record of ballot choices.
1.1.1.1.2 Accurate Auditing and Resistance to Threats with Dual Verification Systems

Dual Verification is the top-level categorization for electronic voting systems that produce multiple distinct records of votes and that produce records in such a way that 
1. the records are stored on different or separate technologies, 
2. the records are handled independently of each other, and 
3. the voter has participated in either directly or indirectly reviewing one of the records for accuracy.
Given these conditions, the multiple records can be used against each other in audits to produce high degrees of confidence that the records are either correct or in error.  An attacker who can compromise one of these records still will face a difficult task in compromising the other.  Dual verification systems, consequently, are less complicated to verify for accuracy of operation and resistance to threats to ballot accuracy than single-record systems.
A simple example of a dual verification system is an electronic voting station that records a voter’s choices and then writes them to a token.  If the voter removes the token and inserts it into a separate system that makes an electronic copy of the token and displays it to the voter, the voter can then verify that the voting station has recorded the ballot correctly.  The electronic copies of the token could then be counted and used in tallying initial counts, and the tokens themselves can be saved and used for audits or recounts.  While all records created by a dual verification can be electronic in form, one of the records, i.e., the token, should preferentially be physical in nature – paper, read-only write-once memory, and other forms.

From this example, condition 1 is satisfied by storing the records on different or separate technologies (the token and the electronic copy of the token), condition 2 is satisfied because handling the electronic copy is done independently of handling the token, and condition 3 is satisfied by the voter will have verified the accuracy of the token’s contents (this type of voting system conforms to the “frog” protocol described in section XXX).
Dual verification systems, therefore, have several distinct advantages over electronic voting systems that produce only one ballot record:

· Greater potential for very high degrees of accuracy in ballot audits,

· Possibility for recounts if one record is damaged, and

· Greater resistance to threats to ballot accuracy.

1.1.1.1.3 Types of Dual Verification Systems
Some dual verification systems produce multiple records of votes in which one record is essentially duplicated and reviewed by the voter, as in the previous example in which the voter’s ballot choices were copied from the token.  Other types of dual record systems store a cryptographically-protected record of the ballot and then produce a cryptographic receipt that is verified by the voter; the voter may then verify whether his or her own record was recorded properly. 
Together, the different types of dual verification systems have features that make them more or less attractive to various audiences.  Some of the factors that may differentiate the systems include the following:

· The relative practicality of the verified record for storage and handling and auditing.

· Whether the verified records are suitable for manual and/or computerized audits.

· The relative usability of the voting systems for voters and poll workers.

· The relative complexity of the voting system.

The following sections contain informative overviews of the general types of dual verification systems (this list is provided for informative purposes and is not a complete list):

1. The "frog" protocol described in the MIT/Caltech report
2. Voting systems that include cryptographic audit schemes
3. A DRE with a camera mounted above the screen

4. Voting systems that produce an optical scan ballot

5. Voting systems that produce a voter-verified paper audit trail (VVPAT)
1.1.1.1.3.1 The “Frog” Protocol

A voting machine in this scheme consists of a voting station and verification station that are kept separate, i.e., two physical devices.  A voter inserts an object called a frog into the voting station to make ballot selections, and then takes the frog object to the verification station to cast his or her vote.  Two records of the vote are created: one on the frog object and one by the verification station.  Either could be used in the final count.
The frog protocol was first described in the Caltech – MIT report: Voting: What Is, What Could Be, of July, 2001, as part of a modular voting architecture.  The frog term was chosen specifically to convey no information about the physical form of the object used to carry vote information between two separate modules of the voting station.

This protocol operates as follows: 
1. A voter is given a frog object that has been initialized to be blank.  
2. Certain information is written to the frog object including the ballot and identification information about the election and precinct.  
3. The voter inserts the frog object into a voting station such as a DRE, which reads the ballot information from the frog and then displays the ballot on some form of an input device such as a touch screen.  The voter then makes his or her ballot choices and then causes of record of the vote to be recorded on the frog object.
4. The voter then takes the frog object to a separate verification station, which reads the recorded votes from the frog object, makes an electronic copy, and displays it to the voter.

5. The voter verifies that the information is correct and then deposits the frog object into a container where it can be archived and used later for recounts or audits against the electronic records.

The electronic records recorded by the verification station typically would be counted in the election.
By separating these processes and having them performed on separate devices, analysis of the devices for correctness of operation is much easier.  Typically, user interface software is very complicated and difficult to assess for security weaknesses, thus the vote recording station’s software can be expected to be complicated, especially if the recording station has accessibility features for voters with disabilities.  But verifying the correctness of the recording station is relatively simple because the verification station is used essentially to verify that the voter's choices were recorded correctly.  Therefore, security weaknesses or threats within the recording station's software are effectively neutralized by separating it from the remaining functions of the voting station.

The software on the verification station should not be especially complex because it need only display the ballot information to the voter, accept or reject the ballot depending on the voter is input, and record the vote if accepted.  
The frog object could be paper, or some write-once read-only media, or take other forms.  It should preferentially be different in form from the other record and have greater resistance to accidental or deliberate damage so that it can remain useful for audits and recounts.
1.1.1.1.3.2 Cryptographic Systems
Cryptographic voting systems use cryptographic techniques to store an encrypted copy of the voter’s ballot choices and to later permit the voter to verify the correct recording and inclusion of his or her vote in the election totals.  In this way, the ballots can be audited and proved to be correct because of the mathematical proofs associated with the cryptographic algorithms. 

Those cryptographic systems in existence today generally operate as follows:
1. A voter uses a voting station such as a DRE to make ballot choices and then submits his or her ballot for counting.  
2. The DRE then issues a paper receipt to the voter that contains information that, while not revealing the voter's choices, permits the voter to verify that the choices were recorded correctly.  
3. There are two possible verification steps of the voter's choices:  at the time the voter is casting his or her ballot, and then possibly post election by checking a web site of values that match the information on the paper receipt.

Cryptographic systems are sometimes referred to as receipt-based systems.  Step 3 illustrates that cryptographic voting systems can provide an additional security property: they provide an assurance not only that the correct set of ballot choices was recorded, but that those choices were included in the final count.  In a sense, voters can self-audit that their ballot choices were counted.
Cryptographic systems offer some other distinct features generally not found in non-receipt-based voting systems (e.g., VVPAT, optical scan).  The encryption techniques can associate greater authenticity and integrity to the electronic records as they are recorded and then later decrypted at the counting site.  Because the other distinct record is a relatively small receipt that is kept by the voter, poll workers and voting officials do not have to handle and maintain the paper records.  If sufficient numbers of voters self-audit their ballot choices post-election, the accuracy of the election can be more easily verified than in elections that use paper records.  Some analyses of auditing and cryptographic systems assert that very small numbers of self-audits are required to verify the correctness of an election.
1.1.1.1.3.3 Spy Systems

A spy system is a type of dual verification system that creates a second record of ballot choices that is indirectly verified by the voter, i.e., without the voter’s direct involvement.  Spy systems have been proposed but none are in existence presently.  The primary feature to a spy system that recommends itself is the creation of a verified record that does not require action by the voter, thereby making the voting process simpler than with systems that require the voter to directly verify a second record or receipt.

One example of a spy system is an electronic voting system, e.g., a DRE, with a camera mounted above its screen.  The camera takes pictures and saves them independently of the DRE.  It would operate as follows:

1. A voter would make ballot choices at the DRE and then presses a button to record his or her vote.

2. The DRE records the ballot choices and uses them in the election count.

3. At the time the button is pressed, the camera takes a picture of the DRE’s screen and saves the image.

4. The collection of images constitutes a second ballot record that could be used in audits and recounts of the records recorded by the DRE.
As can be seen by this example, the voter’s interactions are reduced to making ballot choices at the DRE and pressing a button to make the selections final.  If the DRE were to have been compromised such that it secretly recorded the ballot choices incorrectly, the stored photographic images would reflect what the voter had seen at the DRE's screen.
Other types of spy voting systems could be created to achieve the same purpose as the example above.  A requirement of this type of system is that the voter cannot directly verify that the creation of the second record was performed accurately, therefore the creation process must be highly reliable and very resistant to accidental or deliberate damage.

The suitability of the indirectly verified records for auditing would seem to be a major factor to be considered in their selection.  As well, the records would need to be evaluated for their suitability for storage and resistance to deliberate or accidental damage.

1.1.1.1.3.4 Optical Scan Systems and VVPAT
Optical scan voting systems take a variety of different forms; the type of optical scan voting system described here is one in which to records are created: a paper and an electronic record.  This system uses Optical Scan Recognition (OCR) to create an electronic record from the paper record.  An optical scan system, depending upon its configuration, could be an implementation of the frog protocol, using paper as the frog object.
The general operation of an optical scan is as follows: 
1. A voter uses a marking device such as a DRE to mark a ballot and then causes the ballot to be printed on paper.  
2. The voter then reviews the paper to ensure its correctness, and if correct then places the paper record into a scanner.  
3. The scanner converts the paper record into the electronic format. To reduce errors that may result from scanning the paper record, the paper records may contain a barcode containing the human readable portion of the ballot.
4. The paper record is preserved in a ballot box.

Generally, the electronic records would be counted in election and the paper records would be used for audited and recounts.

The optical scan voting system bears some resemblance to the frog protocol, with the paper record serving as the frog object that carries the voter's ballot choices between the marking device and the scanner.  To follow the frog protocol exactly, the scanner would need to display the just-created electronic record to the voter for verification.  As in the frog protocol, the proof of correctness of the marking device is that it has created the paper record correctly.  
An electronic voting system with VVPAT (Voter Verified Paper Audit Trail) capability is similar to that of optical scan but consists generally of a DRE that both creates and records an electronic record that is generally used in counts.  It also consists of a means for printing a paper audit trail of the voter's choices. Like the optical scan system, it creates two distinct representations of the voters’ ballot choices: an electronic record and a paper record.  
Generally, a voter uses the voting system (called a DRE-VVPAT) as follows:

1. A voter makes ballot selections and then indicates that his or her selections are complete.  
2. The VVPAT-DRE prints a paper record summary of the voter's ballot choices.

3. The voter inspects and verifies that the paper record matches the displayed electronic record.  During this verification, the voter can either accept or spoil, i.e., reject the choices represented on the paper record.  
4. The paper record is preserved in a ballot box.

A DRE-VVPAT bears less resemblance to the frog protocol than optical scan because the same device that records the voter’s ballot choices is used also to store and count the electronic record.

Both optical scan and VVPAT produce paper records that can be verified directly by sight (blind voters require an accessible audio device or a tactile paper record).  Some issues associated with paper records are that they require reliable printer technology, they must be easily readable by voters and election officials with wide ranges of sight and language capability, and that they must be stored and handled carefully so that (a) vote privacy is not harmed, and (b) the records remain intact and useful as audit and recount records.
1.1.1.1.4 Requirements for Dual Verification Architectures (kelsey)
1.1.1.1.4.1 Frog Systems (kelsey)
1.1.1.1.4.2 VVPAT Systems (wack)

1.1.1.1.4.3 Cryptographic Systems (kelsey)
1.1.1.1.4.4 Spy Systems (kelsey)

