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December 6, 2006
     3:43 AM ET
Electronic voting panel passes proposal

By STEPHEN MANNING 

WASHINGTON—A federal advisory panel approved a revised proposal that encourages states to use electronic voting machines that can be independently verified, a day after rejecting a similar recommendation.

The resolution, adopted unanimously Tuesday by the panel drafting voting guidelines for the U.S. Election Assistance Commission, recommends that states use voting machines that produce a paper record or other means for voters and election officials to make sure ballots were properly cast and counted.

It suggests that when states buy new machines, they consider buying ones that include verification tools.

The vote came during a two-day meeting in Gaithersburg, Md., at the National Institute of Standards and Technology, which issued a report last week that found paperless voting systems used by millions of voters nationwide could be vulnerable to tampering or glitches that could skew elections without detection.

The report said auditors should have a way to verify that the voting machines produced accurate results.

"If you have an error in an airplane and it goes down, you know it," said Ronald Rivest, a Massachusetts Institute of Technology computer scientist and panel member who proposed both versions. "If you have an error in an election and the wrong person is announced the winner, you may not know it."

The panel deadlocked 6-6 on Monday over the first Rivest proposal, failing to get the eight votes needed to pass.

The revised proposal Tuesday addressed concerns that state elections boards would be burdened by making broad changes in voting technology and that paper records might not be accessible to blind or other disabled voters.

It also concluded that threats to voting are not significant enough to force states without paper records to make immediate changes.

More than half of all voters used machines with paper records during the 2006 elections — either touch screen devices with printers or machines that read ballots voters fill out by hand. Twenty-seven states mandate verifiable paper records, while 18 use them in some or all jurisdictions but don't require them. Five states use equipment that does not have a paper record.

The Election Commission will likely vote in 2008 on the proposed changes, which are not binding, but are followed by many states.
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December 6, 2006

Panel Backs Guideline Favoring Voting-Machine Verification

By Cameron W. Barr

A federal panel voted yesterday to begin developing a national standard that could result in the gradual phasing out of the paperless electronic voting machines in use across the Washington region and in many parts of the country.

The "next generation" of voting systems should have an independent means of verifying election results, the Technical Guidelines Development Committee said. The standard would have to be adopted by the U.S. Election Assistance Commission.

"This seems to mark the end of an era" for paperless electronic voting, said Doug Chapin, director of electionline.org, a nonpartisan organization that tracks changes in the country's election systems.

The commission and its advisory panel have yet to determine when the new standard would go into effect and how it would apply. A report prepared by scientists at the National Institute of Standards and Technology last week said the new standard would not be implemented until 2009 at the earliest.

Some politicians indicated yesterday that they would move more quickly to add verification systems—also known as paper trails—to voting systems that lack them.

The speaker of Maryland's House of Delegates, Michael E. Busch (D-Anne Arundel), said the legislature would start exploring options for a paper trail during its upcoming session with an eye toward having something in place for the 2008 elections.

"It would be nice if we could get a look at a couple of options," Busch said. "The price tag is going to be great."

Maryland Gov.-elect Martin O'Malley (D) said his administration would "have to find some way to move forward" and noted that a transition panel is looking at election issues.

Maryland is one of five states that exclusively use electronic voting systems that offer no independent means of verifying an election result. Virginia and 10 other states, as well as the District, use such systems in some jurisdictions or allow voters to choose whether to use them or some other voting system.

Virginia Gov. Timothy M. Kaine (D) said he plans a careful review of the findings. "I'm going to take a look at this report. I've talked to a lot of people who are very concerned about electronic machines without a paper trail," he said.

Del. Timothy D. Hugo (R-Fairfax), a main sponsor of unsuccessful legislation in Virginia's General Assembly last year that would have required the state to launch a paper-trail pilot program, said: "I think the committee recommendations will help validate what we have been doing. It will really make people stand up and pay attention."

District Mayor-elect Adrian M. Fenty (D) said in a statement that the red flags raised by the federal panel had caught his attention and that "we need assurances that election outcomes are reliable. As Mayor, I will work closely with the Council and the Board of Elections to make sure that the District of Columbia's election process is regulated and administered in a fashion that supports the report's findings and is in-line with best practices from around the Country."

In unanimously approving the resolution yesterday, members of the panel made it clear that they would not recommend that states stop using such systems "at this time" as long as proper security measures are in place.

The panel also said the commission should ensure that all voters—including disabled ones—"can verify the independent voting record." Advocates for people with disabilities have said that existing systems of verification, such as electronic voting machines that show voters a printed summary of their choices before they cast their ballots, would not be accessible to blind voters.

The voting-machine industry will have to come up with new technology to satisfy the need to provide verification accessible to all voters, said James C. Dickson, vice president for governmental affairs at the American Association of People with Disabilities. That means it could be 2020 before the voting systems envisioned by the panel are "widely available in polling places."

A supporter of the paperless electronic machines, Dickson disputed the notion that the panel's resolution meant the end of an era for such systems. "Era, schmera," he said. "There isn't any money to buy anything else."

The panel considered a similar resolution Monday but deadlocked and failed to pass it. The version adopted yesterday contained new language that grandfathers in existing systems, calls on the commission to ensure that verification systems are universally accessible and credits election officials and voting-machine makers for adopting security controls.

Michael Newman, a spokesman for the National Institute of Standards and Technology, said the panel, which the institute is advising, would have until the end of July to prepare a draft set of standards that would then be considered by the Election Assistance Commission.

The commission would solicit public input before adopting new standards. The standards are voluntary, but many state laws require voting systems to meet federal or national criteria before they can be used.

Staff writers Tim Craig, John Wagner and Nikita Stewart contributed to this report.
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December 5, 2006
Federal Advisory Committee Proposes Stronger E-Voting Guidelines 

By K.C. Jones 

A committee of the U.S. Elections Assistance Commission recommended that new election machines should be required to have paper or other software-independent means of auditing election results. But local, county and state officials would decide for themselves whether to replace existing systems. 

A federal advisory committee on e-voting voted Tuesday in favor of a resolution to require paper or other software-independent means of auditing election results. 

One day after deadlocking on a similar resolution, the Technical Guidelines Development Committee, which advises the U.S. Elections Assistance Commission, agreed unanimously Tuesday to apply the requirement to new voting machines. 

That means that local, county and state officials would decide for themselves whether to replace their existing electronic voting systems. New machines would have to meet the standard, if federal regulators adopt the advisory committee's guidelines. The requirement could be met by using paper trails or a new technology. 

The committee passed the resolution after a National Institute of Standards and Technology released a draft report revealed that it is unlikely that programmers could create code that is resistant to all possible threats. 

Researchers released their report on voting system vulnerabilities after interviews with election officials, voting machine vendors, computer scientists, other experts, as well as a review of literature and reliance on their own expertise. 

The resolution will not become law until a public comment period expires and government leaders review and finalize it as part of a broad set of guidelines likely to be in place for the 2008 presidential election. 

The voting system guidelines could also include another recommendation supported in a separate resolution the advisory committee passed this week. That resolution calls for the prohibition of all wireless technology, except shielded infrared signals, in voting machines that record, count and report votes. 

This article also appeared on the “Tech Web” Web site.
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Panel changes course, approves e-voting checks

By Anne Broache

One day after a federal advisory committee rejected a proposal designed to usher in more stringent requirements for electronic voting machines, the same panel has changed course.

On the final day of a public meeting at the National Institute of Standards and Technology outside Washington D.C., the Technical Guidelines Development Committee, which advises the U.S. government on electronic voting machine standards, voted unanimously to begin drafting regulations that would require the "next generation" of voting systems to be "software independent."

Voting machines are considered to be "dependent" on software if an undetected bug or modification in their code can lead to an undetectable change in the election's outcome. Paperless touch-screen voting machines, also known as direct-record electronic machines, typically fall into that category.

Both the original and revised proposals were offered by Massachusetts Institute of Technology computer science and electrical engineering professor Ron Rivest, who serves as chairman of a subcommittee focused on voting machine security and transparency.

A key difference between Tuesday's proposal and a proposal narrowly rejected by the committee at Monday's session is its emphasis on the generation of voting machines currently in use. They would not have to be decertified if they fail to meet the new requirements, the revised resolution said. The 14-member committee is made up of engineers, computer scientists and election administrators.

"The Technical Guidelines Development Committee (TGDC) has considered current threats to voting systems and, at this time, finds that security concerns do not warrant replacing deployed voting systems," the resolution said—provided that they already adhere to existing standards set by the U.S. Election Assistance Commission, a federal agency charged with setting e-voting guidelines for states.

That provision is likely aimed at quelling concerns by elections officials who have balked at the idea of replacing millions of dollars worth of paperless electronic machines and are not convinced that a paper trail would significantly enhance security or voter confidence. Thirty-five states either already have some form of paper trail or have such a requirement in place.

The revised version still emphasizes the importance of requiring new machines to be "software independent" in order "to provide auditability and proactively address the increasing difficulty of protecting against all prospective threats."

Computer scientists speaking at the TGDC's meeting said there's no way to ensure that software code on voting machines is bug-proof. They have argued that the only way to ensure an accurate tally is to have an independent means of auditing election results, whether it be a paper trail or some yet-to-be developed paperless verification technique.

The newly adopted resolution also takes an extra step, calling for the committee to write "usability and accessibility requirements to ensure that all voters can verify the independent voting record."

The advisory committee has been meeting since Monday to consider action on a number of other issues related to electronic voting machines, including security and transparency, testing requirements, usability and privacy.

The software independence resolution and others approved by the committee are only incremental steps underpinning a broad set of guidelines that the group is expected to devise by July 2007. It's unclear when any new guidelines would take effect, but it's not likely to occur until at least spring 2008, after a lengthy period of public comments, hearings and federal agency approval.

This article also appeared on the “ZD Net” Web site.
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December 5, 2006
Election Officials Adopt Compromise on Standards

By Michael Hickins

The federal agency writing standards for election systems took a huge step forward in improving how electronic voting machines are audited after elections are held.

The Technical Guidelines Development Committee (TGDC) of the Election Assistance Commission (EAC) unanimously adopted a resolution today that requires "the next generation of voting systems to be software independent."

Yesterday, the TGDC rejected a similar resolution made by Ron Rivest, chair of the TGDC transparency and security subcommittee, that would have made this requirement effective for current machines.

The failed resolution stated that voting systems should not depend solely on the correctness of the software that tallied the votes so that "a previously undetected change or error in the software cannot cause an undetectable change or error in an election outcome."

According to persons familiar with the situation, Rivest spent the evening lobbying members of the TGDC and crafted compromise language that was passed unanimously this morning.

The resolution that was adopted grandfathers machines that are already in use, stating that current security concerns "do not warrant replacing deployed voting systems where Election Assistance Commission Best Practices are used."

But it also requires the VVSG to recognize mounting security threats by "requiring the next generation of voting systems to be software independent."

The resolution also calls for requirements "to ensure that systems that produce independently verifiable voting records are reliable and provide adequate support for audits."

Later today, the TGDC is expected to address security issues regarding wireless capabilities in voting machines and improved standards for the paper-feeding mechanisms for DREs that are equipped with voter verifiable paper audit trails (VVPAT).

Warren Stewart, policy director of VoteTrustUSA, an election integrity advocacy group, said that the TGDC is preventing the full EAC from hearing hard truths about the machines currently in use, but said he was nevertheless hopeful that meaningful reform will be achieved in this area—in the political arena if not the regulatory arena.

"The fact that they adopted a resolution that says that these changes have to be made some day in the future is a really good thing. But the real effect of this is going to be in providing momentum for legislation at both the federal and local level," he told internetnews.com.
John Gideon, executive director of Voters Unite, said he was disappointed by yesterday's vote, and today's compromise language did nothing to convince him of the reliability of DREs going forward.

"VVPAT is only a placebo and DREs need to go away," he said.

Last week, the National Institute of Standards and Technology (NIST) proposed that the next generation of the VVSG, likely to be in force in 2009, decertify non-software independent DREs.

The NIST report stated that machines currently in use are "more vulnerable to undetected programming errors or malicious code and noted that as a result, "potentially, a single programmer could 'rig' a major election" without being detected.

Today's vote was taken at NIST headquarters in Gaithersburg, Md.

According to an EAC spokesman, the TGDC will report its recommendations to the EAC on Thursday at EAC headquarters in Washington, D.C.

The TGDC is an advisory committee to the EAC and is responsible for writing draft recommendations for voting guidelines. Once the TGDC gives the EAC its recommendations, the EAC will issue an official draft of the VVSG and ask for comments before issuing the final guidelines.

Former election officials and observers have noted that TGDC members have to take political reality into consideration when weighing the technical issues.

While election officials are under powerful political pressure to adhere to the guidelines, the VVSG are voluntary. Deforest Soaries, the former chairman of the EAC, explained that the TGDC cannot run the risk of crafting regulations that are so strict that state election officials decide to ignore them.

"Then you've wasted all of your time, so you have to come up with something that's palatable to the states, that has some scientific integrity, and that takes into account the limited resources that you have. So it's mission impossible," he told internetnews.com in October.

Stewart also noted that "it's a tough position for election officials to admit they spent money on flawed technology."
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December 6, 2006
Federal Panel OKs Proposal On E-Voting Machines

A federal panel that advises the Election Assistance Commission voted Tuesday to begin crafting a national standard that would require the "next generation" of voting systems to be software independent. 
The Washington Post and News.com report that the move by the commission's technical guidelines committee would strike a blow against paperless voting systems, which have been deployed in voting jurisdictions throughout the country. 
"This seems to mark the end of an era," Electionline.org Director Doug Chapin said.
The standard would have to be adopted by the EAC before taking effect, which is not likely to occur soon. The EAC currently is developing its second set of voluntary voting system guidelines since its inception in 2002.
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December 6, 2006

NIST Clarifies Import of Voting Machine Study

By Wayne Hanson 

A discussion draft by the National Institute for Standards and Technology (NIST) on voting machines states: "Lack of an independent audit capability in DRE voting systems is one of the main reasons behind continued questions about voting system security and diminished public confidence in elections."

While some publications such as the Washington Post took the draft report as an outright condemnation of electronic voting, NIST replied that the draft was for discussion purposes and would be analyzed at a meeting that concluded earlier today.

"Recent news accounts discussing the vulnerabilities of electronic voting systems contained in the report titled Requiring Software Independence in VVSG 2007: STS Recommendations for the TGDC said NIST on its Voting Technology page (http://vote.nist.gov), "have raised the question of whether the report's recommendations represent the official position of NIST. This draft report was prepared by staff at the National Institute of Standards and Technology (NIST) at the request of the Technical Guidelines Development Committee (TGDC) to serve as a point of discussion at its Dec. 4-5, 2006, meeting. Prepared in conjunction with the Security and Transparency Subcommittee (STS) of the TGDC, the report is a discussion draft and does not represent a consensus view or recommendation from either NIST or the TGDC."
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December 1, 2006

A draft report issued by a federal agency says electronic voting machines "cannot be made secure" if they don't leave a paper trail. The National Institute of Standards and Technology's report said election officials should be able to recount the ballots by hand without the aid of a machine in order to ensure the accuracy of electronic votes. If the Election Assistance Commission adopts any of NIST's recommendations, there would still be no practical changes to voting machines until after the 2008 election. Regardless, those who have often spoken up against electronic voting felt vindicated by the report.

[image: image9.png]



(Annapolis, MD)

December 5, 2006

[image: image10.png]internetnews.com




Our Say:

Voting machines need paper trail

By THE CAPITAL EDITORIAL BOARD

In Maryland, last month's election came off about as smoothly as could be expected. But it didn't eliminate a source of lingering unease for many voters.

The state's new electronic voting machines generate no paper trail for use in recounts. If irregularities are suspected, all anyone can do is double-check the vote totals reported by the machines.

Those skeptical about electronic voting got ammunition last week from a draft report from the experts at the National Institute of Standards and Technology. The acronym-crammed 14-page document concludes that paperless voting systems aren't secure and comes down on the side of "software-independent" optical-scan machines that count paper ballots.

No one is sure if this report will affect the decisions of the U.S. Election Assistance Commission, which is charged with drawing up with guidelines for the nation's voting systems. But the document provides food for thought as Maryland's elected officials return to the issue.

Luckily, officials have two years to get ready for the next statewide election. And, as The Baltimore Sun reported last week, they seem disposed to tackle this issue promptly. State Senate President Mike Miller and House Speaker Mike Busch say the legislature will work on providing a voting system with a paper trail for the next election. The governor-elect has set up a transition team work group to study election issues.

The biggest question is likely to be whether the state should go to optical-scan machines, or whether it can modify the new electronic machines—for instance, to print up a paper record that can be checked by the voter and then held in the event of a recount.

The latter might be enough to ease instinctive voter fears about the electronic machines. And perhaps it would be cheaper as well. But would it really change anything? For if someone is able to beat the electronic system's safeguards and tamper with the software, wouldn't he be able to program the machines to print one thing on paper while electronically recording something else?

At any rate, at the minimum, the state needs a voting system with some type of paper trail. And state officials should decide on this in 2007. For if this year's experience demonstrates anything, it's that rational action on voting methods becomes nearly impossible in an election year.
