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End-to-End (E2E) Voting System Development Roadmap

Objective: To encourage research and development into end-to-end (E2E) voting systems so that requirements for E2E voting systems can be developed and standardized. 

Key Organizations

· EAC

· NIST 

· ACCURATE

· NASSED

· Voting System Manufacturers

· Voting System Test Laboratories

· An Accessibility/Usability Organization (TBD)
Key Individuals

· Ron Rivest

· David Wagner

· David Chaum

· Josh Benaloh

· Peter Ryan

Summary: 
This document outlines an approach to encourage and focus research and development for end-to-end (E2E) voting systems resulting in the development and standardization of requirement for E2E voting systems. The approach outlined in this document is long-term with an expected duration of 6 to 9 years. The document outlines an approach that would leverage a series of workshops, an email list for workshop participants, and funding (in the form of research grants) to support projects that develop prototype E2E voting systems based on the initial requirements developed for E2E voting systems. 
Project Details:
Develop Straw man Whitepaper: This whitepaper will provide a preliminary definition and properties for E2E voting systems. The whitepaper will be developed by NIST based on the current research that has been conducted to date on E2E voting systems. The whitepaper would be used to lead the activities of Workshop 1. Key individuals (see list above) may review the whitepaper before Workshop 1. (Q2/FY09) 

Workshop 1: The objective of the workshop would be to receive input to help define what are considered E2E voting systems and the desired properties of end-to-end (E2E) voting systems. The E2E voting system properties would cover the areas of security  (cast as intended and ballot included in tally/result), usability (can voters understand and use E2E voting systems), and election capabilities (support for voting variations, provisional ballots, absentee voting, etc.). The straw man whitepaper will provide a starting point for the discussions at the workshop and focus the workshop activities. The results of the workshop would be a whitepaper defining E2E voting systems and outlining their desired properties. The duration of the workshop: 2-3 days. (Q2/FY09)

Email List Establishment: An email list would be established in conjunction with Workshop 1 to distribute the straw man whitepaper and possibly begin the discussion of the whitepaper’s content before Workshop 1. After Workshop 1, the email list would be the main communication mechanism as the definition and properties of E2E voting systems are finalized. (Q2/FY09)

E2E Voting Systems Document Publication: Using the input received from Workshop 1 and the emailing list, the definition and properties for E2E voting systems would be formally published (possibly as a NIST Special Publication, NIST Inter-agency Report, or external workshop/conference such as Electronic Voting Technology symposium) by NIST. (~3-6 months after Workshop 1)  (Q4/FY09)

Grant/Funding Distribution: After the E2E Voting System Document is published, funding to support research on new and existing E2E voting systems would be distributed. Preference would be given to proposals that develop prototype E2E voting systems and/or include usability studies. Proposals would be evaluated against the criteria outlined in the E2E Voting System Document. Once the call for proposals is developed, the call would be published with a submission deadline of 3 months.  After the submission deadline passes, the submissions would be reviewed and projects funded. The maximum level of funding per project would be $150K per for between 5-8 projects. Funding to be distributed starting January 2010. NIST would provide technical support for this task by helping to develop the call of proposals and reviewing proposal submissions. NIST would look for a partner organization such as the EAC to administer and distribute the grant funds. This process would take about 6-9 months to complete. (Q4/FY09-Q1/FY10) 
Principal Investigator (PI) Meeting: The objective of the meeting is for the researchers to present detailed research plans and receive feedback to further focus the funded project. This meeting would be held about 1 month after the funding is awarded. The duration of this meeting would be 1-2 days depending on the number of projects funded. (Q1/FY10)

Workshop 2: The objective of the workshop would be for the results of the funded projects to present their results (lessons learned, suggested modifications to the requirements, etc.) and allow workshop participants to review and comments on the E2E research. The duration of the workshop: 2-3 days. (~24-36 months after funding is distributed) (Q1/FY12-FY13)

Update E2E Voting Systems Requirements: Based on the input received from Workshop 2, the definition and properties of E2E voting systems may need to be updated. NIST would update the previously published E2E Voting System Document to reflect the updated definitions and properties of E2E voting systems. In addition, the updated document would be formally published by NIST. (~3-6 months after Workshop 2) (Q3/FY12-FY13)
Grant/Funding Distribution2: Based on the results from the projects previously funded, funding to support E2E voting system research would be distributed. The call for proposals for this round of funding would include but are not limited to usability studies for prototypes developed in the initial round of funding, continuation of existing research impacted by the updates to E2E Voting System Requirements, and establishment of new research based on the updates to E2E Voting System Requirements. Once the call for proposals is developed, the call would be published with a submission deadline of 3 months. After the submission deadline passes, the submissions would be reviewed and projects funded. The maximum level of funding per project would be $150K for 5-8 projects. NIST would provide technical support for this task by helping to develop the call of proposals and reviewing proposal submissions. NIST would look for a partner organization such as the EAC to administer and distribute the grant funds. This process would take about 6-9 months to complete. (Q1-Q2/FY14)
Workshop 3: The objective of the workshop would be for the results of the funded projects to present their results (lessons learned, suggested modifications to the requirements, etc.) and allow workshop participants to review and comments on the E2E research. The duration of the workshop: 2-3 days. (~12-18 months after the second round of funding is distributed) (Q2/FY16-FY17)
Update E2E Voting Systems Requirements: This update to the E2E Voting Systems Requirements would occur if a second round of grant/funding distribution is deemed necessary. Based on the input received from Workshop 3, the definition and properties of E2E voting systems may need to be updated. NIST would update the previously published E2E Voting System Document to reflect the updated definitions and properties of E2E voting systems. In addition, the updated document would be formally published by NIST. (~3-6 months after Workshop 3) (Q4/FY17)
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