Proposed 2008 NIST Technical Program on Voting Systems: 
Total Funding Request - $3,250K

The major areas of NIST’s 2008 program and funding levels are:

1.  Standards Management – 2007 Voluntary Voting System Guidelines (VVSG 2007) ($250K)
Revision of the VVSG as published by the EAC, was begun 4th quarter, FY05 and will culminate with the delivery to the EAC of a TGDC approved, completed draft VVSG in July 2007.  The document will require public comment and resolution of the comments through FY 2008.  
For this document, NIST will continue to conduct research and provide technical input and guidance to the EAC on document management issues, including updating of requirements. 
Tasks include:

· Research and analysis of voting systems technology and equipment

NIST will conduct research and provide technical input and guidance to the EAC.  The results of this research will form the basis for updating the VVSG.   
· Draft updates to the VVSG
NIST will serve as primary author and editor of updates to the VVSG, working closely with the EAC. NIST will prepare initial and final presentations of updated material, present this material at meetings with the EAC, and revise materials accordingly.    

· Transparency

NIST in association with the EAC, as appropriate, will conduct or participate in comment periods and interactions with vendors, researchers, and the public. Based on the results of these comment periods, NIST will revise or create new material, as appropriate.
· Complete updated draft and deliver to EAC 

NIST will perform any final editing and produce the VVSG in final form, ready for delivery to the EAC.
2.  Test Method and Test Suite Development and Maintenance ($2,250K)
Test methods and test suites will be developed and maintained for three areas of the VVSG: Core Functionality, Cyber Security, and Human Factors. For each of these areas, NIST will determine applicable measurement techniques, testing approaches and testing protocols as well as develop test suites and testing tools to help ensure that VVSG requirements are met by voting systems.  
Different techniques, approaches, protocols and test suites are needed to address the unique characteristics of each of these areas in order to ensure that all requirements in the VVSG are correctly implemented in voting systems.  The development of public test suites and tools for use by all accredited test laboratories will reduce the cost of testing, ensure consistency of testing among laboratories, and promote transparency of the testing process.    

The testing funding is divided evenly among the following three areas.  

Core Functionality
Core functionality addresses all general aspects and requirements of the VVSG that are not explicitly related to security or human factors.   NIST will continue development of a set of conformance test suites for the core, functional capabilities of voting systems. 

Tasks include:
· Update taxonomy of test methods
NIST will update its in-depth analysis and classification of test methods, including their applicability and cost effectiveness to voting systems to reflect changes to the VVSG and/or changes in requirements. 
· Conformance test suites

NIST will continue in-depth analysis of each requirement, deriving objective means to measure and/or determine that the requirement is met.  Based on this analysis, NIST will continue to apply the relevant test methods and continue development of test protocols and test suites.  New test cases will be developed and previously developed test protocols and test suites will be reviewed, updated, and/or modified to reflect any changes in the VVSG requirements. 
· Testing tools

To facilitate the development, usability, and reporting of test suites, NIST will develop and maintain, as necessary, test frameworks to automatically generate tests, setup (e.g., initialize) the testing environment, execute tests, and/or report test results.  

· Traceability matrix


NIST will update the traceability matrix that shows the linkage from each test back to specific requirements in the VVSG. 
· Documentation

NIST will produce documentation so that an independent test laboratory can reproduce the testing.  The documentation will include the purpose and description of each test, level of expertise required to conduct the test and interpret the results,  facilities and environmental conditions, instructions for initiating and executing the tests, and verdict criteria (i.e., how to evaluate the results).  

· VVSG Feedback
In order to develop and maintain test suites, the tester must examine each requirement in the standard/guideline to develop test specifications and ultimately test cases.  This scrutiny often results in the discovery of ambiguous, unclear or un-testable requirements.  The development and maintenance of the test suite thus results in a feedback process to the standards developers, which often results in dramatic improvements to the standard/guideline. NIST will provide feedback regarding any errors, inconsistencies, ambiguities, etc. that are found in the VVSG as a result of NIST’s thorough review of the detailed requirements of the VVSG.
Cyber Security
Cyber security addresses all aspects and requirements for the security of voting systems, including methods to protect and prevent fraud, integrity of voting information and votes, requirements to facilitate audits, and secure operation of the voting process and systems.  NIST will continue development of security testing approaches and test suites to address issues such as the ability of voting systems to prevent tampering and detect fraud, and to allow for efficient audits.  Various test methods will be applied to security testing to ensure cost effective testing commensurate with the risk to the voting process and/or system.  NIST work in this effort will build upon and/or contribute to tasks and deliverables produced under the Core Functionality area. 
Tasks include:

· Test method analysis for security requirements
NIST will update its in-depth analysis of each security requirement, determining the most effective test methods, including consideration of costs and risks. This work will augment the taxonomy of test methods produced under the Core Functionality area.
· Conformance test suites:
NIST will continue the development of test suites for security requirements that can be tested without access or knowledge of the internals of the voting system.  New test cases will be developed and previously developed test suites will be reviewed, updated, and/or modified to reflect any changes in the VVSG requirements. NIST will produce necessary documentation and a traceability matrix. 
· Open-ended testing

NIST will develop and implement a strategy and testing plan for conducting open-ended security testing that includes the identification of critical elements subject to open-ended testing, vulnerabilities to be analyzed, methods to determine the level and amount of testing needed, and the type of expertise required to perform the testing.  NIST will develop and update a set of test protocols for open-ended testing. 
· Testing of commercial-of-the-shelf products (COTS)
NIST will conduct research and implement a strategy for testing of COTS.  

· Documentation

NIST will produce documentation so that an independent test laboratory can reproduce the testing.  The documentation will include the purpose and description of each test, level of expertise required to conduct the test and interpret the results,  facilities and environmental conditions, instructions for initiating and executing the tests, and verdict criteria (i.e., how to evaluate the results).  
· Feedback to VVSG
NIST will provide feedback regarding any errors, inconsistencies, ambiguities, etc. that are found in the VVSG as a result of NIST’s thorough review of security requirements in the VVSG.  

· Methods to detect fraud
NIST will continue to update and maintain its National Software Reference Library (NSRL) for voting systems.  The NSRL will help enable state and local election officials to discover if certified voting systems have been modified prior to delivery. NIST will continue to work with state and local election officials in obtaining data for the NSRL and developing procedures for election officials on its use and deployment. 
Human Factors
Human factors address all aspects and requirements of accessibility and usability of voting systems.  Testing for accessibility or usability of a voting system must take into account the ‘human’ during all aspects of the voting process and in using the voting system.  NIST will create and update performance benchmarks for a range of voter interactions with a voting system and continue to develop tests to determine compliance with the benchmarks.  NIST work in this effort will build upon and/or contribute to tasks and deliverables produced under the Core Functionality area. 

Tasks include:

· Conformance tests for performance requirements
NIST will continue in-depth analysis of each requirement, deriving objective means to measure and/or determine that the requirement is met.  Based on this analysis, NIST will continue to apply the relevant test methods and continue development of conformance test suites and performance metrics as necessary.  Previously developed test suites and metrics will be reviewed, updated, and/or modified to reflect any changes in the VVSG requirements. 
· Test protocols 
NIST will update and maintain the protocols and procedures for conducting accessibility and usability testing programs, including the selection of test participants, directions on setting up, executing, and monitoring the testing, and interpreting results. 
· Validation and refinement of test suites
NIST will continue to conduct a series of pilot programs to test the test suites.
· Test protocol and benchmarks documentation
NIST will produce documentation for the test protocols and benchmarks so that an independent test laboratory can reproduce the testing.  The documentation will include the purpose and description of each test, level of expertise required to conduct the test, ability of the person executing the test, facilities and environmental conditions, instructions for initiating and executing the tests, and verdict criteria (i.e., how to evaluate the results).  
· Feedback to VVSG
NIST will provide feedback regarding any errors, inconsistencies, ambiguities, etc. that are found in the VVSG as a result of NIST’s thorough review of human factors requirements in the VVSG. 

3. Research in Voting Systems Technology ($250K)
The TGDC determined a need for a research program to address emerging technology and methods to further improve the voting process and voting systems.  NIST will conduct research and produce assessment papers to advance the state-of-the-art of voting systems and to improve the voting process through the use of information technology.  These assessment papers will provide the groundwork for future voting systems and the evolution of the voting process.

Tasks include:
· Research and assessment papers
NIST will conduct research and write assessment papers on relevant issues, such as support for Election Day verification of voters, formatting of registration information (possibly using Extensible Markup Language- XML) to make it easier for states to share information, voter registration processing, support for absentee voting and multi-day voting, election official and poll worker usability, document requirements, and remote voting. 
· Workshops and meetings

NIST will conduct and participate in workshops and meetings to solicit and gather input to research topics. 

4. Technical Support to EAC - Voting System Certification Process ($250K)
As required by Section 231 of the Help America Vote Act, the EAC is required to provide for the testing, certification, decertification, and recertification of voting systems. To accomplish this goal, the Commission developed a program for accrediting independent, non-Federal testing laboratories in conjunction with NIST’s National Voluntary Laboratory Accreditation Program (NVLAP). These accredited laboratories test voting systems in accordance with applicable EAC standards. To assist the EAC in operating and maintaining its certification process, NIST will provide technical support, as appropriate.   

Tasks include:
(
Technical Guidance 
NIST will provide technical guidance to the EAC as requested for interpretations of the VVSG standards as well as review of technical data packages, test plans, and test reports forwarded by EAC accredited voting system testing laboratories. 

5. NVLAP On Going Accreditation of Laboratories ($250K)
In accordance with HAVA, the National Voluntary Laboratory Accreditation Program (NVLAP) for Voting Systems Testing will continue to assess non-Federal laboratories for testing voting systems that meet international testing and calibration standards (ISO 17025, “General Requirements for the Competence of Testing and Calibration Laboratories”).  In addition, NVLAP will coordinate with the EAC to monitor and review on an ongoing basis, the performance of voting system testing laboratories (VSTLs) 
Tasks include:

(
Assessment of Non-federal Testing Laboratories
NVLAP will continue to conduct assessments of laboratories that apply for accreditation to test voting systems. Once NVLAP assessment is successfully completed, the Director of NIST will forward to the EAC recommendations for laboratories to be accredited to test voting systems as appropriate.
(
Program for recertification and decertification of VSTLs
NVLAP will coordinate with the EAC to develop a program for the recertification and decertification of voting system testing laboratories (VSTLs). NVLAP will implement the program in FY 2008.
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