MEMORANDUM OF UNDERSTANDING

PURSUANT TO THE HELP AMERICA VOTE ACT
BETWEEN

THE NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

U.S. DEPARTMENT OF COMMERCE

AND

THE U.S. ELECTION ASSISTANCE COMMISSION

1.0 Parties and Purpose

This memorandum of Understanding (MOU) establishes an agreement between the National Institute of Standards and Technology (NIST), U.S. Department of Commerce (DoC) and the U.S. Election Assistance Commission (EAC) to cooperate in matters related to the enactment of Public Law 107-252, the Help America Vote Act (HAVA) .

2.0 Background

Congress passed and the President signed the Help America Vote Act of 2002 (HAVA) with a goal of establishing “minimum election administration standards for states and units of local government with responsibility for the administration of Federal elections.” HAVA establishes the U.S. Election Assistance Commission as an independent entity that serves as a national clearinghouse and resource for the compilation of information and review of procedures with respect to the administration of Federal elections. The Senate confirmed the four members of the EAC in December 2003. The law states that the EAC duties shall include:

1. the adoption of voluntary voting system guidelines; and 
2. the accreditation of independent non-Federal laboratories for the testing, certification,   decertification, and recertification of voting system hardware and software.
HAVA also establishes the Technical Guidelines Development Committee (TGDC) chaired by the Director of NIST. The fourteen members of the TGDC were appointed by the EAC in June 2004. The duties of the TGDC include recommendations to the EAC related to voluntary voting system guidelines. 

3.0 Authority

The authorities for DoC and the U.S. Election Assistance Commission to enter into this agreement are:

a. The Help America Vote Act of 2002, P.L.107-252

b. 15 U.S.C. §271, 15 U.S.C.§272, and 15 U.S.C.§273, National Institute of Standards and Technology Act

4.0 Terms and Conditions

HAVA charges NIST with providing technical support to the Technical Guidelines Development Committee. In addition, HAVA requires NIST to provide recommendations to the EAC of independent testing laboratories to accomplish the testing, certification, decertification and recertification of voting system hardware and software. Finally, HAVA states that NIST shall monitor and review, on an ongoing basis, the performance of the laboratories accredited by the EAC. 

NIST roles may include subject to the limitations set out in Section 5.0 below:

 1.] “Intramural research and development in areas to support the development of the voluntary voting system guidelines including—

(A) the security of computers, computer networks, and computer data storage used in voting systems;

(B) methods to detect and prevent fraud;

(C) the protection of voter privacy;

(D) the role of human factors in the design and application of voting systems, including assistive technologies for individuals with disabilities (including blindness) and

varying levels of literacy; and 

(E) remote access voting, including voting through the Internet.”

2.] Technical guidance to the TGDC in the production of five deliverables to the EAC.They are:

(A) A list of publicly vetted requirements for voluntary voting system standards;

(B) Recommendations for standards that currently exist with changes if necessary;

(C) An assessment of best practices that can be made available to the election community for use in the 2006 election cycle;

(D) A recognition and statement thereof of those areas where there are no current standards under development and 

(E) A prioritized calendar for future standards development relative to each of the four previous deliverables.
3.] Technical guidance to TGDC subject matter sub-committees. The duties of the sub-committees are to engage in information gathering and analysis, including but not limited to conduct of public hearings; analysis of existing best practices; specifications and standards; and preparation of proposals to the entire TGDC. The subject matter sub-committees are (1) Security and Transparency, (2) Human Factors and Privacy, and (3) Core Requirements and Testing.

4.] Services required to support the EAC in the accreditation of independent non-Federal laboratories for the testing, certification, decertification, and recertification of voting system hardware and software.

5.] Additional duties as agreed to by both parties related to the implementation of HAVA (See Section 8.0).

5.0  Tasks  
Tasks 5.1 through 5.8 below are presented for illustrative purposes only and represent tasks that NIST is willing to perform upon the transfer of funds by the EAC to NIST. NIST shall have no obligation to perform tasks 5.1 through 5.9 prior to the transfer of funds anticipated under paragraph 6 below, and NIST will begin work on a particular task only upon the transfer of funds to NIST from the EAC sufficient for that task. A minimum funding level for each task for fiscal year 2005 is included with below.
5.1 Intramural research and development in developing precise and testable specifications and corresponding test methods applicable to voting systems: 
In support of the Technical Guidelines Development Committee and subject matter sub-committees, NIST will :


- undertake a detailed review and analysis of current voluntary voting standards in order 
to extract relevant portions to produce testable requirements. 


- Identify gaps in the current voluntary voting system standards where new or different 
requirements need to be developed.

A minimum funding level of $ 600,000 in FY 05 will be required to accomplish task 5.1.

5.2 Intramural research and development in “cyber security” guidelines applicable to voting systems: 
 In support of the Technical Guidelines Development Committee and subject matter sub-committees, NIST will provide “cyber security” subject matter technical expertise.  “Cyber security” means security involving, using or relating to computers. NIST will:


- Examine current security practices and initiate an effort to identify and analyze 
transferable best practices from states and localities as well as determine where gaps exist



- Extract security requirements from the Institute for Electronic and Electrical Engineers 
(IEEE) P1583 draft standards and the current Voluntary Voting System Standards. 
Identify requirements that can be used as is or with 
modification. Identify gaps in 
security requirements.

A minimum funding level of $ 650,000 in FY 05 will be required to accomplish task 5.2.

5.3 Intramural research and development in methods to detect and prevent fraud: 
In support of the Technical Guidelines Development Committee and subject matter sub-committees, NIST will provide computer fraud detection and prevention subject matter expertise. NIST will:


-Develop a Compact Disc of  hashes based on voting system software provided to NIST’s 
National Software Reference Library. 


-Initiate research in how best to use the NSRL to support integrity management of 
voting system software throughout testing, distribution and field use.

A minimum funding level of $ 400,000 in FY 05 will be required to accomplish task 5.3

5.4 Intramural research and development in the role of human factors in the design and application of voting systems:
 In support of the Technical Guidelines Development Committee and subject matter sub-committees, NIST will provide human factors subject matter expertise. NIST will:

 
- Review and analyze the IEEE draft standards for usability and accessibility 
requirements; extract applicable requirements, identify gaps and compare with the NIST 
Report to Congress “Improving the Usability and Accessibility of Voting Systems and 
Products” 


-Develop initial testing protocols for a small set of test ballots


- Run a trial to gather initial performance standards benchmarks and debug testing 
protocols

A minimum funding level of $ 600,000 in FY 05 will be required to accomplish task 5.4
5.5 Intramural research and development in remote access voting in support of the Technical Guidelines Development Committee: 
At the direction of the TGDC and subject matter sub-committees, NIST will provide remote access voting expertise the development of recommendations to the EAC. Remote access voting includes but is not limited to absentee, telephonic, internet and intranet voting.

A minimum funding level of $ 100,000 in FY 05 will be required to accomplish task 5.5
5.6  Intramural research and development in the protection of voter privacy: 
In support of the Technical Guidelines Development Committee and subject matter sub-committees, NIST will provide  voter privacy  subject matter expertise to assist the Committee in the development of recommendations to the EAC  .
A minimum funding level of $ 100,000 in FY 05 will be required to accomplish task 5.6.

5.7 Recommendation to the EAC of independent non-Federal laboratories for the testing of voting system hardware and software:

NIST’s National Voluntary Laboratory Accreditation Program (NVLAP) will accredit  independent, non-Federal laboratories that apply for accreditation and that meet all NVLAP and EAC requirements for accreditation.  The Director of NIST submit to the EAC a list of NVLAP-accredited laboratories to be recognized by the EAC  to carry out the testing of voting systems.  
See 5.8 for minimum funding level.
5.8 Recommendation to the EAC of a national program for the testing, certification, and decertification of voting systems: 
NAVLAP will monitor and review, on an ongoing basis, the performance of the laboratories accredited by the Commission according to NAVLAP procedures. Based on the NAVLAP recommendation, the Director of NIST will recommend to the EAC that accreditation of a laboratory be continued, modified, or terminated.   NIST will recommend an appropriate time period for periodic review of the performance of accredited laboratories.

A minimum funding level of $ 250,000 in FY 05 will be required to accomplish tasks 5.7 and 5.8.
5.9  Legal Services:
The Office of the Chief Counsel for Technology, acting in concert with its Office of NIST Counsel, will provide the following legal services:

1.
General advising of NIST staff assigned to activities under subsections 5.1 through 5.8 of this MOU;

2.
Advising of TGDC and TGDC subcommittee leadership regarding compliance with the Federal Advisory Committee Act;

3.
Drafting of TGDC meeting notice documents, which notices will be provided to the EAC General Counsel for publication;

4.
Meeting organization and parliamentarian advice for TGDC and TGDC subcommittee meetings and teleconference calls;

5.
Advising of TGDC and NIST leadership regarding receipt and use of appropriated funds;

6.
Advising of NIST staff regarding responses to requests for documentation and other information by the press or other persons;

7.
Review and legal clearance of public statements or press releases issued by TGDC or NIST leadership;

8.
Advising of NIST staff regarding ownership and use of intellectual property proposed for inclusion in draft standards or other guidelines;

9.
Review and legal clearance of technical recommendations made by NIST staff to the TGDC; and

10.
Briefing of executive and legislative principals and staff regarding legal impact of NIST staff recommendations.

The preceding list of legal services is exclusive, and no other services shall be rendered unless this MOU is amended in writing.  NIST will not legally represent the TGDC, its subcommittees, or any of its members in litigation, except for the NIST Director.

A minimum funding level of $100,000 in FY 05 will be required to accomplish task 5.9.

6.0 Transfer of Funds

The U.S. Election Assistance Commission will provide payment to NIST via OPAC (On-Line Payment and Collection).

NIST Agency Location Code 13-06-0001

FY 2005 NIST Accounting Data and Appropriation Code: 8900001000, 28.7

FY 2005 Estimated Cost $2,800,000
7.0 Contacts

The contacts of each part to this agreement are:

Allan C. Eustis

Information Technology Laboratory

National Institute of Standards and Technology

U.S. Department of Commerce

100 Bureau Drive, Mail Stop 8900

Gaithersburg, Maryland 20899-8900

V: 301-975-5099

F: 301-840-1357

E: allan.eustis@nist.gov

Juliet Thompson
General Counsel
U.S. Election Assistance Commission

1225 New York Ave, NW

Suite 1100

Washington, DC 20005

V:202-566-3100

F:202-566-3127 

E: juliet.thompson@eac.gov

The parties agree that if there is a change regarding the contact information in this section, the party making the change will notify the other party in writing of such change.

8.0 Duration of Agreement, Amendments and Modifications

This agreement will become effective when signed by both parties.

This agreement will remain in effect for 3 years and may be renewed upon written agreement of the parties.

NIST may terminate the agreement upon written notice to the EAC. 
____________________________________________                             _______________

Dr. Hratch Semerjian








Date

Acting Director
National institute of Standards and Technology

U.S. Department of Commerce

100 Bureau Drive, Mail Stop 8900

Gaithersburg, MD 20899-8900

Tel.: (301) 975-2300
______________________________________________                           ______________

DeForest B. Soaries Jr.



  


Date




Chairman

U.S. Election Assistance Commission

1225 New York Ave, NW

Suite 1100

Washington, DC 20005

Tel: (202)-566-3100
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