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NIST assistance to EAC under HAVA  (to include travel, training, outside contracts, equipment  and labor)    

Total       $2,800


NIST Assistance to Election Assistance Commission mandated under PL 107-252 (HAVA)- The purpose of this initiative is to enhance the Nation’s trust and confidence in voting systems through the development and promotion of measurement, standards, and technology, in collaboration with the Election Assistance Commission (EAC) and through the Technical Guidelines Development Committee (TGDC) whose members represent election directors, vendors, and other constituencies and in compliance with the Help America Vote Act of 2002 (HAVA), P.L. 107-252. 
In line with NIST’s core competencies and mission, NIST will perform critical functions in the development of measurement, standards, technology and laboratory accreditation to bolster the credibility and public confidence in voting systems. This initiative supports the Secretarial theme of fostering the Nation’s Economic Growth.

Problem Magnitude and NIST Role:
In both the 2000 and 2004 elections, voters were met with a multitude of voting systems of various ages, technologies, and manufacturers; from paper ballots, to punch cards, to lever machines, to optical scanners, to touch screen devices. These machines were often placed in inaccessible locations, using technologies neither designed nor tested for human/machine interaction, with insufficient requirements for secured operations. This diversity and a lack of standardization (and conformity assessment) illustrate the potential weaknesses in voting systems and triggers concerns about the integrity of the voting process. 

Our Nation’s voting systems, and the election process in general, are fundamental expressions of the democratic principles and rights that the United States represents. Evolution of the current (2002) voluntary voting system standards as required by the Help America Vote Act, developed in a neutral and objective environment will form the foundation of future usable and accessible voting systems. Conformance testing and certification are critical to ensure that the standards are met by the voting systems. NIST’s unique combination of expertise, in the process of standards and specifications development, and in design methodologies and conformance testing, position NIST to provide guidance to the Election Assistance Commission on the standards and testing protocols needed to create trust, confidence, and integrity in the voting system.

In 2003 and 2004, NIST began applying its unique core competencies, within the technical areas of usability and accessibility publishing its April 2004 Report: Improving the Usability and Accessibility of Voting System and Products. In  2004 and 2005, NIST has chaired the Technical Guidelines Development Committee and provided unique technical subject matter expertise in support of the standards development and laboratory accreditation process as required by HAVA with specific focus on assisting states to meet their obligations within the 2006 election cycle.  NIST is well placed to respond to the needs of the election community because of its ability to ensure objectivity and neutrality through a highly credible standards process. 

By providing technical assistance to the Election Assistance Commission through the Technical Guidelines Development Committee, NIST will continue to supply the critical infrastructure support and research that will add to the public’s confidence in voting systems. As electronic voting systems continue to evolve, NIST’s ongoing technical efforts will help ensure that each valid vote cast is a vote counted.

Proposed 2006 NIST Technical Program:

The primary objectives of NIST’s efforts are to assist the Election Assistance Commission (EAC) to improve trust and confidence in the election system of the United States.. Working through the Technical Guidelines Development Committee (TGDC) which the NIST Director chairs, NIST guides the evolution and maintenance of new standards for voting systems. In addition, NIST will continue to conduct an evaluation of independent, non-Federal laboratories and will submit to the Election Assistance Commission a list of laboratories that the NIST Director proposes to be accredited to carry out the testing, certification, decertification, and recertification of voting systems. NIST will also monitor and review on an ongoing basis the performance of the laboratories accredited by the EAC and will make such recommendations to the EAC as it considers appropriate with respect to the continuing accreditation of such laboratories, including recommendations to revoke the accreditation of any such laboratory. 

The scope of NIST’s  FY 2006  work will include: facilitating the completion and implementation of the next generation of voluntary standards and guidelines on the security of computers, computer networks, and computer data storage used in voting systems; methods to detect and prevent fraud; the protection of voter privacy; the role of human factors in the design and application of voting systems, including assistive technologies for individuals with disabilities (including blindness) and varying levels of literacy; and implementation of a laboratory accreditation program.
The major areas of NIST‘s 2006 work and funding levels are:

· Cyber Security: NIST will develop recommendations for the evolution of voting system cyber security guidelines through adaptation of existing guidelines for Federal information processing systems. This will facilitate a viable, tested initial security standards baseline to be incorporated into the next generation of voting system standards. NIST will assist in implementation of initial TGDC recommendations to the EAC for development of security requirements for voting systems. NIST will facilitate the organizing and structuring of new security standards based on TGDC initial recommendations. ($525k)

NIST will work with election vendors as well as state and local election officials to research computer forensics tools and procedures for election software utilizing NISTs National Software Reference Library.  ($250k)
· Human Factors including Usability and Accessibility: NIST will assist the TGDC in implementation of recommendations for voting system standards (VSS) in the areas of usability, accessibility, and privacy.  This includes the development of test methods and is not limited to voting product itself but all aspects of voting systems where people interact with equipment and processes; specifically, recommendations for usability and accessibility updates to VSS standards and recommendations for test protocols and an initial set of usability and accessibility conformance tests for use by accredited test laboratories. ($ 525k)


· Core Requirements and Testing NIST will continue to analyze and provide guidance to the TGDC on system level, core requirements for voting systems. Specifically, under the direction of the TGDC, NIST will assist in rewriting as necessary the existing Federal Elections Commission voluntary voting systems standards of 2002 and develop guidelines/best practices on testing.  ($525k)


· Implement a Laboratory Accreditation Program under ISO 17025:   Through its National Voluntary Laboratory Accreditation Program, NIST will implement technical laboratory accreditation criteria as defined in International Organization for Standards (ISO) 17025: General Requirements for the Competence of Calibration and Testing Laboratories; identify expert technical assessors, hold workshops for Independent testing Authorities and coordinate the certification and testing activities. NIST will implement an operational laboratory accreditation program in FY 06. ($275k)

· Operate the Secretariat for the Technical Guidelines Development Committee: NIST will maintain the TGDC secretariat and manage the NIST HAVA standards program. Under HAVA, the TGDC was established as a critical conduit for technical expertise to the Election Assistance Commission. NIST will also support administrative costs for the TGDC and reimburse statutory members of the Committee for necessary travel in attendance of quarterly full Committee meetings and sub-committee meetings as required. ($600k)

· Outreach to State and Local Election Officials: Ensure that the research, standards, guidelines and results of the above programs are effectively and proactively communicated to the election community including: state and local election authorities, vendors and the public through printed, web based and workshop formats. ($100k)                                                                                                                            
Performance Measures: Deliverables
At the proposed funding level, NIST will generate the following outputs:

	FY 2006 NIST Deliverables

	Technical Area
	Outputs 

	Security of voting systems
	· Technical security standards/protocols and other security measures for improving the operation of electronic voting systems  

· Application of Federal Information Processing Standards to Voting Systems
· Regional Security Workshops and Outreach Tools to State and local Election Officials on security best Practices
· White Paper on Use of NSRL to Support Voting Integrity

	Human Factors: Usability and accessibility of voting systems
	· Develop usability and accessibility standards as part of the revised VSS
· Develop conformance tests for both performance-based and prescriptive standards.

· Development of guidelines based on usability and accessibility best  practices, as described in the NIST report, for:

·    -- ballot design

·    -- documentation for equipment and training of poll workers

·    -- state level usability testing

·    -- facility and equipment layout

·    -- vendor formative usability testing and user centered design

· Workshops for training, feedback and consensus building with stakeholders on usability and accessibility.

	Core Requirements and Testing
	· Development of system level, core requirements as part of the revised VSS.
· Develop testing guidelines/best practices and recommendations
· -- with respect to testing principles

· -- for writing test specifications

· -- for test material development (use cases, test scenarios, reference data)

· Refine system level voting model 



	Laboratory Accreditation Program
	· Technical criteria for non federal laboratories.

· Expert assessment of non-federal laboratories.

· Coordination of conformity assessment activities.

	Support of the Technical Guidelines Development Committee
	· Quarterly Meetings of The technical Guidelines Development Committee
· Public Documentation of Meetings

· Sub Committee Meetings as Required


Performance Measures: Outcomes

At the proposed funding level, NIST’s outputs will contribute to the improved public confidence in the Nation’s voting systems through:

· Greater stability of the guidelines development process, the accreditation program, and the voting system standards testing process;

· Improvements in the capacity and performance of the Nation’s voting systems; and

· Continual improvements in voting technologies and systems through standards research.

