Legislative Requirements for NIST

Help America Vote Act (HAVA)







Amount

FY 2003
$500K

FY 2004     
$0 available because of funding reductions

FY 2005     
$500K + $2.8M earmarked in FY 2005 Election Assistance Commission Appropriation

FY 2006
$500K + $2.8M earmarked in FY 2006 Election Assistance Commission Appropriation
FY 2007
$3M + 2.8M earmarked in FY 2006 Election Assistance Commission Appropriation (because of CR, this amount will be lower)
Public Law 107-252, the Help America Vote Act, requires NIST to:

· Chair Technical Guidelines Development Committee (TGDC), which produces recommendations for voluntary voting system guidelines for the Election Assistance Commission (EAC).

· Provide technical support with respect to voluntary voting system guidelines in the areas of security of computers, methods to detect and prevent fraud, protection of voter privacy, and human factors, including assistive technologies for individuals with disabilities.

· Conduct an evaluation of independent non-Federal laboratories and submit to the EAC a list of those laboratories proposed to be accredited to carry out the testing, certification, decertification and recertification of voting systems that conform to voluntary voting system guidelines adopted by the EAC.

· Implement recommendations in Human Factors report including best practices for usability of Voting Systems.

Background:
· NIST received $500K in FY 2003 for its HAVA related activities appropriation, which ran out at the end of December 2003. Those funds allowed NIST to produce a draft Human Factors Report to Congress, hire a Voting Project leader, and hold a Voting Symposium for the election community in December 2003.

· Upon enactment of the FY 2004 Omnibus Appropriations law, the Director of NIST determined that no further funds were available for NIST to continue its voting program due to the overall NIST budget shortfall. (Neither Congress nor the Administration specifically designated funds for NIST to continue voting activities related to HAVA.) 

· The NIST Director met with the newly installed Election Assistance Commission (EAC) on January 29, 2004.  He provided the EAC with a copy of the draft Human Factors Report to Congress. He also indicated that without additional funding, NIST would not be able to carry out its HAVA function as Secretariat for the Technical Guidelines Development Committee (TGDC) or perform other HAVA assignments in FY 2004. The EAC indicated they had an operational funding shortfall as well and could not offer funds to NIST for HAVA-related expenses.

· Under HAVA, NIST is responsible for chairing the TGDC and providing secretariat services, including travel and per diem for the 14 TGDC members to attend meetings.  NIST also is responsible for recommending proposed voting system test laboratories to be accredited by the EAC.
· State and local election constituents (National Association of State Election Directors and National Association of Secretaries of State) are opposed to sharing any portion of the $1.5 billion FY 2004 HAVA grant funds with NIST or with the EAC for operational expenses. However, they are supportive of NIST, its program, and the need to find funds. 

FY 2004 Accomplishments:

· Established the TGDC Secretariat at NIST and set up formal communication channel with the EAC.

· Recommended to the EAC and implemented an International Organization for Standardization (ISO) Program for Laboratory Accreditation (ISO 17025).

· Created a “Voting Standards Outreach” web site at http://vote.nist.gov, and posted relevant best security practices as amplified by NIST’s Information Technology Laboratory for use by the state and local election community.

· Recommended current relevant Federal Information Processing Standards (FIPS) and NIST Computer Security Standards to the EAC as initial information technology “best practices” for the state and local election community.

· In coordination with the EAC, organized and chaired the first plenary session of the TGDC meeting on July 9, 2004. Developed background HAVA issues papers for all TGDC members prior to meeting. 

· Passed five resolutions at the July 9, 2004 meeting to guide NIST and the TGDC’s work: 

· That three subcommittees be established to gather and analyze information.  Subcommittees shall be comprised only of TGDC members.  Subcommittees shall propose resolutions to the TGDC on best practices, specifications and standards.  Subcommittees shall be named 1) Security and Transparency, 2) Human Factors and Privacy, and 3) Core Requirements and Testing.

· That the Chair survey the interest of TGDC members, and thereafter appoint the members and chairs of the subcommittees.

· That resolutions prepared by subcommittees be considered by the TGDC.  Resolutions adopted by the TGDC shall be referred to NIST for technical assistance and editing.  Upon return from NIST, the TGDC shall review the resolutions to confirm they conform to its intent. 

· That adopted resolutions and appropriate explanatory materials comprise the “first set of recommendations” mandated by the Help America Vote Act.

· That the TGDC recommends to the Election Assistance Commission the expediting of registration of currently certified voting system software into the National Software Reference Library at NIST.

· Held a Laboratory Accreditation workshop at NIST on August 17, 2004 for non-federal laboratories interested in testing voting systems under ISO 17025 standards. 

· The Technical Guidelines Development 
Committee held public hearings at NIST on September 11 and 12, 2004, to gather information relevant to human factors, privacy, transparency, security, core requirements and testing of voting systems.               

FY 2005 Accomplishments:
· NIST implemented the Resolutions passed at the first plenary session of the Technical Guidelines Development Committee (TGDC) on July 9, 2004. Three working subcommittees were formed to gather and analyze data relevant to the development of recommendations for voluntary voting system standards.

· In cooperation with the EAC, the National Software Reference Library gathered copies of election software from major commercial election vendors prior to the November 4, 2004 presidential election. Hashes of the software were made publicly available on the NIST web site for use by state and local election officials.

· At the request of the EAC, NIST sent fifteen scientists to locations around the country to observe elections and election processes on November 1, 2, and 3, 2004.

· NIST hosted and chaired the second plenary session of the TGDC on January 18 and 19, 2005. Thirty-five resolutions were adopted at the meeting to provide a framework for the recommendations for voluntary voting systems due to the EAC in May 2005. 

· NIST hosted and chaired the third plenary session of the TGDC on March 9, 2005.  NIST presented the preliminary work product for the Voluntary Voting System Guidelines (VVSG) Version 1.

· NIST hosted and chaired the fourth plenary session of the TGDC on April 20 and 21, 2005.  NIST presented the final draft of the Voluntary Voting System Guidelines Version 1.  NIST was directed to make final edits and the final draft was adopted by the TGDC.

· Voluntary Voting System Guideline Version 1 was delivered to the EAC on May 9, 2005.

· NIST hosted and chaired the fifth plenary session of the TGDC on September 29, 2005 where the status and an update of VVSG activities were presented.   At this meeting, NIST also presented an outline and a timeline for the next iteration of the VVSG as well as preliminary reports for the next iteration of the VVSG for core requirements and testing, security and transparency, and human factors and privacy. Note: All TGDC plenary meetings were webcast and are available for viewing at http://vote.nist.gov. 
· NIST developed a draft handbook for NVLAP Voting System Testing, NIST Handbook 150-22:2005, in June 2005.
· NIST issued a Federal Register Announcement, June 17, 2005, announcing the availability of applications for the Laboratory Accreditation Program for Voting System Testing under the National Voluntary Laboratory Accreditation Program.  The first applications were received in August, 2005.
FY 2006 Accomplishments:
· A threat analysis workshop for voting systems was hosted by NIST on October 7, 2005.  At this workshop, potential threats to voting systems were gathered and analyzed.

· NIST co-sponsored a follow-on threat analysis workshop 
for voting systems hosted at George Washington University.
· NIST provided technical analysis to the EAC in the resolution of public comments to the draft VVSG (EAC release, June 2005) in the areas of test specifications and methods, voting system requirements, cyber security, human factors, and glossary.  Appropriate public review comments were incorporated into the VVSG, which was formally adopted by the EAC on December 13, 2005. 

· NIST, under the NVLAP, conducted pre-assessments and assessments of three potential voting system testing laboratories and as a result, may recommend these laboratories to the EAC for accreditation.

· Preliminary drafts of two core requirements chapters (counting and casting) for the next iteration of the VVSG were completed.

· Preliminary drafts of three security chapters (access controls, open ended testing, cryptography) for the next iteration of the VVSG were completed.

· A preliminary draft of the human factors chapters (usability, accessibility, privacy) for the next iteration of the VVSG was completed.

A 
· completed module for voter verified paper audit trails was delivered to the EAC; the EAC subsequently decided not to release new modules for VVSG 2005.
· 
· NIST hosted and chaired two plenary sessions of the TGDC on DATE, 2006 and DATE 2006.  
· NIST participated in meetings with other voting-related groups including the EAC’s Standards Board.

· 
· 
FY 2007 Accomplishments to Date:
· NIST hosted and chaired a plenary session of the TGDC on December 4 and 5, 2006. 
· Preliminary drafts of core requirements sections (COTS testing, accuracy, mean time between failure and reliability, standards on data to be provided, documentation, testing) for the next iteration of the VVSG were completed.

· Preliminary drafts of three security chapters (physical security, voter verified paper records, open ended vulnerability testing) for the next iteration of the VVSG were completed.  

· A second draft of two security chapters (access control, cryptography) for the next iteration of the VVSG was completed.
· A second draft of the human factors chapters (usability, accessibility, privacy) for the next iteration of the VVSG was completed.
· NIST provided security research material as directed by the TGDC to prohibit future use of wireless in voting systems for the next iteration of the VVSG. 
· NIST provided security research material as directed by the TGDC to require software independence in voting systems for the next iteration of the VVSG. 
· NIST redesigned and updated its voting web site (http://vote.nist.gov). 


· NIST, under the NVLAP, conducted pre-assessments of one potential voting system testing laboratory, and as a result may recommend this laboratory to the EAC for accreditation.
Planned Accomplishments for Remainder of FY 2007:

· NIST will host and chair two plenary sessions of the TGDC, planned for March 2007 and July, 2007.  
· NIST will complete usability performance testing research and derive benchmarks to use in new usability requirements for the next iteration of the VVSG.

· NIST will complete research and draft for TGDC the remaining chapters of the next iteration of the VVSG, preparing a final version for the TGDC to deliver to the EAC.
· NIST will participate in meetings with other voting-related groups including the Standards Board and the Access Board; these meetings will be for the purposes of reviewing VVSG material.

· NIST, under the NVLAP, will conduct pre-assessments and/or assessments of potential voting system testing laboratories, and as a result may recommend these laboratories to the EAC for accreditation.
· NIST will begin developing tests and related material to address testing requirements in this next iteration of the VVSG.
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�Deleted 3 subcommittees – since FY05 1at bullet is when committees formed


�Please include the date? 


�What about others? Didn't we talk at CA conference, ITAA, etc





