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Human Factors and Privacy Subcommittee – DRAFT Work Plan

One of the strong themes from the hearings is that human factors - accessibility, usability and privacy - rely as much on the design of a specific ballot and the management and operation of the polling place as on the voting system.  

We need to look at both the core system requirements for a voting system for certification/qualification, and operational standards or guidelines during the election process (once a system has been purchased). 

Integration with Core Requirements and Testing

The Core Requirements and Testing group is looking at a possible lifecycle framework, with an end-to-end approach that includes: Hardware, Software, People and Process.

The proposed lifecycle stages are: 

(1) Qualification and Accreditation; (2) Selection; (3) Ballot Preparations; (4) Acceptance Testing; (5) Set-up; (6) Polling Place System Testing; (7) Voting Process; (8) Audit; (9) Handling Disputes and Recounts

As they consider which subset are the “core requirements,” we should consider which of them have strong human factors and privacy components. This is an area for strong collaboration, to ensure that we end up with a single model, and that requirements are integrated in a way that make our guidelines clear and usable.

Current status of voting system standards

There is little prior history with usability requirements. As the NIST Human Factors report documents, the FEC VSS 2002 includes some accessibility requirements and an annex on usability. There are two bodies of work not reviewed in the NIST report (neither available at the time):

· The draft IEEE standard sections on usability and accessibility requirements

· Design for Democracy, a non-profit group under the aegis of the AIGA (American Institute of Graphic Arts), is creating ballot design guidelines based on their work with several local jurisdictions including Chicago and Cook County. 

Long term and short term goals

There are both long term and short term goals for human factors and privacy. Some  aspects of usability testing for voting systems require research which cannot be completed in the April 2005 time frame. The NIST report suggests that this research work could be done over a 1-4 year period. However, there are aspects of this work which can have immediate usefulness in creating guidelines that will improve the conduct of elections and supporting usability testing of systems by manufacturers and officials.. We need to carefully select the work we do to both push the “state of the art” forward during the timelines of this project and meet our need for useful deliverables.

Work items

These work items cover three main areas of interest and can be worked on simultaneously. This work will need to be broken into a group of working teams, one for each of the major pieces of work: reviewing and rewriting existing standards; progressing usability testing prototols; ballot design and writing guidelines. 

We will need regularly scheduled phone calls to facilitate this work, especially if we need to ensure full transparency on all committee meetings. 

1. System characteristics necessary to support human factors and privacy 

a. Review the draft IEEE P1583 standards on usability and accessibility, along with any other relevant standards. Identify gaps in the standards and in testing for the standards. Identify any requirements that may need revision. (Start in October, complete by end of December)

b. Create first Draft of basic qualification requirements for human factors and privacy. (Start in December, complete by end of January, and (?) integrated into CR+T Draft Recommendations Jan - March)

2. Ballot design and polling place setup guidelines for usability, accessibility and privacy

a. Create ballot design guidelines and ballot preparation checklists for local officials. Identify any system capabilities required to support these guidelines that should be incorporated into qualification requirements. Identify guidelines used in ballot preparations. (Start asap; review late January; consider what needs to incorporated into core requirements late January,  complete draft by March)

b. Identify specific polling place setup guidelines needed to support for usability, accessibility and privacy. (Review DOJ accessible polling place guidelines and other existing guidelines). (Start asap; review late January; complete draft by March)

c. Create guidelines for writing voter instructions, poll worker handbooks and other election materials in plain language. This might include formative usability testing of (Start asap; review late January; complete draft by March)

d. Create guidelines for a usability test of a voting system and ballot as part of election preparations. These might include: when to do this test; outline test protocol; participant recruiting and numbers, and any other issues local officials need to consider. It may not be possible to create a complete test protocol (including success/failure standards) in the time frame of this project – but even general guidance would be a step forward. (Start in with other usability testing work; complete draft by February, incorporate into recommendations by March)

3. Usability testing voting systems

a. Create a draft procedure for usability testing of voting systems as part of qualification and accreditation. This may be an informational guideline for summative testing, or may address the additional questions for conformance testing. It might be the basis for pilot studies (by NIST or others) to collect data on both the test and voting systems (November – March)

b. Create a set of standard reference ballots (a list of races and candidates and ballot questions) that can be used for usability testing, allowing results to be compared. (November – March)

c. Create guidelines for recruiting and screening participants in usability tests, both for qualification and as part of the process of running an election. These guidelines important in ensuring that accessibility needs are considered and in allowing results to be compared. 
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