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Following the 10/08 EAC meeting, we felt it was critical to write a response to ensure that the EAC voting system human factors (HF) guidelines are implemented and fully tested. Specifically, we are concerned that the manufacturers and VSTLs are unsure how to meet and test the EAC VVSG 2005 usability and accessibility requirements.  This note responds to the issues raised by some of the manufacturers and VSTLs during the meeting. 

Key Issues:  

1. Lack of knowledge:  The manufacturers and VSTLs are concerned that they lack expertise in user-centered design and testing.  HAVA passed 6 years ago and clearly calls out the area of human factors, usability and accessibility as a main concern to be addressed. 
a. Concrete examples of usability problems were pointed out in the NIST Human Factors report in 2004 and prior to HAVA, the VSS 02 had an appendix of usability guidance. There have been many reports since that time. 
b. Many of the VVSG 05 guidelines are based on the IEEE P1583 draft guidelines starting in 2003 as well as best practices from other software manufacturers. Manufacturers participated in that IEEE standards committee.
2. VVSG testing:  The EAC VVSG and test procedures clearly require compliance and VSTLs must test each and every requirement.  For this meeting only the EAC proposed additions were up for discussion.  But, these issues were raised:
a.  Self (manufacturer)-testing:  The manufacturers and VSTLs raised the possibility of self-testing only even for VVSG 05. The VVSG 05 requires reports on testing by the manufacturer.  All other HF requirements are comparable to the security and core functionality requirements and they must all be tested by the VSTLs. 

b. Lack of manufacturer expertise. See the Appendix for documentation of the 25 year history of user interface design, guidelines, and testing for commercial and government software-based systems.   
c. Lack of VSTL expertise and expense. Use of contractors with expertise in HF testing is an issue that can be explored as part of lab accreditation procedures to address this issue. 

3. EAC possible additions to VVSG 05.  The EAC is considering possible usability and accessibility updates to the VVSG 05.  The manufactures and VSTLs are concerned about implementation and test methods.   Most of the changes are minor updates, corrections, and interpretations.  NIST is currently developing or has developed detailed test methods for all of the requirements and the two “new” requirements have fairly simply tests.  
a. For example, poll worker usability is met by following a documentation guidance checklist for usability for the documentation and passing a test designed to detect “show stoppers” such as missing or incorrect instructions for setup, operation, and shutdown that would prevent poll workers from further operation of the voting equipment. 
In summary, usability and accessibility are key requirements of the VVSG and need to be implemented as tested at the same level as the other requirements.
A large concern today is that, due to human error, some votes are not cast and counted correctly, and, even worse, some voters fail to complete voting.  This is caused largely by poor usability and accessibility. These problems are the most visible to the public.  

Appendix
This appendix cites the key papers from the 1980s that are the foundation of human factors GUI standards and testing.  The HF VVSG standards and test methods are based on this and the 25 years of subsequent implementation by industry.

GUI refers “graphical user interface,” a type of user interface which allows people to interact with electronic devices like computers and office equipment. A GUI offers graphical icons, and visual indicators as opposed to text-based interfaces, typed command labels or text navigation to fully represent the information and actions available to a user. 
Excerpt From: 

The Psychology of Human-Computer Interaction

By Stuart K. Card, Thomas P. Moran, Allen Newell

Published by Lawrence Erlbaum Associates, 1983
“A standard Human-Machine Interface (HMI) methodology was central to the human-centered design approach in developing the GUIs. As illustrated in Figure 2-1, the HMI methodology consists of the following five key steps:

1. Define user information interaction requirements and end user needs.

2. Diagram user workflows.

3. Prepare screen layouts (for example, prototypes). 

4. Implement GUI screens in the system. 

5. Assess usability and iterative refinement of GUIs.
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When the HMI methodology is applied to GUI design it ensures that the resulting system is usable for the end users.” 

__________________

Note also that the first graphical user interface guidelines for commercial products and human-machine testing originated in 1982 with the FAA for Air Traffic Control.   For example, Kloster, G. V., & Zellweger, A. (1987). Engineering the Man-Machine Interface for Air Traffic Control. IEEE Computer, February, 47-62.  
Following the FAA work, guidelines were standardized in 1986 in the well-known and often referenced document:  Smith, S. L., & Mosier, J. N. (1986). Guidelines for Designing User Interface Software. Bedford, MA: The MITRE Corporation.
