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INTERAGENCY AGREEMENT
PURSUANT TO THE HELP AMERICA VOTE ACT

BETWEEN

THE NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

U.S. DEPARTMENT OF COMMERCE

AND

THE U.S. ELECTION ASSISTANCE COMMISSION

1.0 Parties and Purpose

This Interagency Agreement (IA) establishes an agreement between the National Institute of Standards and Technology (NIST), U.S. Department of Commerce (DoC) and the U.S. Election Assistance Commission (EAC) to cooperate in matters related to the enactment of Public Law 107-252, the Help America Vote Act (HAVA).

2.0 Background

Congress passed and the President signed the Help America Vote Act of 2002 (HAVA) with a goal of establishing “minimum election administration standards for states and units of local government with responsibility for the administration of Federal elections.” HAVA establishes the EAC as an independent entity to carry out the provisions of HAVA including developing voluntary voting system standards and providing policy guidance to assist the states in procuring voting systems.  HAVA states that EAC duties shall include:

1. 
Adopting voluntary voting system guidelines (VVSG); 

2. 
Providing for the testing, certification, decertification, and recertification of voting system hardware and software by accredited laboratories;

3. Accrediting laboratories approved and recommended by the Director of NIST; 

4.
Providing for the monitoring and review of accredited laboratories;
5.
Reviewing and updating the VVSG no less frequently than once every 4 years.

HAVA charges NIST with providing technical support to the TGDC. In addition, HAVA requires NIST to provide recommendations to the EAC regarding independent testing laboratories to accomplish the testing, certification, decertification and recertification of voting system hardware and software. Finally, HAVA states that NIST shall monitor and review, on an ongoing basis, the performance of the laboratories accredited by the EAC. 

HAVA also establishes the Technical Guidelines Development Committee (TGDC) chaired by the Director of NIST. The original fourteen members of the TGDC were appointed by the EAC and NIST in June 2004.  The duties of the TGDC included making initial recommendations to the EAC related to the adoption of voluntary voting system guidelines. In August of 2007 the TGDC submitted to the Executive Director of the EAC recommendations for the next iteration of the VVSG.  These recommendations rewrote the standards promulgated by the EAC in 2005.  Throughout the rest of 2007 and into 2008, the EAC received initial public comment on the VVSG draft version, held hearings on the recommendations, and requested NIST to perform additional research on specific issues.   NIST will be providing technical support to the EAC throughout the review and reconciliation process.

Congress has not passed a fiscal year 2009 (“FY 2009”) budget for the EAC or NIST.   The parties are presently operating under a continuing appropriations act (P.L. 110-329).  The continuing appropriation provides funding to EAC at a rate provided in applicable appropriation Acts for fiscal year 2008 (“FY 2008”).  The applicable FY 2008 appropriations provided EAC $3,250,000 for NIST election reform activities authorized under HAVA.  This amount is less than the 2009 budget requests issued by the EAC and NIST, which requested $4,000,000 for NIST activities in FY 2009.  
3.0 Authority

The authorities for DoC and the EAC to enter into this agreement are:

a. The Help America Vote Act of 2002, P.L. 107-252

b. 15 U.S.C. §271, 15 U.S.C. §272, and 15 U.S.C. §273, National Institute of Standards and Technology Act. 
c. Consolidated Security, Disaster Assistance, and Continuing Appropriations Act, 2009, P.L. 110-329.
4.0 Tasks  

In consideration for the funds transferred under this agreement, NIST will provide the following services to the EAC.  

4.1 Technical Assistance on Voluntary Voting System Guidelines (VVSG 2007) 
On August 31st, 2007, the TGDC, with the assistance of NIST, delivered its recommended version of the next iteration of the VVSG.  The EAC received additional public comment on the document throughout the FY 2008.  During FY2009, the EAC will be responsible for reviewing public comments on the TGDC recommendation and drafting the EAC’s Draft VVSG.  Under this agreement NIST will provide technical assistance, as needed, to the EAC.  The assistance includes, but is not limited to:

· Assisting the EAC with review and resolution of public comments;

· Conducting research, providing technical guidance and drafting language on technical issues associated with VVSG;

· Assisting the EAC in the maintenance and management of the VVSG (as a lengthy conformance assessment document) as it is published and revised by the EAC.  

· Assisting the EAC through participation in meetings, hearings, training sessions and similar events with vendors, researchers, legislators, interest groups and the public. 
4.2 Technical and Administrative Support of Technical Guidelines Development Committee
As part of the EAC’s review process, the agency will ask the TGDC for assistance in resolving technical issues regarding the VVSG.  As in the past, NIST will aid the EAC by providing technical and administrative assistance to the TGDC by:
· Paying travel expenses and per diem for TGDC members to participate in public TGDC plenary meetings;

· Providing administrative and logistical support to the TGDC and its working subcommittees to allow the members to accomplish their required tasks under HAVA;

· Notifying the EAC Executive Director in advance of public meetings of the TGDC as required by the Federal Advisory Committee Act;

· Providing the EAC designated Federal Officer with transcripts of all TGDC plenary sessions;

· Maintaining and update a public web page documenting activities of the TGDC and its working subcommittees;

· Submitting reports of TGDC related activities to the EAC Executive Director.
4.3 Test Method and Test Suite Development 

NIST shall continue developing test methods and test suites for use in testing voting systems to the 2005 VVSG and future iterations of the VVSG.  Test methods and test suites will be developed and maintained for three areas of the VVSG: Core Functionality, Cyber Security, and Human Factors.  For each of these areas, NIST will determine applicable measurement techniques, testing approaches and testing protocols as well as develop test suites and testing tools to help ensure that VVSG requirements are met by voting systems.  

Different techniques, approaches, protocols and test suites are needed to address the unique characteristics of each of these areas in order to ensure that all requirements in the VVSG are correctly implemented in voting systems.  The development of public test suites and tools for use by all accredited test laboratories will reduce the cost of testing, ensure consistency of testing among laboratories, and promote transparency of the testing process.    

The following are general descriptions of the areas noted above for which NIST shall develop test methods and test scripts:  

Cyber Security

Cyber security addresses all aspects and requirements for the security of voting systems, including methods to protect and prevent fraud, integrity of voting information and votes, requirements to facilitate audits, and secure operation of the voting process and systems.  NIST will continue development of security testing approaches and test suites to address issues such as the ability of voting systems to prevent tampering and detect fraud, and to allow for efficient audits.  Various test methods will be applied to security testing to ensure cost effective testing commensurate with the risk to the voting process and/or system.  NIST work in this effort will build upon and/or contribute to tasks and deliverables produced under the Core Functionality area. 

Human Factors
Human factors address all aspects and requirements of accessibility and usability of voting systems.  Testing for accessibility or usability of a voting system must take into account the ‘human’ during all aspects of the voting process and in using the voting system.  NIST will create and update performance benchmarks for a range of voter interactions with a voting system and continue to develop tests to determine compliance with the benchmarks.  NIST work in this effort will build upon and/or contribute to tasks and deliverables produced under the Core Functionality area. 
Core Functionality

Core functionality addresses all general aspects and requirements of the VVSG that are not explicitly related to security or human factors.   NIST will continue development of a set of conformance test suites for the core, functional capabilities of voting systems. 

4.4 Research of Future Voting Systems Innovations
During the development of the next iteration of the VVSG, the TGDC determined a need for a research program to address emerging technologies and methods to further improve the voting process and voting systems.  The purpose of the research is to help inform the EAC as it works to stimulate innovation while continuing to administer its Testing and Certification Program.  NIST will partner with the EAC in conducting this research.   In coordination with the EAC, NIST will:
· Conduct research and produce assessment papers to advance the development of state-of-the-art voting systems and to improve the voting process through the use of information technology;

· Conduct and participate in workshops and meetings in order to solicit and gather input on research topics.  The goal of these events is to make it easier for states and other stakeholders to provide and share information in order to aid in the development of new and innovative technologies in voting systems.

4.5 Technical Support to EAC - Voting System Certification Process 

As required by Section 231 of the Help America Vote Act, the EAC is required to provide for the testing, certification, decertification, and recertification of voting systems.  To assist the EAC in operating and maintaining its certification process, NIST will provide technical guidance to the EAC, upon request, in the form of: 

· Providing technical guidance for interpretations of the VVSG standards.
· Providing EAC technical support in creating the framework for implementing new standards under future versions of the VVSG (such as test for innovations class submissions).  This includes the creation of plans, procedures, policies, and protocols for testing systems to new standards.

4.6 NVLAP Accreditation of Laboratories
In accordance with HAVA, the National Voluntary Laboratory Accreditation Program (NVLAP) will continue to assess non-Federal laboratories for testing voting systems that meet international testing and calibration standards (ISO 17025, “General Requirements for the Competence of Testing and Calibration Laboratories”).  In addition, NVLAP will coordinate with the EAC to monitor and review on an ongoing basis, the performance of voting system testing laboratories (VSTLs).  As part of its ongoing lab assessment and monitoring work with the EAC’s program NIST (NVLAP) will: 

· Conduct assessments of laboratories that apply for accreditation to test voting systems. Once NVLAP assessment is successfully completed, the Director of NIST will forward to the EAC recommendations for laboratories to be accredited to test voting systems as appropriate.

· Monitor already recommended laboratories by conducting biennial full reviews and continuous monitoring of lab performance.

· Coordinate with the EAC to maintain continuity between the NVLAP program and EAC’s Lab Accreditation Program.  Including maintenance of NVLAP’s NIST 150/150-22 program manuals and EAC’s Voting System Test Laboratory Accreditation Program Manual.
5.0 Transfer of Funds
The EAC shall transfer funds to NIST via Standard Form 1151, Non-Expenditure Transfers.  

Continuing Resolution.  At the time this agreement was signed, the parties were operating under a continuing resolution.  The continuing resolution provides funding to the EAC at the rate appropriated for the previous fiscal year, Fiscal Year 2008 (“FY 2008”).  FY 2008 appropriations provided EAC $3,250,000 for NIST election reform activities.  This amount is less than the 2009 budget requests issued by the EAC and NIST, which requested $4,000,000 for NIST activities in FY 2009.   Given the difference between the FY 2009 budget requests and the 2008 funding level, it is possible that Congress could increase funding for NIST activities in its final 2009 appropriations act.  However, at this time, the parties must continue activities consistent with the continuing resolution and its 2008 funding limits ($3,250,000). 
Under the present continuing resolution and any future continuing resolution, the EAC shall transfer to NIST a prorated sum.  This sum is the apportioned expected annual appropriation prorated (multiplied) by the percentage of the year covered by the continuing resolution.  The first transfer of funds shall be in the amount of $1,397,825.00, which represents the amount of the prorated funds through the current continuing resolution, which ends on March 6, 2009.  (See OMB Bulletin No. 07-05)  If Congress passes a budget for FY 2009 which is different from the continuing resolution amount ($3,250,000), the EAC will adjust its future payments (as appropriate) to account for the payments previously made.  EAC shall make the first transfer of funds within 30 working days following the execution of this agreement.  All subsequent transfers under continuing resolution shall be made within 30 working days of the passage of that resolution.
Quarterly Payments.  Upon the passage of a final EAC appropriation (including any continuing resolution that would span the remainder of the Fiscal Year), the EAC shall transfer the remaining funds to NIST on a quarterly prorated basis.  The quarters shall be as follows: 1st Quarter: October 1, 2008 – December 31, 2008; 2nd Quarter: January 1, 2009 – March 31, 2009; 3rd Quarter: April 1, 2009 – June 31, 2009; and 4th Quarter: July 1, 2009 – September 30, 2009.  For any quarter in which payments where previously made (in whole or in part) under a continuing resolution (pursuant to the paragraph above), the EAC shall transfer the difference between the prorated quarterly sum due under the final appropriation and the amount of any payments made under a continuing resolution(s).  In the event a final appropriation provides EAC less funding for NIST activities than provided in the continuing resolution, the difference between the amounts paid and amounts due will be deducted from any future quarterly payments.  EAC shall transfer funds within 30 working days of the first day of the quarter or within 30 working days of the passage of a final appropriation (in the event that the final appropriation is passed in the middle of a quarter). 

6.0 Contacts

All written notices required to be provided under the terms of this agreement shall be sent in writing to persons identified below.
When to NIST:

Mark Skall 
National Institute of Standards and Technology

U.S. Department of Commerce

100 Bureau Drive, Mail Stop 8970

Gaithersburg, Maryland 20899-8900

V: 301-975-3262

When to EAC:

Tom Wilkey
Executive Director
U.S. Election Assistance Commission

1225 New York Ave, NW, Suite 1100

Washington, DC 20005

V:202-566-3100   F:202-566-1392   E: twilkey@eac.gov

The parties agree that if there is a change regarding the contact information in this section, the party making the change will notify the other party in writing of such change.

7.0 Duration of Agreement, Amendments and Modifications

7.1 Effective Date and Term.

This agreement will become effective when signed by both parties.  This agreement will remain in effect for the period beginning the effective date of this IA and ending September 30, 2009 (“FY 2009”). 

7.2 Amendments.
This IA constitutes the entire agreement between the parties and replaces and supersedes any previous verbal or written agreements.  The terms of this IA may be amended upon written agreement of both parties.
7.3 Reporting.

NIST shall provide to EAC a monthly report on the activities conducted by NIST on each of the enumerated tasks in Sections 4.1 – 4.6, by task.  NIST shall provide a quarterly report to EAC regarding the use of funds transferred to NIST under this IA.

7.4 Subject to Funding.

Funds are not presently available for performance under this agreement beyond March 6, 2009. The Government’s obligation for performance of this agreement beyond that date is contingent upon the availability of appropriated funds from which payment can be made.  No legal liability on the part of the parties for any payment may arise for performance under this agreement beyond March 6, 2009, unless funds are made available for performance. 

____________________________________________                             
_______________

Mark Skall








Date

Chief, Software Diagnostics and Conformance Testing Division

National Institute of Standards and Technology

U.S. Department of Commerce

100 Bureau Drive, Mail Stop 8970

Gaithersburg, Maryland 20899-8900

Tel:  301-975-3262
_____________________________________________                            
_______________            John Quick






      

Date

Chief, Finance Division

National Institute of Standards and Technology

U.S. Department of Commerce

100 Bureau Drive, Mail Stop 1620

Gaithersburg, Maryland 20899-1620

Tel:  301-975-2261
______________________________________________                            _______________
Thomas R. Wilkey



  



Date




Executive Director
U.S. Election Assistance Commission

1225 New York Ave, NW, Suite 1100

Washington, DC 20005

Tel: (202)-566-3100

�NIST recommended removing the highlighted language.  Unfortunately, the removal of this language is confusing, because the rest of the paragraph references it.  I have removed most of the paragraph to accommodate NIST (the information is found in other sections). 
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