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This paper contains changes to NIST voting team procedures to  (a) improve communications of information about NIST HAVA-related activities (b) to make sure that communication about NIST’s  role of performing research and requirements writing at the direction of the TGDC subcommittees is consistent. 
This paper includes the following NIST and TGDC roles:
· Voting team – NIST staff

· Contractors – individuals used to perform research and support NIST staff

· Voting team management – Mark Skall, John Wack
· Webmaster and mailing list manager – Thelma Allen

· TGDC members – includes Bill Jeffrey, should be considered to include EAC staff such as EAC Commissioner Davidson and Executive Director Tom Wilkey
· TGDC subcommittee chairs – HFP: Whitney Quesenbery, STS: Ron Rivest, CRT: Dan Schutzer

· NIST subcommittee leads – HFP: Sharon Laskowski, STS: Bill Burr, CRT: Alan Goldfine

This paper contains the following sections:

1. Overall principles of operations
2. Use of email lists

3. Telecon procedures

4. Papers prepared for subcommittees

5. TGDC Presentations and Invited Papers/Presentations

6. Postings to the voting web site
7. Appendix A – Examples of appropriate language in papers for the TGDC

8. Appendix B – Example layout for papers for the TGDC

1.  Overall Principles of Operations
Some overall principles expressed throughout this paper are:

1. Always assume everything will be made public – Anything written by NIST staff, NIST contractors, or anything spoken on TGDC subcommittee telecons should be assumed to be available to the public upon request and subject to a potential FOIA.  This applies to everything - there is no such thing as NIST-internal-only email or documents. 
2. Do not make recommendations – NIST’s role is to perform research, draft white papers, and draft the VVSG for the TGDC subcommittees.  The subcommittees recommend the material to the rest of the TGDC. 

3. Conduct all communication professionally – In email, papers, telecons, meetings, conferences, etc., keep text and remarks professional, do not include personal opinion. 

4. Include the appropriate disclaimers on all materials – Papers and presentations need disclaimers, which are detailed in following sections.  Email sent to voting team lists get a disclaimer added automatically. 
5. Communicate potential controversial issues – In general, make sure John Wack and Mark Skall know about issues if you sense a problem or controversy developing. 
2. Use of Email and Email Lists
Always assume whatever you write in email will be made public.  Keep all emails professional, without  personal opinion, and do not make recommendations. All email lists are archived by NIST.
Thelma Allan maintains all email lists.  Send list modifications and updates to Thelma and cc: John Wack and Allan Eustis.

· wgvote – use this list for internal voting team communications, announcements.  Includes NIST voting team staff and also includes NIST legal and public affairs (e.g.,  Mike Rubin and Jan Kosko).  This list does not include contractors. 
· tgdc – use this list ONLY to send subcommittee meeting announcements and agendas; do NOT send anything else to this list.   Includes all TGDC members and their assistants (including Bill Jeffrey), EAC commissioners and staff, NIST voting team management and subcommittee leads, and NIST legal and public affairs.  
· crt_members, hfp_members, sts_members – use these lists for sending drafts, conducting subcommittee discussions (e.g., input on issues, pros and cons of approaches), logistical arrangements, etc.  Includes the TGDC members of respective subcommittees and NIST staff supporting the subcommittee. 

· internal-crt, internal-hfp, internal-sts – use these lists for internal-only subcommittee discussions for NIST staff supporting the subcommittee. Includes NIST staff supporting the subcommittee.
3. Telecon Procedures

All subcommittee agendas, notes, and telecons recordings are archived and made publicly available via the voting site.  Any documents referred to in these communications may be requested by members of the public.  Again, all communications must be professional and without personal opinion.  Do not make recommendations.
General telecon procedures are as follows:
· The NIST subcommittee lead prepares an agenda and sends to mailing lists at least one week prior to the telecon: NIST has stated in the Federal Register that it will post agendas to telecons at least one week prior to the telecom; therefore the agenda MUST be sent out on or before that date.  Send this to the following:

· The respective subcommittee list, cc: the TGDC list
· Thelma Allen (who will post it on the TGDC-protected site and the public site)
and in the subject line, announce, e.g.:
May 15 STS Subcommittee Meeting Announcement and Agenda
· If a NIST contractor will be on the telecon, include this in the agenda:  Include the name(s) of the contractor and their affiliation in the agenda and state that he/she will be included on the telecon.

· Start the meeting with a review of the agenda and action items from the previous meeting: As a way of driving the meeting and ensuring that progress is being made, the NIST subcommittee lead or subcommittee chair should review action items from the previous meeting and get consensus on this meeting’s agenda.

· End the meeting with a recap:  The NIST subcommittee lead should reserve 5-10 minutes at the end of the meeting to review the meeting, go over action items, and discuss the agenda for the next meeting.  For every action item, record the person responsible for the item and the date for completing it. 
4. Procedures for Papers 

As stated previously, assume all papers, regardless of whether they are written for NIST staff or for subcommittee discussions or for TGDC meetings, are publicly available.  In general, they must be made available to the TGDC via a directory located on the voting site, and they must be made available to the public upon request.  Again, there is no such thing as a NIST-only or TGDC-only paper.
First, it is important to know what is meant by a “paper.”  A contractor report IS a paper.  Email is NOT a paper (email sent to voting lists is archived automatically).  There are three basic types of papers: 

1. Papers discussed at TGDC meetings or subcommittee telecons: These are papers that are explicitly intended to go to the TGDC.
a. Papers discussed at TGDC meetings are made available to the public one week prior to TGDC Plenary meetings via the voting web site.
b. Papers discussed at subcommittee telecons are not made publicly available by default, but they could be requested by the public (e.g., someone listening to a subcommittee telecon recording may request any papers discussed). 
2. Papers discussed by the NIST voting team only:  These papers are intended for NIST discussion but not necessarily to be discussed by subcommittees or the TGDC as a whole.  
3. Research papers written for conferences or journals:  These papers are publicly available after completing appropriate NIST publication process and voting team management review.
Any paper in categories 1 and 2 must be sent to Thelma Allan, who will post the paper on the voting site in a directory accessible to the TGDC but not the public (papers discussed at TGDC meetings are made available to the public in a different directory).  
Some general rules for each type of paper are discussed below:
4.1 Papers discussed at TGDC meetings or telecons
Papers for the TGDC shall include disclaimers (see below), format and structure.  Papers shall not include names of NIST authors, the text ‘NIST recommends”, or the NIST logo. 
Papers shall reflect that they are prepared at the direction of a subcommittee.  They must be perceived as representing a subcommittee position or as research clearly directed by a subcommittee; they cannot be perceived as representing a NIST position.  
Guidelines for these papers are:   
· Title:  The title of the paper shall include the words “Prepared at the direction of the XXX Subcommittee of the TGDC” and the date of creation. 

TITLE

Prepared at the direction of the XXX Subcommittee of the TGDC

Date
· Disclaimer:  Include this disclaimer after the title: 
This paper has been prepared by the National Institute of Standards and Technology at the direction of the XXX subcommittee.  It may represent preliminary research findings and does not necessarily represent any policy positions of NIST or the TGDC.

· Authorship: No NIST or contractor names shall be mentioned as authors.
· Header:  Include a header as you wish, such as the title of the paper. 
· Footer: Include in the footer of every page:
This paper has been prepared at the direction of the XXX subcommittee. It does not necessarily represent any policy positions of NIST or the TGDC.

· Don’t Mention ‘NIST’ in the text: ‘NIST’ should be mentioned only as necessary.  Nowhere shall there be any statements such as “NIST recommends.”  Use words such as “An option discussed is…” or “One conclusion drawn from the research is…”  Above all, keep it simple.

· Additional boilerplate: Include on the back of the title page a forward to all reports, papers etc. that includes: 
The Technical Guidelines Development Committee is an advisory group to the Election Assistance Commission (EAC), which produces Voluntary Voting System Guidelines (VVSG). Both the TGDC and EAC were established by the Help America Vote Act of 2002. NIST serves as a technical adviser to the TGDC.
· Justify assertions, avoid opinions: If any statements of fact are made in the paper that could prove controversial - alert voting team management. Reference or justify statements of fact, anecdotes, etc. Otherwise, the statements may get interpreted as opinions of NIST.
· Tracked changes and comments: If track changes/comments has been used, either remove them or ensure they are appropriate to keep in the document.  Remove track changes/comments on TGDC plenary documents.
4.2 Papers discussed by NIST voting team only
These papers don’t necessarily need the same headers/footers and titling.  However, the papers are available to the TGDC via the voting site and are available to the public upon request, thus they should be written accordingly, .i.e., don’t use “NIST [or I] recommends,” or personal comments and opinions. 
Guideline for these papers are:

· Document identity: Include a title, author or contact name, date, version (if appropriate) or other appropriate identify information on all papers.  

· Footer: Include in the footer of every page:

This paper does not necessarily represent any policy positions of NIST or the TGDC.
· Observe all other rules as for papers to be discussed by the TGDC 

4.3  Research papers (papers not prepared for TGDC)
Research papers shall abide by all NIST publication processes and standards.  At the same time, they need to be cognizant of the NIST-TGDC relationship and the need to avoid taking positions.  Thus, it would be appropriate to include the same disclaimer as is used for public TGDC papers or a variant that is appropriate for the audience of the paper, e.g., 
This paper does not necessarily represent any policy positions of NIST.

Also, do not use “NIST [or I] recommends,” in the text.
5. Procedures for Presentations – TGDC, Invited
There are two types of presentations: those prepared for TGDC Plenary meetings and those prepared for other forums, e.g., conferences.   All presentations shall follow the same rules for content as for papers and should be reviewed by (at a minimum) the voting management team.  The primary rules are as follows:
· TGDC presentations:  Use the slide presentation template (located at http://vote.nist.gov/TGDC/vvsg07.html).  The template does not include NIST logos or the NIST name on the presentation.  Include the name of the subcommittee for which your presentation represents and include your name indicating that you are NIST staff providing support to the subcommittee, e.g., 

Firstname Lastname

NIST staff supporting XXX subcommittee.  
· Invited conference papers and presentations: Consult with John Wack or Mark Skall before accepting any speaking opportunities in which the TGDC or NIST voting activities will be discussed.  Depending on the topic and venue, you may be asked to decline the invitation (e.g., NIST views on the need for paper trails).  If you do accept the invitation, all materials (i.e.,  presentation slides and papers) shall:

· be submitted to the voting team management for review,

· adhere to NIST policy and process for publications and presentations (e.g., WERB),

· not make policy statements or recommendations,

· not make technical recommendations, except when vetted by the voting team management and appropriate NIST management (as determined by voting team management),

· identify your affiliation with NIST and if appropriate include your role as NIST voting team supporting TGDC activities under HAVA,

· use appropriate disclaimers and caveats. 

6. Procedures for Voting Web Site Postings

There are ‘two’ NIST voting sites – the public site at http://vote.nist.gov and the protected pages for the TGDC and internal use at http://vote.nist.gov/TGDC.  Thelma Allan is the webmaster, John Wack to serve as backup.  
For postings on the public site:
· All material needs to be sent to Thelma Allan, cc: John and Allen. 

· Remove all track changes and comments.

· Non-PDF files are preferred; Thelma will convert them to PDF. 

· If possible, indicate where the document should be posted. 

· Thelma and John are the only ones to post to the public site. 
· NIST-centric pages will have a standard NIST appearance.
· TGDC-oriented pages will use a different header that doesn’t include the NIST logo.
· All documents will be put into PDF by Thelma. Send her your original MS Word or other format (exceptions as necessary).

For postings on the protected internal site:

· Material needs to be sent to Thelma, cc: John (unless you are posting it yourself). 
· Make sure all rules from #4 Papers prepared for TGDC, above are satisfied,

· Even though the site is protected, assume that the material could become public or could be the subject of a FOIA.

· If posting MS Word documents, ensure all tracked changes/comments have been reviewed for content or accepted/removed.

APPENDIX A: Examples of appropriate language
Some samples of text that shows good or not-so-good methods for discussing research conclusions and suggested approaches are as follows:

1. Good in general:  
This discussion paper describes the direction that the current VVSG'07 draft takes regarding marginal marks. This direction was arrived at after analysis of feedback collected from TGDC members and …

2. Case:  NIST research of an issue is presented to subcommittee for discussion

Not-so-good:  

(from Alternative Language Paper.  This follows a list of approaches for 2 issues and pros and cons of each)
4. Conclusions

RECOMMENDATION: with respect to issue 2.1, the VVSG should specify in more detail which features are required for the support of any alternative language.

RECOMMENDATION: with respect to issue 2.2, the VVSG should clarify which of the two approaches above (3.1 or 3.2) is intended.

Substantively, the issue of whether to mandate support for all languages is more difficult. From an economic perspective, it makes more sense to allow some vendors to specialize in difficult languages (and charge accordingly) and let others limit themselves to a simpler customer base. This way, the total cost of implementation is reduced (Total cost = cost per model times #models; thus fewer models leads to lower cost).

Set against this is the improved bargaining position of a few vendors. If a jurisdiction needs a system that supports Tagalog and only two vendors have such a system, the jurisdiction has a weak negotiating position.

RECOMMENDATION: The VVSG should specify the second approach if the EAC decides to use the first approach, it should make an exception systems and non-audio DREs with respect to oral languages. 
Not-so-good made good:

4. Conclusions

Issue 2.1:  The analysis suggests that the VVSG should specify in more detail which features are required for the support of any alternative language.

Issue 2.2:  The VVSG should clarify which of the two approaches above (3.1 or 3.2) is intended.

Substantively, the issue of whether to mandate support for all languages is more difficult. From an economic perspective, it makes more sense to allow some vendors to specialize in difficult languages (and charge accordingly) and let others limit themselves to a simpler customer base. This way, the total cost of implementation is reduced (Total cost = cost per model times #models; thus fewer models leads to lower cost).

Set against this is the improved bargaining position of a few vendors. If a jurisdiction needs a system that supports Tagalog and only two vendors have such a system, the jurisdiction has a weak negotiating position.

The analysis suggests that the VVSG should specify the second approach.  If the EAC decides to use the first approach, it should make an exception systems and non-audio DREs with respect to oral languages. 

3. Case: This approach discusses a problem and then solves it
The accuracy metric in the 2002 VSS and VVSG'05 is problematic in several ways.

a. Rather than a single, end-to-end system accuracy requirement, an error rate is applied separately to each low-level operation in the process (e.g., detecting selections on an optical scan ballot, storing selections into DRE memory, etc.) ([5] I.4.1.1). Most of these low-level operations are unobservable, hence the requirements are untestable. Moreover, there is no demonstrable relationship between the end-to-end error rate and the error rates of the low-level operations. Low-level errors may be amplified or corrected by other elements of the system.

b. The metric to be used in accuracy testing is ambiguous. The specified test protocol ([5]

II.C.5) conflates ballot positions (voted or unvoted) with votes (only the voted ones) in the determination of volume. The test protocol in the 1990 VSS uses votes, not ballot positions ([2] F.5 and F.6).

c. The Bernoulli process assumed by the 2002 VSS and VVSG'05 is an invalid model of tabulation. A Bernoulli trial can only succeed or fail, hence the number of errors should be bounded by the number of ballot positions. In fact, a system can do worse than count every ballot position incorrectly: It can manufacture an unbounded number of additional "phantom votes" out of thin air. The Poisson process is a more valid model, allowing for the possibility of more than one error per unit of volume.

d. In the determination of error, it is unclear how inaccuracies in ballot counts and totals of undervotes and overvotes factor in. It is possible that the main vote total could be as

expected but one of the other numbers could be completely wrong.

In the working draft, these problems have been remedied by defining a new metric, report total error rate, that considers only the accuracy of every count and total appearing in a vote data report. This expunges the untestable requirements on individual, low-level operations.

4. Case: This approach has the subcommittee make the recommendation

This paper discusses issues with wireless communications used with voting systems and presents STS recommendations for wireless-related requirements in VVSG 2007. 
…
The purpose of this paper is to inform the TGDC about the issues regarding use of wireless and present rationale for the associated STS recommendations. 
1.1 Summary of STS Recommendations 
The primary STS recommendations discussed in this paper are as follows: 

1. No radiofrequency wireless permitted on voting systems: STS recommends against permitting use of RF wireless in conjunction with voting systems or, for that matter, any system used in a polling site while polling is taking place. 

2. Place modems on special devices: STS recommends that wireless modems used to upload election night results be located on separate devices that are specially configured for this purpose. 

3. Restricting use of infrared wireless: STS recommends that IR wireless continue to be permitted, but that its use be limited to applications where the IR port can be shielded from external observation; that is IR devices may be used in situations where a device is plugged into a shielded slot as a substitute for a physical electrical contact. 

APPENDIX B: Sample paper layout for a paper produced for the TGDC
(located at http://vote.nist.gov/TGDC/vvsg07.html)
Fields in Cast Vote Records
Prepared at the direction of the STS Subcommittee of the TGDC

January 12, 2007

This paper has been prepared by the National Institute of Standards and Technology at the direction of the STS subcommittee of the Technical Guidelines Development Committee (TGDC).  It may represent preliminary research findings and does not necessarily represent any policy positions of NIST or the TGDC.

The Technical Guidelines Development Committee is an advisory group to the Election Assistance Commission (EAC), which produces Voluntary Voting System Guidelines (VVSG). Both the TGDC and EAC were established by the Help America Vote Act of 2002.  NIST serves as a technical adviser to the TGDC.
Rest of the paper starts here.
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