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The objective of the EAC testing and certification program is to assure that the US election system achieves the highest possible degree of reliability, accuracy, security and usability, including accessibility.  The publication of the VVSG is a critical component of the system that is needed to implement the testing and certification program.
However, the testing and certification program is a system with multiple processes.  The weak link in the chain may well determine the total effectiveness of the system.

This memo asks the question, “What should the priorities of the TGDC and NIST be, now that the VVSG has been published?”  Clearly one alternative is work on the next revision of the VVSG, but this is only one alternative.

Listed below, in the author’s perception of priority, are items that could be considered for attention from the TGDC and NIST.  The various items are grouped into a high priority, medium and low priority category.  The difference in these categories is based on the potential impact of each item to the effectiveness of the total conformity assessment system.

The intention is to initiate discussion and mature what is below into a prioritize task list for the TGDC and NIST that has a strong consensus.  To that end a version number has been put on this memo and as input and comments are received it is intended that the memo be updated and ultimately advance to the TGDC for consideration.

The following is an outline, in priority order of the various items the TGDC and NIST may want to consider.  No doubt resources will not permit all of these issues to be addressed or at least addressed in detail.   Therefore priorities must be set and resources allocated so as to provide maximum benefit.
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I. High Priority Issues

I.1 System Identification & Verification

System identification is a critical element of the certification process.  Certification test reports must have sufficient detail so that a test system can be verified to be identical and without modification in hardware or software to the system that was certified.  Without the ability to verify that deployed systems are identical to the certified system a major weakness exists in the certification process.

I.1.1 Software Distribution and Verification

Implementation of the software distribution and verification system.  Much as been discussed about the use of HASH codes and escrowing software at the NIST NSRL.  The Election Center at Kennesaw State University has developed the most mature system for securely distributing certified software and verifying that software used in election systems is identical to that which was certified.  Much work is needed to promulgate the work of the center and further mature it to support equipment from multiple vendors and the management practices in multiple jurisdictions.  

A separate paper and project plan has been developed on this item and is being circulated for review and comment.

I.1.1.1 Trusted Build

A subtopic of the software distribution and verification is that of what constitutes a trusted build.  Careful safeguards need to be in place to assure that executable code produced by a build is represented by the source code input to the build and that no other code was incorporated during the build.
The record keeping for a trusted build must be adequately defined so that the original build may be recreated.  Secondly, it is important that builds with modified components be performed with only the identified modifications included and all others components maintained as their original version.
I.1.1.2 Trusted Archive

Many have advocated the use of the NIST NSRL as a trusted archive for election software.  That enthusiasm is probably well placed.  However, the features that are desired in a trusted archive for election software have not been clearly identified.  It may be that the NIST NSRL must have additional features added to fully serve the needs of a trusted archive for election software.  It may be that other archives are also perfectly adequate or even potentially superior, such as archives currently provided for Georgia by the Kennesaw State University Center for Election Systems.   What is needed is a clear description of what is required of a trusted archive and how a trusted archive for election software would be accredited.
I.2 Certification of Modified Systems

Modifications, both hardware and software, are an ongoing reality.  Qualification of modifications should be as efficient as possible to allow needed changes to be deployed.  However, the integrity of the certification must be maintained and so some level or review and testing is required.  Guidance for VSTL staff and vendors is needed on how to develop a test plan for modifications to certified systems.
I.3 COTS Guidance

More guidance is needed in the area of COTS.  Several specific things are needed.  
I.3.1 Definition of COTS

Clearer definition is needed of exactly what is allowable as COTS and what is not.  In addition further clarification is required as to what evaluation is reduced for COTS.

COTS seems to be built on the assumption that a product meets three criteria:

1. It is widely sold and used by many users

2. It has received multiple evaluations by various organizations and has proven reliable by its use in many settings.

3. It can be clearly identified with well maintained version control

4. If problems with the product exist it is likely to be widely reported due to its general use

The rational is that some tests do not need to be rerun for EAC certification because those tests have already been run many times by other organizations.  Further, field experience shows the practical utility of the product.

However, requirements that are somewhat specialized or of particular interest to EAC certification have never been suggested for elimination.  The demarcation between what testing may be eliminated and what may not be eliminated for COTS products needs clearer guidance.

I.3.2 Interchangeability of COTS

The certification test report should clearly identify which components were treated as COTS.  An objective rational is needed by with VSTL test personnel may judge whether a particular component truly is COTS.  A conceptual boundary should be provided with each COTS component.  Within that conceptual circle the vendor may swap COTS components at their discretion.  An example might be that any 128 MB memory module can be arbitrarily used, regardless of the vendor.  Outside of the conceptual circle some level of review would be required before the vendor could change components.  An example might be a revision of the operating system used in a system.

II. Medium Priority Issues

II.1 Incorporation of Field Experience

The VVSG intends to deliver a high level of performance in deployed systems.  There is a need to construct a system for review and analysis of field experience information and incorporate the findings of that experience into either the testing to the current VVSG or to future revisions of the VVSG.

Because there are not yet any systems qualified to the VVSG what is needed now is analysis of field problems, asking the question, “If this system had been qualified by the EAC as meeting the VVSG would this problem have been prevented?”  When it becomes clear that a field problem that is equipment related might not have been prevented then there is the possibility of improving either the test methods or revising the VVSG to improve the system.

With the 2006 election immanent, have the preparations been made so that the experience of these elections will be accurately obtained, analyzed and used for the future good of the US election system?
II.2 Equipment Specification Linkage with Management Guidelines

Identify linkages between the VVSG equipment requirements and the management guidelines.  The outcome of this effort would be a specific section in the final certification test report in which these linkages are identified for the benefit of state and local officials.  This second would advise state and local officials of the recommended management practices that are linked to each certified system.

An example is the periodic updating of passwords.  Passwords should be periodically changed to maintain security.  Voting equipment can automate this process and require the user to periodically change passwords.  However, if a system does not provide this function then a management practice should be in place that assure the periodic changing of passwords.  This is only one of many such linkages between equipment features and management practices.

The following areas are being largely dealt with in the EAC’s management guidelines effort.  The TGDC involvement might be one of coordination and input on specific points, where that input would be helpful.

II.2.1 Local Acceptance Testing

Guidance is needed on acceptance testing.  Local jurisdictions should have best practice guidance on how to evaluate delivered units to assure first that they are identical to the certified system and secondly that the delivered systems continue to meet critical specifications.

II.2.2 Best Practices for Pre-Election Testing

Pre-Election testing, like acceptance testing is another area were guidance is needed.  A solid contribution can be made by improvements in the pre-election equipment verification process.

II.3 Standard Test Plan

A standard test plan is needed.  The first generation of such a test plan would research and document the best current test plans of the current ITA’s.  Future versions would further develop and delineate the test methods to be used.

As the test plan must be modified for the specific needs of candidate systems the EAC technical reviewers could discuss those modifications with the VSTL test engineers with both starting from the common basis and understanding of the standard test plan.

II.3.1 Development of Test Methods

A component of developing a standard test plan is the selection or develop of test methods.  Specifications are less effective without the context of a specific test method for compliance verification.  Test methods can strengthen or weaken a specification.  Ultimately a system never meets a set of specification but rather passes a set of qualification tests that are chosen to show compliance with specification.  That distinction may be subtle but it is important.

II.3.2 Coordination with State Certification Testing

A related but separate component of developing test methods is to work with state and local officials so that VSTL testing is as integrated as possible with the efforts of state and local officials.  Evaluation at the national, state and local levels should be cumulative and additive in their contribution.  However, work is needed to assure that is achieved and equally make sure that gaps are not left unattended.

An example is that current optical scanners are tested on the national level using a clean card deck.  However, in real elections card decks have a range of defects.  Some states therefore include testing with realistic card decks in their evaluation.  While much could be said about this topic, at a minimum state officials should clearly know what is done at the national level so that their own evaluation efforts are built on accurate information.
II.4 Standard Test Report

A standard test report is also needed.  The first step would be as simple as developing a uniform structure for final EAC certification test reports.

II.4.1 Support for State and Local Officials

A key element in this effort would be to work with state and local officials so that the EAC certification reports are structured so as to best serve the needs of these officials.

The organization and structure of the test report can do much to help or hinder the review process and the usability of the report by the various parties that will use the certification test reports in various ways.

II.4.2 Searchable Database for Test Reports

A component of the test report development could be to develop a database structure to receive the various components of the test report.  Such a database would make the report easier to search in various ways. 

As the certification program develops having all the test reports in a searchable database will allow various kinds of analysis to help the program and other efforts.

II.5 Vendor Qualify and Configuration Management Systems

Currently the VVSG has some but limited material on vendor quality and configuration management systems.  While vendors are required to file a description of their quality and change management system with the TDP what the evaluation criteria are is vague.  What is needed is a clear benchmark by which these requirements of the VVSG can have real meaning.  It is of course extremely important that vendors operate under effective quality and configuration management process.

ISO Guide 62 provides general requirements for a third-party body dealing with certification/registration of quality systems has to meet if it is to be recognized as competent and reliable.  This task may be as focused as reviewing ISO Guide 62 for application to the VVSG and EAC certification process and applying the findings of that study.
II.6 Software Verification Methods

Software verification is a specific area that is receiving much attention.  Research is needed to bring into this arena the best software verification practices available.  Close work with the vendor community would be required as some of the best new practices require the use of certain software languages or development tools.  The outcome of this effort would be the promulgation of interlinked and cumulative evaluation techniques that increase the confidence of the reliability of voting system software.  A second outcome could be a cooperative technology roadmap with the vendor community intended to implement a planned migration to a more secure and verifiable software development system.

II.7 Specification of Non-Specified System

Currently some systems and functions are not included in the VVSG and have no national specifications.  Examples are phone voting and overseas and military voting.  These functions need technical specifications to assure that they meet the same requirements as the rest of the voting system.  Without specification the risk is that these may become the weak link the election system.

III. Low Priority Issues

III.1 Unintended Consequences

Many unintended consequences may arise from the implementation of the EAC certification process and the adoption of the VVSG.  Currently little information is available on topics such as:

· What is the cost of testing to the VVSG and will this prevent some vendors and some systems from coming to market?

· What is the cost of testing modifications to certified systems and is the cost so high that vendors will be motivated to not submit modifications or not introduce needed modifications?

· Have the additional safeguards being introduced, both in the equipment and management guidelines created a problem with poll worker recruitment and training?

· Are states more or less likely to incorporate the EAC certification into their own processes?
III.2 Training and Support for VVSG
The VVSG provides specification for the certification process.  However, those who perform various function in the certification process require training, ongoing feedback and support.  The development of these functions to assure that the people performing various functions understand their role and are equipped to perform it with excellence is a needed addition to the system.
III.3 General Revision of the VVSG

Any standard is a living document.  Periodically it should be reviewed and revised to better serve its intended purpose.  Certainly the VVSG must be periodically revised.

In the international standards arena revisions are typically required no less frequently than every five year.  Revision efforts can range from reaffirmation that a standard continues to be adequate and requires no revision to complete rewriting of the document.

The issue at this time is what is the basis for revising the VVSG before any systems have been qualified to the current version and before there is any field experience on the adequacy of those systems for their intended function?

Looking to the future, one focus of a revision to the VVSG might be to address any issues that arise in the development of the model test plan and test report.  This would imply a more limited revision intended to improve the current version as it is implemented into the EAC certification process.  A companion goal might be to focus on the integration of the VVSG with state certification efforts and refine some areas so as to improve the integration between these processes.
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