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Supplemental Guidance on COTS
Introduction
This memo was developed to present and explore some proposals regarding the treatment of COTS in the VVSG.  Some of this material arose out of some recent E-Mail exchanges with Ron Rivest and others.  Last week on the TGDC STS committee call some of this material was discussed.  Other portions of the material are new.

The memo first explores and seeks to make clear the underlying assumptions regarding COTS.  To qualify as COTS a component must meet the assumptions that allow for some exemption from testing.  

In developing this memo it became clear that to qualify a component as COTS there are two validations required.  The first is to qualify that a component in fact qualifies as COTS, e.g. it is commercially available, widely used in fields other than voting equipment, etc.  However, to allow limited exemption from testing a second validation is required.  The second validation is that the requirement of the component in those other uses is substantially similar to the requirement for the component when used in voting equipment.  An example might be a component that is widely used in video games where the RF immunity requirements are generally 3 V/m.  That component should not receive an exemption from RF immunity testing in voting equipment where the requirement is 10 V/m.  The requirements in this case of voting equipment are much more stringent that those for video game equipment.

This memo then explores the limited exemption from testing currently available in the VVSG.

Finally a proposal is set forth as to how COTS components listed by NIAP might be given some preferential treatment for security evaluation.

The last 10 pages of this memo extract all discussion of COTS in the current VVSG.  It is provided as a convenience for the discussion.  A review of this material is interesting in several respects.  It may be a surprise to some to learn that COTS is actually required for use in some situations.  For example ballot images are required to be stored in a format that can be read by COTS equipment.  It is also required that digital signatures of software be capable of validation by COTS utilities.

Qualification as COTS

In its glossary, Vol. I Sec. A.1 COTS is defined as:

commercial off-the-shelf (COTS): Commercial, readily available hardware devices (such as card readers, printers or personal computers) or software products (such as operating systems, programming language compilers, or database management systems)
To qualify as COTS then following criteria must be met:

(a) The component must publicly available at the time a vendor submits a voting system containing that component for evaluation.  (It may be for sale or may be available for free.)

(b) The component must be in widespread use outside of use in voting equipment or election systems (e.g. at least 10,000 instances of that component in other products or applications),

(c) The component must be maintained by an organization that has been in existence for at least seven years,

(d) The vendor or organization that provides the component must carefully mark each version of that product with explicit version numbers, and maintain a configuration management program consistent with generally accepted industry standards.

If a component meets these requirements it is judged to be a valid COTS component.  To receive a limited exemption from evaluation to the requirements of the VVSG the component must then be verified to be unmodified from its commercially available version and it must be shown that its use in other applications places substantially similar requirements on it as does its use in a voting system.

Validation of COTS components

A validation of COTS components may be performed by the VVSG.  One means of validating that COTS components are unaltered from there commercially available version is performed by obtaining from the open market COTS components used in the system and substituting them for the vendor supplied components.  The criteria is that the resulting system, with the COTS component purchased from the open marked shall perform identically to the vendor supplied system.

This validation may also be performed by the vendor supplying two instances of the system being evaluated, one of which is fully functional, and one of which does not contain any COTS components.  The VSTL would then obtain the COTS components, and to integrate them into the second system (using COTS product numbers, version numbers, and instructions from the TDP).  The resulting second system shall be identical in every way to the first system, otherwise the designated components do not qualify as COTS and/or the voting system fails testing.  

This framework assumes that the integration work is reasonable and feasible for the testing lab to implement.

Validation of COTS requirements
COTS components are not automatically exempt from any testing.  The possibility of COTS components being exempted from testing is predicated on the following assumptions:

1. The requirement placed on the COTS component in other applications must be similar to those required of the component when used in a voting system.

2. It is assumed that because COTS components are used widely in a number of applications their field performance validates there suitability for their intended purpose.  

3. It is further assumed that the widespread use of the COTS component indicates that it has been evaluated multiple times before being qualified for use in other applications.

The primary assumption is that the requirements of the COTS component in other applications are generally similar to the requirements of that component in a voting system.  Where this is not the case then the COTS component shall be tested for suitability for use in a voting system.  For example, COTS components should not be automatically approved for use without evaluation that the component meets the security requirements of the VVSG.  Some COTS components are known to be insecure or unreliable, but are used widely in applications where those vulnerabilities are acceptable.  Hence, COTS components that are widely used in applications were security is not a major concern may not be automatically qualified for use in voting systems.

A VSTL or EAC reviewer may request additional documentation to verify the validity of these assumptions.

Testing Exemptions for COTS

The VVSG only provides for specific exemptions of testing for COTS components.  The specific requirements and exemptions for COTS are:

1. VVSG Vol. I Sec. 4.1.2 allows exemption from testing to the hardware environmental requirements.  VVSG Vol. II Sec. 4.2.1 & Sec. 4.6.1 provide further guidance of the exemption available from hardware testing of COTS components.

2. VVSG Vol. I Sec. 5.1.1 specifically requires COTS to be evaluated for the software source requirements.  However, VVSG Vol. I Sec. 5.2.3 exempts COTS from evaluation for compliance with the software modularity and programming requirements.  VVSG Vol. II Sec. 1.3.1.3 & Sec. 5.2 limits the source code review required to validation that COTS software is unmodified or altered from its commercial version.

3. VVSG Vol. I Sec. 7.1 specifically requires COTS to be evaluated for compliance with the security requirements.

4. VVSG Vol. I Sec. 7.5.3 places specific requirements on COTS components used in systems that access the public telecommunications networks.

Allowance for NIAP listed COTS

The National Information Assurance Partnership (NIAP) is a U.S. Government initiative originated to meet the security testing needs of both information technology (IT) consumers and producers. NIAP is operated by the National Security Agency (NSA). The National Institute of Standards and Technology (NIST) works with NIAP through its National Voluntary Laboratory Accreditation Program (NVLAP). NVLAP serves as the accreditation body for the accreditation of NIAP Common Criteria Testing Laboratories (CCTLs).

NIAP lists commercial software that has been evaluated and validated in accordance with the provisions of the NIAP Common Criteria Evaluation and Validation Scheme. Products on the NIAP list have been evaluated and accredited at licensed/approved evaluation facilities in the U.S. for conformance to the Common Criteria for IT Security Evaluation (ISO Standard 15408).

The products are listed according to the Evaluation Assurance Levels, from EAL1 up to EAL7.  The seven EALs are as follows:

· EAL1 - functionally tested

· EAL2 - structurally tested

· EAL3 - methodically tested and checked

· EAL4 - methodically designed, tested and reviewed

· EAL5 - semiformally designed and tested

· EAL6 - semiformally verified design and tested

· EAL7 - formally verified design and tested
A VSTL may exempt COTS components from some component level security evaluation if the component is listed on the NIAP site as achieving at least an EAL3.  However, it should be noted that Common Criteria evaluations and validations address individual COTS products.  In most cases, the ultimate information system is composed of multiple products; thus, an assessment must be made of the integrated set of products operating together as a system.  The security certification and accreditation process articulated in the VVSG and NIST SP 800-37 provides guidance on system level assessments.
VVSG-2205 Treatment of COTS 
In the VVSG-2005 the following sections are relevant to determining if a component qualifies as COTS and to evaluation of COTS components:

VVSG Volume I
1 Introduction

1.1 Purpose and Scope of the Voluntary Voting System Guidelines 
…

Some voting systems use one or more commercial off-the-shelf (COTS) devices (such as card readers, printers, and personal computers) or software products (such as operating systems, programming language compilers, and database management systems). These devices and products are exempt from certain portions of system certification testing, as long as they are not modified for use in the voting system.
…

4.1.2 Environmental Requirements 

…

All voting systems shall be designed to withstand the environmental conditions contained in the appropriate test procedures of the Guidelines. These procedures will be applied to all devices for casting, scanning and counting ballots, except those that constitute COTS devices that have not been modified in any manner to support their use as part of a voting system and that have a documented record of performance under conditions defined in the Guidelines.
…

5.1.1 Software Sources

The requirements of this section apply generally to all software used in voting systems, including:

• Software provided by the voting system vendor and its component suppliers

• Software furnished by an external provider (for example, providers of COTS operating systems and web browsers) where the software may be used in any way during voting system operation

• Software developed by the voting jurisdiction

….

5.2.3 Software Modularity and Programming

Voting system application software, including commercial off-the-shelf (COTS) software, shall be designed in a modular fashion. However, COTS software is not required to be inspected for compliance with this requirement.

….

7 Security Requirements

7.1 Scope
….

The requirements apply to the broad range of hardware, software, communications components, and documentation that comprises a voting system. These requirements apply to those components that are:

• Provided by the voting system vendor and the vendor’s suppliers

• Furnished by an external provider (i.e., providers of personal computers and COTS operating systems) where the components are capable of being used during voting system operation

• Developed by a voting jurisdiction

….

7.4.6 Software Setup Validation

a. Setup validation methods shall verify that no unauthorized software is present on the voting equipment.

b. The vendor shall have a process to verify that the correct software is loaded, that there is no unauthorized software, and that voting system software on voting equipment has not been modified, using the reference information from the NSRL or from a State designated repository.

i. The process used to verify software should be possible to perform without using software installed on the voting system.

ii. The vendor shall document the process used to verify software on voting equipment.

iii. The process shall not modify the voting system software on the voting system during the verification process.

c. The vendor shall provide a method to comprehensively list all software files that are installed on voting systems.

d. The verification process should be able to be performed using COTS software and hardware available from sources other than the voting system vendor.

i. If the process uses hashes or digital signatures, then the verification software shall use a FIPS 140-2 level 1 or higher validated cryptographic module.

ii. The verification process shall either (a) use reference information on unalterable storage media received from the repository or (b) verify the digital signature of the reference information on any other media.

e. Voting system equipment shall provide a means to ensure that the system software can be verified through a trusted external interface, such as a read-only external interface, or by other means.

i. The external interface shall be protected using tamper evident techniques

ii. The external interface shall have a physical indicator showing when the interface is enabled and disabled

iii. The external interface shall be disabled during voting

iv. The external interface should provide a direct read-only access to the location of the voting system software without the use of installed software

f. Setup validation methods shall verify that registers and variables of the voting system equipment contain the proper static and initial values.

i. The vendor should provide a method to query the voting system to determine the values of all static and dynamic registers and variables including the values that jurisdictions are required to modify to conduct a specific election.

ii. The vendor shall document the values of all static registers and variables, and the initial starting values of all dynamic registers and variables listed for voting system software, except for the values set to conduct a specific election.

….

7.5.2 Protection Against External Threats

….

b. Voting systems that use public telecommunications networks shall provide system documentation that clearly identifies all COTS hardware and software products and communications services used in the development and/or operation of the voting system, including operating systems, communications routers, modem drivers and dial-up networking software.

i. Such documentation shall identify the name, vendor, and version used for each such component

.….

7.5.3 Monitoring and Responding to External Threats

Voting systems that use public telecommunications networks may become vulnerable, by virtue of their system components, to external threats to the accuracy and integrity of vote recording, vote counting, and vote consolidation and reporting processes. Therefore, vendors of such systems shall document how they plan to monitor and respond to known threats to which their voting systems are vulnerable. This documentation shall provide a detailed description, including scheduling information, of the procedures the vendor will use to:

a. Monitor threats, such as through the review of assessments, advisories, and alerts for COTS components issued by the Computer Emergency Response Team (CERT), for which a current listing can be found at http://www.cert.org, the National Infrastructure Protection Center (NIPC), and the Federal Computer Incident Response Capability (FedCIRC), for which additional information can be found at www.us-cert.gov

b. Evaluate the threats and, if any, proposed responses

c. Develop responsive updates to the system and/or corrective procedures

d. Submit the proposed response to the test labs and appropriate states for approval, identifying the exact changes and whether or not they are temporary or permanent

e. After implementation of the proposed response is approved by the state, assist clients, either directly or through detailed written procedures, how to update their systems and/or to implement the corrective procedures within the timeframe established by the state

f. Address threats emerging too late to correct the system by:

i. Providing prompt, emergency notification to the accredited test labs and the affected states and user jurisdictions

ii. Assisting client jurisdictions directly or advising them through detailed written procedures to disable the public telecommunications mode of the system

iii. Modifying the system after the election to address the threat, submitting the modified system to an accredited test lab and the EAC or state certification authority for approval, and assisting client jurisdictions directly or advising them through detailed written procedures, to update their systems and/or to implement the corrective procedures after approval

….

7.9.3 Electronic and Paper Record Structure

….

e. The electronic ballot image records shall be able to be exported for auditing or analysis on standards-based and /or COTS information technology computing platforms.

i. The exported electronic ballot image records shall be in a publicly available, non-proprietary format.

Discussion: It is advantageous when all electronic records, regardless of manufacturer, use the same format or can easily be converted to a publicly available, non-proprietary format; for example, the OASIS Election Markup Language (EML) Standard.

ii. The records should be exported with a digital signature, which shall be calculated on the entire set of electronic records and their associated digital signatures.

Discussion: This is necessary to determine if records are missing or substituted.

iii. The voting system vendor shall provide documentation as to the structure of the exported ballot image records and how they shall be read and processed by software.

iv. The voting system vendor shall provide a software program that will display the exported ballot image records and that may include other capabilities such as providing vote tallies and indications of undervotes.

vi. The voting system vendor shall provide full documentation of procedures for exporting electronic ballot image records and reconciling those records with the paper audit records.

….

A.1 Glossary

….

commercial off-the-shelf (COTS): Commercial, readily available hardware devices (such as card readers, printers or personal computers) or software products (such as operating systems, programming language compilers, or database management systems)
….
VVSG Volume II 

1.3.1 Test Categories

The certification test procedure is presented in several parts:

• Functionality testing

• Hardware testing

• Software evaluation

• System level integration tests, including audits

• Examination of documented vendor practices for quality assurance and for configuration management

….

Not all systems being tested are required to complete all categories of testing. For example, if a previously certified system has had hardware modifications, the system may be subject only to non-operating environmental stress testing of the modified component and system level integration testing. If a system consisting of general purpose COTS hardware, or one that was previously certified has had modifications to its software, the system is subject only to software testing and system level integration tests, not hardware testing. However, in all cases the system documentation and configuration management records will be examined to confirm that they completely and accurately reflect the components and component versions that comprise the voting system.

….

1.3.1.3 Focus of Software Evaluation

….

The accredited test lab may inspect COTS generated software source code in the preparation of test plans and conduct some minimal scanning or sampling to check for embedded code or unauthorized changes. Otherwise, the COTS source code is not subject to the full code review and testing. For purposes of code analysis, the COTS units shall be treated as unexpanded macros.

….

1.6 Voting Equipment Submitted by Vendor

Vendors may seek to market a complete voting system or an interoperable component of a voting system. In all instances, vendors shall submit for testing the specific system configuration that will be offered to jurisdictions or that comprises the component to be marketed plus the other components with which the vendor recommends that the component be used. The system submitted for testing shall meet the following requirements:

a. The hardware submitted for certification testing shall be equivalent, in form and function, to the actual production version of the hardware units or the COTS hardware specified for use in the TDP

b. The software submitted for certification testing shall be the exact software that will be used in production units

….

1.7.1 General Applicability

Voting system hardware, software, communications and documentation are examined and tested to determine suitability for elections use. …. All products custom designed for election use shall be tested in accordance with the applicable procedures contained in this section. COTS hardware, system software and communications components with proven performance in commercial applications other than elections, however, are exempted from certain portions of the test as long as such products are not modified for use in a voting system. Compatibility of these products with other components of the voting system shall be determined through functional tests integrating these products with the remainder of the system.

….

2 Description of the Technical Data Package

2.2 System Overview

2.2.1 System Description
….

e. Identification of all COTS hardware and software products and communications services used in the development and/or operation of the voting system, identifying the name, vendor, and version used for each such component, including:

i. Operating systems

ii. Database software

iii. Communications routers

iv. Modem drivers

v. Dial-up networking software

….

4 Hardware Testing

4.2 Basis of Hardware Testing

4.2.1 Testing Focus and Applicability

All hardware components that are custom-designed for election use shall be tested in accordance with the applicable procedures contained in this section. Unmodified COTS hardware will not be subject to all tests. Generally such equipment has been designed to rigorous industrial standards and has been in wide use, permitting an evaluation of its performance history. To enable reduced testing of such equipment, vendors shall provide the manufacturer specifications and evidence that the equipment has been tested to the equivalent of these Guidelines.
….

4.6.1 General

Environmental tests of non-operating equipment ….

Systems exclusively designed with system-level COTS hardware whose configuration has not been modified in any manner are not subject to this segment of hardware testing. Systems made up of individual COTS components such as hard drives, motherboards, and monitors that have been packaged to build a voting machine or other device will be required to undergo the hardware testing.

….

5 Software Testing

5.2 Basis of Software Testing

The accredited test lab shall design and perform procedures that test the voting system software requirements identified in Volume I, Section 5. All software components designed or modified for election use shall be tested in accordance with the applicable procedures contained in this section.

Unmodified, general purpose COTS non-voting software (e.g., operating systems, programming language compilers, data base management systems, and Web browsers) is not subject to the detailed examinations specified in this section. However, the accredited test lab shall examine such software to confirm the specific version of software being used against the design specification to confirm that the software has not been modified. Portions of COTS software that have been modified by the vendor in any manner are subject to review.

Unmodified COTS software is not subject to code examination. However, source code generated by a COTS package and embedded in software modules for compilation or interpretation shall be provided in human readable form to the accredited test lab. The accredited test lab may inspect COTS source code units to determine testing requirements or to verify the code is unmodified.

The accredited test lab may inspect the COTS generated software source code in preparation of test plans and to provide some minimal scanning or sampling to check for embedded code or unauthorized changes. Otherwise, the COTS source code is not subject to the full code review and testing. For purposes of code analysis, the COTS units shall be treated as unexpanded macros.

Compatibility of the voting system software components or subsystems with one another, and with other components of the voting system environment, shall be determined through functional tests integrating the voting system software with the remainder of the system.

….

6.6 Physical Configuration Audit

….

c. If the software is to be run on any equipment other than a COTS mainframe data processing system, minicomputer, or microcomputer, the Physical Configuration Audit shall also include a review of all drawings, specifications, technical data, and test data associated with the system hardware. This examination shall establish the system hardware baseline associated with the software baseline
….

Appendix A: National Certification Test Plan

A.1 Scope

….

It is specified by the Guidelines that voting systems incorporating the vendor's software and COTS hardware need only be submitted for software and system level tests.
….
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