MEMORANDUM

 OF UNDERSTANDING

PURSUANT TO THE HELP AMERICA VOTE ACT

BETWEEN

THE NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

U.S. DEPARTMENT OF COMMERCE

AND

THE U.S. ELECTION ASSISTANCE COMMISSION

1.0 Parties and Purpose

This Memorandum of Understanding (MOU) establishes an agreement between the National Institute of Standards and Technology (NIST), U.S. Department of Commerce (DoC) and the U.S. Election Assistance Commission (EAC) to cooperate in matters related to the enactment of Public Law 107-252, the Help America Vote Act (HAVA).

2.0 Background

Congress passed and the President signed the Help America Vote Act of 2002 (HAVA) with a goal of establishing “minimum election administration standards for states and units of local government with responsibility for the administration of Federal elections.” HAVA establishes the EAC as an independent entity to carry out the provisions of HAVA including developing voluntary standards and providing policy guidance to assist the states in procuring voting systems. The Senate confirmed the four members of EAC in December 2003. HAVA states that EAC duties shall include:

1. 
Adopting voluntary voting system guidelines; 

2. 
Providing for the testing, certification, decertification, and recertification of voting system hardware and software by accredited laboratories;

3. Accrediting laboratories approved and recommended by the Director of NIST; and

4.
Providing for the monitoring and review of accredited laboratories.

HAVA also establishes the Technical Guidelines Development Committee (TGDC) chaired by the Director of NIST. The fourteen members of the TGDC were appointed by EAC in June 2004. The duties of the TGDC include making initial recommendations to EAC related to the adoption of voluntary voting system guidelines.

Congress passed the FY 05 budget, providing funding to the EAC using the following language: “For necessary expenses to carry out the Help America Vote Act of 2002, $14,000,000, of which $2,800,000 shall be transferred to the National Institute of Standards and Technology for election reform activities, authorized under the Help America Vote Act of 2002.”  A rescission was subsequently applied to the authorized funding which makes the total amount appropriated for NIST $2,777,600.

3.0 Authority

The authorities for DoC and EAC to enter into this agreement are:

a. The Help America Vote Act of 2002, P.L. 107-252

b. 15 U.S.C. §271, 15 U.S.C. §272, and 15 U.S.C. §273, National Institute of Standards and Technology Act. 

4.0 Terms and Conditions

HAVA charges NIST with providing technical support to the TGDC. In addition, HAVA requires NIST to provide recommendations to EAC of independent testing laboratories to accomplish the testing, certification, decertification and recertification of voting system hardware and software. Finally, HAVA states that NIST shall monitor and review, on an ongoing basis, the performance of the laboratories accredited by EAC. 

 5.0  Tasks  

Tasks 5.1 through 5.7 below are provided for illustrative purposes only and represent tasks that NIST is capable of performing if requested to do so by the TGDC is furtherance of its development and refinement of initial recommendations to the EAC.  Tasks 5.8 and 5.9 are provided for illustrative purposes only and represent tasks NIST is capable of performing if requested to do so by the EAC in furtherance of its development of a laboratory accreditation program.  Task 5.10 are legal services NIST will perform in the course of its execution of tasks 5.1 through 5.9.  NIST will commence work on tasks upon receipt of the first two quarters of payment of the total appropriated funding, or $1,388,000, as detailed in paragraph 6.0.

EAC requested NIST to provide estimated minimum funding levels for each category of tasks included in this MOU.  NIST has prepared estimates of expenditures based upon resolutions requesting technical assistance from NIST adopted by the TGDC in its meeting on January 18 and 19, 2005.  These estimates are subject to change as a result of resolutions that may be passed in future meetings of the TGDC, or by operation of Resolution #1-05.  In the event that either of these events causes a significant variation in a particular estimate, NIST will promptly notify the EAC.  NIST shall expend funds for tasks as assigned and prioritized in compliance with HAVA. The estimated minimum funding levels for the task categories, based on the original $2,800,000 appropriation as reduced by the rescission to $2,777,600, are:

5.1 (test specifications and methods), $595,200;
5.2 (cyber security), $744,000;

5.3

(fraud), $396,800;

5.4

(human factors), $595,200;

5.5

(remote access voting), $ 0;

5.6

(privacy), $99,200, and

5.8 and 5.9
(laboratory recommendations and certification program), $347,200

The estimates for tasks 5.7 (preparation and delivery of initial recommendations) and 5.10 (legal services) are embedded in the other eight task categories.  

5.1 Intramural research and development in establishing precise and testable specifications and corresponding testing methods or protocols applicable to voting systems: 

In support of the Technical Guidelines Development Committee and subject matter sub-committees, NIST will:

-observe the operation of voting systems and voting procedures during the November 2, 2004 election for the purpose of gaining insight into the application of these systems as it relates to the development of testable specification and testing methods for voting systems;

- undertake a detailed review and analysis of current voluntary voting system standards as developed by the Federal Elections Commission in 2002 in order to extract relevant portions to produce testable requirements. 

- Identify gaps in the current voluntary voting system standards where new or different guidelines need to be developed.


5.2 Intramural research and development in cyber security guidelines applicable to voting systems:

In support of the TGDC and subject matter sub-committees, NIST will provide cyber security subject matter technical expertise.  For purposes of this MOU, “cyber security” means security involving or relating to the hardware, software, firmware, interfaces, and communications of computers.  For purposes of this MOU, computers used for voting will be examined.  NIST will:

-Examine and consider current security practices, including policies and procedures related to the secure management, deployment, storage, and development of computers -- hardware and software – used for electronic voting; and initiate an effort to identify and analyze transferable best practices from states and localities as well as examine where gaps exist


-Extract security requirements from the Institute of Electronic and Electrical Engineers 
(IEEE) P1583 draft standard and the current Voluntary Voting System (VSS) standard.  
Identify security requirements to be used as-is or with modification from the IEEE P1583 
and VSS in the development of standards and test methodologies of electronic voting 
systems.  In addition, identify gaps in the security requirements of the IEEE P1583 and 
VSS and develop suggestions to address the gaps. 

-NIST will consider the following types of procedures and practices:



Security:  personnel, electronic and physical security systems or procedures


Election Administration:  Configuration management, election set up, operations, and post election activities




Testing:  certification process, pre-election validation of system operation, 


parallel testing, and post-election testing.
5.3 Intramural research and development in methods to detect and prevent fraud: 

In support of the TGDC and subject matter sub-committees, NIST will provide computer fraud detection and prevention subject matter expertise. NIST will:


-Develop procedures whereby NIST’s National Software Reference Library (NSRL) will 
accept and retain copies of certified voting software and firmware and generate digital 
signatures of such software and firmware.


-Develop accessible media containing digital signatures of certified voting system 
software and/or firmware provided to NSRL.


-Initiate research on how to use NSRL to support integrity management of voting system 
software and firmware throughout testing, distribution and field use.

5.4 Intramural research and development in the role of human factors in the design and application of voting systems:

 In support of the TGDC and subject matter sub-committees, NIST will provide human factors subject matter expertise. NIST will:

 
- Review and analyze the IEEE draft standards for usability and accessibility 
requirements; extract applicable requirements, identify gaps and compare with the NIST 
Report to Congress “Improving the Usability and Accessibility of Voting Systems and 
Products” 


- Develop initial testing protocols for a small set of test ballots


- Run a trial to gather initial performance standards benchmarks and debug testing 
protocols

5.5 Intramural research and development in remote access voting in support of the TGDC: 

At the direction of the TGDC and subject matter sub-committees, NIST will provide remote access “cyber security” expertise in the development of recommendations to EAC.  For purposes of this MOU, remote access voting refers to voting that takes place outside of an official polling place.  Review of remote access voting will include consideration of security measures for the voting devices and transmission mechanisms.

5.6  Intramural research and development in the protection of voter privacy: 

In support of the TGDC and subject matter sub-committees, NIST will provide voter privacy subject matter expertise to assist the Committee in the development of initial recommendations to EAC.

5.7  Providing technical guidance to the TGDC in the Preparation and Delivery of  Initial recommendations to EAC:

HAVA requires the TGDC to render initial recommendations to the EAC pursuant to a statutory timetable.  At the direction of the TGDC, NIST shall research specific topics, consult with TGDC members and subcommittees, and provide technical support to the TGDC so the TGDC can timely submit its initial recommendations.  NIST staff will assist in the writing of the initial recommendations, and shall observe policy positions expressed by the TGDC in adopted resolutions.  In addition, NIST shall provide administrative support to the meetings and efforts of the TGDC and its subject matter subcommittees.

The initial recommendations will consist of a series of written TGDC resolutions focused on specific subject matter.  Each resolution shall have work product appended to it.  The appended work product may consist of draft voluntary voting systems guidelines, pre-existing standards or standards-like materials, specifications, or preliminary research materials.  Such work product will vary greatly depending on the current state of research, availability of pre-existing standards or standards-like materials, and time remaining for task completion prior to the statutory deadline.  The initial recommendations will focus on subject matter as prioritized by the TGDC, and will not be a comprehensive set of draft voluntary voting systems guidelines.

After submission of the initial recommendations, NIST will continue to provide technical support to the TDGC during the term of this Memorandum to further develop and refine the initial recommendations and related voluntary voting system guidelines materials.

5.8  Recommendation to EAC of independent non-Federal laboratories for the testing of voting system hardware and software:

NIST’s National Voluntary Laboratory Accreditation Program (NVLAP) will accredit independent, non-Federal laboratories that apply for accreditation and that meet all NVLAP and EAC requirements for accreditation.  The Director of NIST will recommend to the EAC a list of NVLAP-accredited laboratories to be recognized by EAC to carry out the testing of voting systems.  

5.9 Recommendation to EAC of a national program for the testing, certification, and decertification of voting systems: 

NAVLAP will monitor and review, on an ongoing basis, the performance of the laboratories accredited by the Commission according to NAVLAP procedures. Based on the NAVLAP recommendation, the Director of NIST will recommend to EAC that accreditation of a laboratory be continued, modified, or terminated.   NIST will recommend an appropriate time period for periodic review of the performance of accredited laboratories.

5.10  Legal Services:
NIST will provide or arrange for the following legal services:

1.
General advising of NIST staff assigned to activities under subsections 5.1 through 5.8 of this MOU;

2.
Advising of TGDC and TGDC subcommittee leadership regarding compliance with the Federal Advisory Committee Act;

3.
Drafting of TGDC meeting notice documents, which notices will be provided to the EAC General Counsel for publication;

4.
Review and legal clearance of public statements or press releases issued by TGDC or NIST leadership;

5.
Advising of NIST staff regarding ownership and use of intellectual property proposed for inclusion in draft standards or other guidelines; and

6.
Review and legal clearance of technical recommendations made by NIST staff to TGDC.

The preceding list of legal services is exclusive, and no other services shall be rendered unless this MOU is amended in writing.  The EAC remains responsible to provide legal advice and representation to the TGDC, with the exception of the services detailed in this paragraph 5.10.  NIST will not legally represent the TGDC, its subcommittees, or any of its members in litigation, except for the NIST Director.

6.0 Transfer of Funds

The U.S. Election Assistance Commission will transfer $694,000 to NIST via  Standard Form 1151, Non-Expenditure Transfers on the first day of each quarter in the fiscal year.  In the case of quarters where the first day of the quarter has past, transfers will be made upon execution of this MOU and processing of the payment request by GSA.  A total of $2,777,600 will be transferred to NIST during FY 2005.

7.0 Contacts

All written notices required to be provided under the terms of this agreement shall be sent in writing to persons identified below,

When to NIST:

Mark Skall

National Institute of Standards and Technology

U.S. Department of Commerce

100 Bureau Drive, Mail Stop 8970

Gaithersburg, Maryland 20899-8900

V: 301-975-3262

When to EAC:

Juliet Thompson

General Counsel

U.S. Election Assistance Commission

1225 New York Ave, NW

Suite 1100

Washington, DC 20005

V:202-566-3100

F:202-566-1392

E: jthompson@eac.gov

The parties agree that if there is a change regarding the contact information in this section, the party making the change will notify the other party in writing of such change.

8.0 Duration of Agreement, Amendments and Modifications

8.1 Effective Date and Term.

This agreement will become effective when signed by both parties.  This agreement will remain in effect for the period beginning the effective date of this MOU and ending September 30, 2005 (“fiscal year 2005) and may be renewed for two successive terms of one fiscal year upon written agreement of the parties. 

8.2 Amendments

This MOU constitutes the entire agreement between the parties and replaces and supersedes any previous verbal or written agreements.  The terms of this MOU may be amended upon written agreement of both parties.

8.3 Reporting.

NIST shall provide to EAC a monthly report on the activities conducted by NIST on each of the enumerated tasks in Sections 5.1 – 5.9, by task.  NIST shall provide a quarterly report to EAC regarding the use of funds transferred to NIST under this MOU.

8.4 Subject to Funding.

Any and all payments to NIST under this MOU are expressly conditioned on the appropriation and availability of funds.

____________________________________________                             _______________

Dr. Hratch Semerjian







Date

Director

National Institute of Standards and Technology

U.S. Department of Commerce

100 Bureau Drive, Mail Stop 8900

Gaithersburg, MD 20899-8900

Tel.: (301) 975-2900

______________________________________________                           ______________

Gracia M. Hillman



  



Date




Chair

U.S. Election Assistance Commission

1225 New York Ave, NW

Suite 1100

Washington, DC 20005

Tel: (202)-566-3100
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