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1 Overview

As described in the Voluntary Voting System Guidelines Recommendations to the Election Assistance Commission in August of 2007 (VVSG 2007),, open-ended vulnerability testing (OEVT) is testing focused on finding vulnerabilities conducted without the confines of a pre-determined test suite.  It relies heavily on the knowledge, creativity and expertise of the test team.  Vulnerability testing is an attempt to bypass or break the security of a system or a device.   The goal of OEVT is to discover architecture, design and implementation flaws in the system that allow one to change the outcome of an election, interfere with voters’ ability to cast ballots or have their votes counted during an election or compromise the secrecy of the vote – without detection and in spite of implemented security controls.  

OEVT provides a means for detecting major flaws in systems that meet VVSG requirements but that may have poorly implemented security models.  It can bring to light single points of failure and identify areas where procedures are key to system security.  For those reasons, OEVT would also be a valuable addition to certification testing against the Voluntary Voting System Guidelines adopted in 2005 (VVSG 2005).  However, there are several significant hurdles that would have to be overcome.

First and foremost, OEVT is not a test method described in VVSG 2005.  It would therefore have to be added as such.  Because this test method relies heavily on the test team’s capabilities, adding it as a valid test methodology means considering additional requirements for evaluating test lab proficiency and performance. Still, knowledge, skill and experience will vary with every team.  One cannot predict how additional analysis time might reduce the need for additional team experience in identifying critical system flaws or vice versa.  Therefore, one cannot solely rely on proactive measures, such as accreditation requirements, to ensure consistent testing.  Ideally, the certification process would be “VSTL independent”.  That is, the certification of any one voting device would not have to be dependent upon one VSTL’s skill, ingenuity and interpretations.  In VVSG 2007, OEVT is taken as a part of security testing – which is a core function.  It, therefore, must be performed by an accredited test lab.  A near term move to OEVT requires a transition plan that allows for time to re-accredit VSTLs, time to build or identify teams with appropriate skill sets and/or changes to the testing, accreditation and certification processes.
Secondly, if OEVT is to be successfully used as a tool for certifying voting systems, then it must consistently result in the identification of major system flaws.  While open-ended testing affords freedom from pre-determined test scripts, one can still get a consistently thorough examination of a voting system.  This would require substantive changes to the set of OEVT requirements proposed in VVSG 2007.  

Thirdly, the set of OEVT requirements written, in the context of VVSG 2007, assume conformance to certain functional and security requirements.  For example, some of the VVSG 2007 documentation requirements, are key to planning and carrying out OEVT campaigns as described in VVSG 2007.  Therefore, one could not necessarily take the VVSG 2007 OEVT requirement set, modified for consistent test results as described above, and add it to VVSG 2005.  An adoption of OEVT in support of federal certification testing against VVSG 2005 would necessitate the adoption of additional core and functional requirements or  further changes to the OEVT requirement set in order to accommodate the absence of certain core and functional requirements.
Because the goal of OEVT is to discover major flaws in the architecture, design and implementation of the voting system that may not have been ferreted out in previous certification test campaigns, problems may arise for election management officials who are conducting elections with systems that are similar to ones under test.  A system up for recertification because of a software upgrade, may share a major design flaw (unrelated to the upgrade) with a fielded system.  Knowledge of this flaw would be critical for the owners of fielded systems.  System owners may require new, local use procedures to mitigate identified threats as they relate to specific implementations.  Without new countermeasures, the discovery of said flaws could at the very least erode voter confidence and at worst jeopardize elections.  Therefore, an additional consequence of near term OEVT in conjunction with certification or re-certification against VVSG 2005, may be the need to share relevant test findings with election management officials using similar systems.
With the addition of OEVT, comes another possible point of system failure during certification testing.  This point of failure could hinge on a dispute over a technical issue or the perceived appropriateness of a non-technical mitigating security control. The final word on federal certification would still lie with the EAC who may want to identify a process for resolving disputes laden with technical issues. 
The federal certification process against VVSG 2005 is relatively free flowing with open communication between manufacturer and test lab, and ample opportunity for manufacturers to resolve issues before such issues result in a failure recommendation.  A major flaw rooted in system design might require physical changes to the system; which might in turn necessitate additional testing; which in theory could lead to the discovery of additional flaws and a seemingly infinite test loop.  Therefore, the EAC may have to name a certification process that at once: ensures a means for systems to complete testing after sufficient examination; gives manufacturers an opportunity to make changes, call on experts for a second opinion or end the test, allows a VSTL to make a finite commitment – even in a situation where additional testing is needed; and that ensures that critical information is communicated to owners of fielded systems.  

OEVT done in the context of VSG 2005 or VVSG 2007 will have significant implications for all stakeholders.  As such, a clear statement of all changes to voting system certification and VSTL accreditation procedures should be communicated to all stakeholders, ample time given for questions, general feedback and resolution of comments, and a well-defined plan of transition should be implemented.

2 Stakeholder Considerations
2.1 Implications for NIST

If OEVT is added as a test methodology for the federal certification of voting systems, then NIST should anticipate changes in VSTL accreditation requirements, changes to Handbook 150-22, an increase in the hours needed to assess labs and possibly an increase in the number of assessors and a call to champion the development of OEVT supporting materials.
2.1.1 Changes in accreditation requirements  
NVLAP should consider revising accreditation and reaccreditation requirements to include proficiency tests specifically aimed at evaluating a VSTL’s ability to conduct open ended test campaigns.  NVLAP should further consider revising re-accreditation requirements to include an evaluation of VSTL performance during OEVTs.  Further, thought should be given to the availability of viable OEVT team members.  Given the staffing requirements in VVSG 2007 and current known VSTL capabilities, the pool of potential (and interested) OEVT team members may be so limited that temporary or permanent VSTL employment without conflict of interest may be impractical or impossible.  One may have to temporarily make allowances for partial accreditations or consider a model for OEVT similar to that of cryptographic module testing where specially accredited labs are allowed to complete the open ended portion of the certification testing. 
2.1.2 Revision of Handbook 150-22
With OEVT added to voting system certification testing, VSTLs would have to be evaluated on their ability to carry out open ended test campaigns.  This would best be done through proficiency tests and an audit of past work.  Handbook 150-22 would have to be augmented to include guidance on assessing OEVT team test plan development, subsequent open ended evaluations and report generation.  Similarly, proficiency tests should be developed in order to assess a team’s preparedness for performing an open ended test of a voting system.
2.1.3 Additional evaluators and/or time to evaluate.
NVLAP may want to consider hiring additional people to evaluate labs, with experience in red team analysis.  With or without new assessors, lab accreditations and re-accreditations will most certainly take additional time. 
2.1.4 Unbiased Moderator
Outside of the VVSG, materials must be developed to support OEVT and to support the accreditation laboratories expected to conduct OEVT.  Materials in support of OEVT would include use cases giving testers examples of how to use the election process models and manufactures examples of how to present information within the context of an election process model.  Use cases could also be a convenient means of providing examples of plausible threats and psychologically acceptable mitigating procedures. Materials in support of lab accreditation would include proficiency tests and guidelines on assessing laboratory performance in previous open ended test campaigns.  If not developed by NIST, NIST may be looked to for support as an unbiased facilitator to champion their development and help ensure consideration of all stakeholder input.  The materials need will be further discussed below in section 4.
2.2 Implications for the EAC

The EAC, responsible for both the certification of voting systems and for supporting States in their drive to hold elections with voter confidence, will have to address the concerns of multiple stakeholders.  The EAC should expect to:

· modify the current certification process; 
· develop guidelines for VSTL-Manufacturer interactions in an open-ended testing environment; 
· develop policy for dissemination of information on critical flaws; 
· identify resources to support resolutions of technical disputes that linger to the point of a certification decision; 
· gain buy-in, for all changes to certification and accreditation processes; 
· assure diversity of stakeholder representation in the development and adoption of OEVT supporting materials; and 
· support States obliged to run elections using equipment that may be similar to equipment identified as faulty while under test.
2.2.1 Revised process for federal certification of voting systems

With a VSTL using an open-ended test methodology and a manufacturer allowed to make changes to the device under test (DUT) and its supporting documentation, during the test campaign, the EAC will be looked to for guidance constraining VSTL-manufacturer interactions.  At the very least, restrictions on the timing of changes made to the device during the test campaign will be necessary.  In the case of actual or perceived conflicts of interest between manufactures and VSTL staff, it is the EAC that will be looked to for solutions.  Since certification recommendations based on OEVT findings may hinge on a technical issue, the EAC may want to identify resources or processes to support dispute resolutions.
  The EAC should also consider implications for systems under test that require some degree of “re-testing” because of changes made in the midst of a test campaign AND implications for fielded systems that are similar to those under test.  Policy should be established on the dissemination of information related to flaws discovered during testing, that may negatively impact a jurisdiction if not appropriately addressed at system implementation.  Further, the EAC may want to consider a means of supporting election management officials using similar systems.  The EAC may want to consider establishing a policy on grandfathering or retesting of currently certified systems.  This is discussed further in section 5 where a sample certification process is discussed.
2.2.2 Buy-in and diverse input
In addition to soliciting and approving proposed changes to the VVSG, the certification process and the VSTL accreditation process, the EAC should work to obtain buy-in for all changes and technical materials developed to support OEVT in conjunction with certification testing against the VVSG (2005 or 2007).  For example, the EAC should ensure that election process models and use cases developed to support OEVT are done in a way that allows diverse stakeholder input.  An RFP for the development of this work would allow all interested parties to submit a bid and a peer review of the deliverables would ensure an evaluation of materials by unbiased experts before they were put to use,  However, a peer review does not ensure diversity of stakeholder input, as would a process by which consideration is given to all comments submitted from a broad audience.
2.3 Implications for Voting System Manufacturers

Manufacturers may struggle with developing viable contracts that support a “sufficient” amount of OEVT, allow changes to address major flaws prior to “fail” recommendations and that do not require a commitment to a test campaign where costs could rise to unmanageable levels or at a fixed cost but without a clear endpoint.  Manufacturers will also likely face additional device and documentation requirements outside of a new OEVT section, necessary to support OEVT in the context of VVSG 2005.  For example, the minimum number of staff weeks required for testing assumed software independence; OEVT teams are also assumed to have access to extensive documentation which may not be required under VVSG 2005.  
(SPECIFIC Requirements to be identified and listed in a subsequent VERSION OF THIS document.)  
Finally, Manufacturers should expect to be called upon by their customers to develop plans for supporting owners of fielded systems that share major flaws with similar systems under re/certification testing.
Voting device manufacturers stand to gain a more thorough examination of the system’s security model and hence critical information  for the development of next generation systems.  If testers go beyond a simple listing of vulnerabilities discovered to flaw generalization, an identification where possible of the source of  the vulnerabilities either in flaws in system design, security model and/or its implementation, then the OEVT test report could become a valuable resource for developers.
2.4 Implications for VSTLs

VSTLs may struggle with developing viable contracts that support a “sufficient” amount of OEVT, allow changes to address major flaws prior to “fail” recommendations, and that do not require a commitment to an undetermined number of labor hours.  They will require a fair and consistent process by which changes can be made, by the manufacturer, to the DUT or to the accompanying use procedures in response to vulnerabilities revealed during open ended testing and prior to certification recommendations made to the EAC.  VSTLs should expect to face accreditation and reaccreditation requirements that are outside of the current version of Handbook 150-22 and would likely require additional staff and/or training on conducting OEVT.  Proficiency tests and assessments of VSTL past performance could bring scrutiny to labs at reaccreditation periods from the media, voters or owners of certified systems that had problems during elections.
3 Changes to the Proposed OEVT Requirements Needed to Support Consistent Testing 
One can not expect to simply insert the OEVT related text from VVSG 2007 into VVSG 2005.  The OEVT section for VVSG 2007 was written in the context of many requirements that are not in VVSG 2005.  Further, changes must be made to the OEVT requirement set proposed in VVSG 2007 in order to better support consistent evaluations.  If OEVT is to be successfully used as a tool for certifying voting systems, then it must be shown to be a consistent means of identifying major system flaws.
  While open-ended testing affords freedom from pre-determined test scripts, one can still get a consistently thorough examination of a voting system.       

3.1 A standard election process model as a common frame of reference

One step towards consistently thorough OEVT is to give every test team the same reference point.  This can be done by requiring that tests be conducted within the context of a given model election process.  As such, a physical implementation of the voting system and associated manufacturer use procedures would be described within the context of a model of how elections are run.  This would necessitate a standard means of describing the system under test and of presenting key information from the technical data package (TDP) related to the interfaces between the voting device(s) and the election process model.  Specifically, the DUT’s security model would have to be described within the context of the election process model.  Subsequently, implementation and architecture specific vulnerabilities that could affect an election will be easier to identify; security designs easier to interpret and evaluate; and test findings easier to compare.
   An election process model also creates a consistent framework for discussions of test scenarios, the plausibility of threats, and the psychological acceptability of mitigating controls - be they procedural or built into the device.  Preset basic assumptions about the operating environment and about the posture of the attacker (i.e. outsider with significant system knowledge but limited physical access) allow one to place a reasonable bound on the knowledge and effort required to compromise the devices under test – regardless of the specific tools, test plans or test methods used.  Hence, though open-ended teams develop their own test plans, by testing within the confines of an election process model, each team works from the same reference point.  

3.2 Core security areas as a baseline for a thorough investigation

Even given an election process model, test plans and test methods will vary from one team to another.  Since core problems may manifest themselves in a variety of different ways, flaws discovered may be largely dependent upon the methods used by the test team.  Therefore, consistency in reported findings will call for additional requirements.  OEVT teams will have to go beyond flaw confirmation to flaw generalization. 
  That is, it will be necessary for test teams, upon confirming the existence of one or more significant flaws, to identify the reasons why these flaws exist by, for example, tracing them back to problems in system design or in the design or implementation of the security model or in the security documentation.  Still, one must try to ensure that one team does not spend all of their time exploring communications issues while another examines physical security, cryptography and access control.  If reported results are to be consistent from one lab to the next, labs need to have consistent test ranges or test coverage.  Hence, if teams are additionally tasked with reviewing a minimum set of key security control areas, then a framework is provided for independent test teams to consistently identify fundamental problems in key system areas.
  Core security areas discussed in the VVSG 2007 are: 

· Cryptography

· Setup inspection

· Software installation and configuration management

· Access control, identification and authentication

· System and information integrity management and media protection

· Communication security

· System event logging, audit and accountability

· Physical security.

Used as a baseline for the range of areas tested, a list such as this one can help ensure that all teams, at a minimum, investigate specific security areas.  Alternatively, the “maximum” boundary for testing is dictated by the VVSG requirements for failing recommendations.  One can not attempt to bound test plan development by a list such as the one given above because open-ended investigations may end in very different places than they start.  As such, one can’t say at the start of a test campaign, whether or not a particular method will yield results within the confines of a list of security control areas.  One can, however, use such a list to ensure that specific areas are investigated.  

3.3 Emphasize link between OEVT and source code review

Source code review can be a very time and resource consuming means of verifying compliance to a requirement.  An open-ended test for vulnerabilities associated with a requirement may provide a faster, more efficient means of identifying compliance issues than would a systematic review of source code.  If individuals testing for compliance work in full communication with individuals conducting open-ended vulnerability testing then each tester can benefit from the others’ efforts.  Documentation reviewers can verify that OEVT teams have complete and accurate system descriptions.  Open-ended evaluations may reveal the need for additional system documentation or more complete use procedures.  Source code reviewers can point out suspicious areas in the code to OEVT teams.  OEVT teams can ask source code reviewers to analyze specific aspects of code for suspected vulnerabilities.  

3.4 Standard format for TDP components

As mentioned above, the security model of the DUT should be described within the context of a given election process model.  

(A COMPLETE LIST OF NECESSARY CHANGES TO THE TDP TO BE INCLUDED IN A SUBSEQUENT DRAFT OF THIS DOCUMENT.)  
3.5 Summary of changes to VVSG 2007
In support of the modifications discussed above, several additions and clarifications should be made to the OEVT section of the proposed VVSG currently under review.  Specifically,

· Reporting requirements: Include in reporting requirements a list and description of any flaws in the voting system that are remediated by procedures, full description of the associated procedures and consequences of not following said procedures.

· Level of effort:  The weeks dedicated to OEVT should not include time to plan and prepare for testing or the time to write the test report.  Further, additional time may be required if the manufacturer makes significant changes to the system in response to vulnerabilities found during OEVT.
· Rules of engagement:  The OEVT requirements proposed in the VVSG currently under review include rules of engagement which specify that 

Open ended vulnerability testing shall be conducted within the context of a process model describing a specific implementation of the voting system and a corresponding model of plausible threats.

However, the VVSG does not specify the process model.  To reap the benefits of a consistent and cost effective approach as described above, the VVSG would have to require that key elements of the TDP be presented within the context of a given election process model and hence in a specific format.  As such, high level election process models would have to be provided.  The election process models used for Federal certification testing along with their use cases should be developed with broad input from voting device manufacturers, testers of voting systems, election officials, academics and other individuals with interest or insight into the challenges.  This material should be released when derived test requirements for the VVSG are released, as further test support material.  Requirements should be added for an OEVT planning period, which would occur prior to the 12 week OEVT test period.  Portions of the functional conformance testing, particularly in areas of design and document review, would need to be required input to OEVT planning.  

Specific text for these changes is provided in Appendix 1.  Text for proposed changes to requirements in VVSG 2007 and outside of the OEVT section are given in Appendix 2.  
Because the OEVT section as proposed for VVSG 2007 relies on conformance to requirements that are not in VVSG 2005, additional changes would have to be made to VVSG 2005 in order to support OEVT.  These changes are discussed in Appendix 3.

4 Supporting Materials

A package of materials should be developed in support of OEVT that includes:

· An abstract model of an election process with instantiations that are specific to the voting device architectures
· General election process rules to which all devices under test must adhere
· Threat scenarios associated with the models.  These threat scenarios should be developed based on a thorough understanding of voting system architectures, and how voting devices are used within the context of a given election process model.  Threat scenarios should be based on vulnerabilities of the voting system within the context of the stated election process model.  Hence, these will not be used in the certification process to model every conceivable threat and show the device impenetrable.  Rather the objective will be to show all device related vulnerabilities given the general process rules.  (See example in Appendix 4.)
· A standard methodology for using an election process model to describe the security model of the device under test
· Use cases demonstrating 

· how the models can be used to generate fault trees and identify single points of failure and hence support OEVT
· how one can use the model to discuss plausibility of threats or  the psychological acceptability of mitigating controls

5 Dissemination of relevant information

Beyond Federal certification testing, the reports generated by open-ended test teams would be extremely valuable to States conducting their own certification testing.  First and foremost, information on system flaws and mitigating controls can be crucial to system owners with fielded systems resembling those under test.  Secondly, election management officials could compare the assumptions in the OEVT election model to their own processes and procedures for running elections and use the test data to specify any additional controls that might be needed to make the system suitable for their jurisdictions.  Finally, OEVT test results might be useful in helping jurisdictions select a voting system that best meets their needs.  

6 Sample Process for Federal Certification with an Open Ended Test Component

Ideally, a voting system certification process with an open ended testing component would, at a minimum, have the following characteristics:

· Make effective use of open ended testing techniques
· Alleviate conflict between Manufacturer and VSTL associated with need to sufficiently test device, need to achieve certification (or punt) within a reasonable budget/ time frame and need to appropriately predict staffing and other test resource requirements (what credible business would bid on a task with no end???)

· Allow changes to system and or documentation in response to OEVT findings prior to certification recommendation from VSTL to EAC

· Provide means for additional OEVT beyond minimum requirement without real or perceived conflict of interest

· Pre-established, fixed cost for any OEVT beyond minimum requirement 

· Manufacturer controlled endpoint to testing

· Potential for third party monitoring/review of test results and process

· Potential for technical or administrative second opinion on OEVT results/findings, certification recommendation and the sufficiency of mitigating controls

· Ability to evaluate VSTL performance in OEVT campaign(s) – before or after certification recommendation

A near term transition to this type of a certification program may require at least temporary changes to the VSTL accreditation process and requirements.  If the OEVT component could be conducted by a lab other than the one completing the remaining certification testing, severalof the above characteristics could be actualized.  Only those labs prepared and interested need apply for VSTL_OEVT accreditation.  This is a deviation from the current accreditation policies which mame security testing as core and require that a VSTL must have sufficient staffing to do all core requirements testing in-house.  One could eventually require every VSTL to have VSTL_OEVT accreditation.  
Currently the Manufacturer contracts with a VSTL for testing.  If the fee for testing included a fixed, predetermined amount for OEVT and specified a predetermined amount for each additional OEVT campaign requested by the Manufacturer, then one has a vehicle by which cost might be better controlled, VSTLs not required to bid on a task with no end and all systems tested to the satisfaction of both manufacturer and VSTL prior to certification recommendations to the EAC.
  If the EAC were to select the VSTL_OEVT, thereby effectively sub-contracting the task, then a potential for real or perceived conflict of interest is removed.  The VSTL developing the certification contract need not be the same VSTL conducting the open ended portion of the testing.  The VSTL_OEVT could be anonymous to the manufacturer.  With the VSTL examining the OEVT test results, working to resolve issues with the manufacturer, ultimately making the certification recommendation to the EAC but not  responsible for running any associated OEVT test campaign, then one might increase the probability of getting a completely thorough open ended test that is not seen as self serving for the test lab.  In this case, the  EAC would acts as contact point between manufacturer, VSTL and VSTL_OEVT.  The EAC would pass materials to the VSTL_OEVT and facilitate necessary exchanges of information between VSTL, VSTL_OEVT and Manufacturer.  The EAC would see all interim test results and could step in to resolve or help resolve conflicts if/when asked by the Manufacturer.  VSTLs and VSTL_OEVTs would be positioned as built in checks for each other.  As happens currently, the EAC would make the certification decision.  The EAC could also be in the position to disseminate information on mitigating controls to owners of fielded systems similar to those under test.  

Following is an outline of the sequence of events for a certification process such as the one described.
	
	Manufacturer
	VSTL
	OEVT_VSTL
	EAC

	1
	Prepare for test:

TDP to include standard representation of device’s security model within the context of standard election process as well as demonstration of conformance to “new” OEVT supportive requirements
	
	
	Develop queue of labs for OEVT portion of test

	2
	Contract with VSTL of choice for certification testing
	
	
	

	3
	Submit device(s), TDP (etc) to VSTL and EAC for certification testing
	
	
	

	4
	
	Initial tests of conformance to OEVT supportive requirements
	
	Select VSTL_OEVT and pass on test materials

	5
	
	Submit OEVT supportive results to EAC
	Start learning system
	

	6
	
	Continue conformance testing, submitting to EAC any findings that may impact the design of the OEVT test plan
	
	Submit additional materials to VSLT_OEVT as soon as they become available

	7
	
	
	Submit questions to EAC for Manufacturer and VSTL
	

	8
	
	
	
	Facilitate resolution of OEVT_VSTL’s questions

	9
	Communicate with EAC to resolve OEVT_VSTL questions

	Communicate with EAC to resolve OEVT_VSTL questions
	
	

	10
	
	
	Create test plan (OEVT clock starts)
	

	11
	
	
	Complete OEVT according to plan

	

	12
	
	
	Submit OEVT results to EAC (OEVT clock stops)

	

	13
	
	
	
	Submit OEVT results to Manufacturer and VSTL

	14
	
	Communicate with Manufacturer about issues that could result in a “fail” recommendation
	
	

	15
	Work with VSTL to resolve any issues
	
	
	

	16
	Opportunity to ask EAC to step in to resolve interim dispute (second opinion requests on sticking points goes to step 21 with same system and documentation but new VSTL_OEVT)
	
	
	

	17
	Make decision as to whether or not to continue seeking certification at this time
	
	
	

	18
	Submit revised system and/or use procedures to VSTL OR ask EAC for decision, skipping to step 24)
	
	
	

	19
	
	Examine new system/materials and decide if additional OEVT is needed
	
	

	20
	
	Write final report and certification recommendation and submit to EAC and Manufacturer OR 

Submit new system/materials to EAC for additional OEVT
	
	

	21
	
	
	
	Skip to step 24 OR

Send new system/materials and any existing test results and reports to OEVT_VSTL


	22
	
	
	Conduct OEVT (repeat steps 8 – 20) as needed
	

	23
	
	Submit certification recommendation, final report and all test materials to EAC and Manufacturer
	
	

	24
	
	
	
	Make certification decision

	25
	
	
	
	Disseminate relevant information to owners of fielded systems as appropriate (according to newly developed policy)

	26
	Accept or appeal decision
	
	
	

	27
	Begin process for appeal if so desired

	
	
	


7 SUMMARY
Adoption of the certification process described above – or any supporting OEVT – would require a significant deviation from current practice.  The differences between current practices and policies and those proposed are captured in the table below.

	
	Major Change
	Current Practice/Policy/Requirement

	1
	Open ended testing
	No such test methodology named in VVSG 2005

	2
	Election process models and other proposed changes to VVSG 2007’s OEVT section
	NA (See section 3.5 for this summary)

	3
	Additional requirements to support OEVT in the context of VVSG 2005
	(See Appendix 3 for this summary)

	4
	Proficiency tests and assessment of VSTL past performance on OEVT campaigns
	Accreditation and reaccreditation assessments do assess technical capabilities of VSTLs with limited view of non-standard test procedures but no in depth assessment of past performance and no proficiency tests

	5
	Restrictions on interactions between VSTL and Manufacturer during OEVT campaign
	No restrictions

	6
	Restrictions on changes that can be made to DUT during the OEVT test campaign
	No restrictions

	7
	Predetermined, fixed cost for part of certification testing
	All costs negotiated between manufacturer and VSTL

	8
	EAC effectively contracting a portion of the certification testing
	EAC un-involved until certification decision

	9
	VSTL_OEVT concept
	VSTLs receive accreditation based on ability to perform all core testing

	10
	“Blind” component to certification testing
	Manufacturer fully aware of VSTL and in control of contract

	11
	Technical review of OEVT results prior to certification recommendation
	No third party review (technical or otherwise) on any VSTL results/findings prior to certification recommendation

	12
	Distribution of relevant findings to election officials
	Test results confidential


A plan to transition from current operation to the proposed certification process should include the following characteristics:
· Open development of new VVSG requirements and accreditation requirements

· Buy-in from stakeholders

· Support provided for stakeholders through transition period

· Ability to grow OEVT capabilities within accredited laboratories while beginning effective OEVT as soon as practical

Following is a sample sequence of events for such a transition plan.
1. All necessary OEVT supporting materials, policies etc developed prior to start of transition period

a. New VVSG requirements

b. Election process models, use cases and other supporting materials

c. VSTL proficiency tests and other NVLAP accreditation tools

d. Create VSTL_OEVT accreditation requirements, establish lifetime expectancy, develop exit strategy (i.e. process for integration of VSTL_OEVT and VSTL accreditations)

2. Develop process for queuing VSTL_OEVTs

3. Share proposed changes to certification and accreditation processes with general public

a. Comment period for proposed changes

b. Resolution of comments

c. New policies for fielded voting systems communicated

i. Draft?

ii. Comments?

iii. Revisions?

iv. Final(s) made available to general public

4. States have opportunity to adopt policies for how they will handle information received on mitigating controls

5. EAC identify/hire additional staff as needed
6. VSTL identify/hire additional staff as needed
7. VSTL_OEVT training

8. VSTL_OEVT accreditation

9. Make VSTL_OEVT accreditation a part of VSTL accreditation – as availability of resources without conflict of interest becomes apparent (can still allow for OEVT beyond the minimum to be performed by an alternate VSTL)

(MORE DETAILED PLAN WITH TIMING TO FOLLOW IN SUBSEQUENT DRAFT.)

Appendix 1  Revised OEVT Requirement Section for VVSG 2007 
    5.4           Open-Ended Vulnerability Testing
Vulnerability testing is an attempt to bypass or break the security of a system or a device. Like functional testing, vulnerability testing can falsify a general assertion (namely, demonstrate that the system or device is secure) but it cannot verify the security (show that the system or device is secure in all cases).   Open-ended vulnerability testing (OEVT) is conducted without the confines of a pre-determined test suite.  It instead relies heavily on the experience and expertise of the OEVT Team Members, their knowledge of the system, its component devices and associated vulnerabilities, and their ability to exploit those vulnerabilities.

The goal of OEVT is to discover architecture, design and implementation flaws in the system that may not be detected using systematic functional, reliability, and security testing and which may be exploited to change the outcome of an election, interfere with voters’ ability to cast ballots or have their votes counted during an election or compromise the secrecy of the vote.  The goal of OEVT also includes attempts to discover logic bombs, time bombs or other Trojan Horses that may have been introduced into the system hardware, firmware, or software for said purposes. 

5.4.1 OEVT scope and priorities
· 5.4.1-A seq req_subreq \r 0 \h  Scope of open-ended vulnerability testing
The scope of open ended vulnerability testing shall include the voting system security during all phases of the voting process and shall include all manufacturer supplied voting system use procedures.
Discussion

The scope of OEVT includes but is not limited to the following:

1. Voting system security;
2. Voting system physical security while voting devices are:

A. In storage;
B. Being configured;
C. Being transported; and

D. Being used.
3. Voting system use procedures.
Source:
New requirement
· 5.4.1-B seq req_subreq \r 0 \h  Focus of open-ended vulnerability testing
OEVT Team members shall seek out vulnerabilities in the voting system that might be used to change the outcome of an election, to interfere with voters’ ability to cast ballots or have their votes counted during an election, to compromise the secrecy of vote.
Discussion

Compromising the integrity of the election process in any way, though it may not effect the net outcome of the election, may have significant effects on the election process. For example, it may change the public opinion towards the winners, undermine the public's confidence in the election system or election officials, cause financial loss in court cases due to the  
inability of the state to provide satisfactory evidence that the  
election's integrity had been maintained, and so forth. Also, the law differs from state to state on the subject of the "authoritative record" for the election; it may not be possible to change "the total" from the system's perspective, but "the total" from the state's perspective may be a record the system merely identifies as "an audit trail." Therefore vulnerabilities which can be exploited in order to generate inconsistent audit reports, inconsistencies within an audit report, and the ability to compromise the integrity of metadata such as audit logs, security logs, and other data are very serious.
Source:
New requirement
· 5.4.1-C seq req_subreq \r 0 \h  OEVT General Priorities
The OEVT team shall prioritize testing efforts based on:

a. threat scenarios for the voting system under investigation;

b. the availability of time and resources; 
c. the OEVT team’s determination of easily exploitable vulnerabilities; and 
d. the OEVT team’s determination of which exploitation scenarios are more likely to impact the outcome of an election, interfere with voters’ ability to cast ballots or have their votes counted during an election, compromise the secrecy of the vote.

Discussion

Following are suggestions for OEVT prioritization in the areas of threat scenarios, COTS products and Internet based threats.  The intent here is to provide guidance on how to prioritize testing efforts given specific voting device implementations.

4. All threat scenarios must be plausible in that they should not be in conflict with the anticipated implementation, associated use procedures, the workmanship requirements in section 6.4 (assuming those requirements were all met) or the development environment specification as supplied by the manufacturer in the TDP;  

5. Baseline threat scenarios are provided in XREF… of this document’s companion testing document
.  

6. Open-ended vulnerability testing should not exclude those threat scenarios involving collusion between multiple parties including manufacturer insiders.  It is acknowledged that threat scenarios become less plausible as the number of conspirators increases;
7. It is assumed that attackers may be well resourced and may have access to the system while under development;
8. Threats that can be exploited to change the outcome of an election and flaws that can provide erroneous results for an election should have very high priority;  
9. Threats that can cause a denial of service during the election should be considered of very high priority; 
10. Threats that can compromise the secrecy of the vote should be considered of very high priority;  
11. Threats that can compromise the integrity of a voting device audit (i.e. security audit logs) should be considered of very high priority;

12. If the voting device uses COTS products, then the OEVT team should also investigate publicly known vulnerabilities; and
13. The OEVT team should not consider the voting device vulnerabilities that require Internet connectivity for exploitation if the voting device is not connected to the Internet during the election and otherwise.  However, if the voting device is connected to another device which in turn may have been connected to the Internet (as may be the case of epollbooks), Internet based attacks may be plausible and should be investigated.

Source:
New requirement
5.4.2 OEVT resources and level of effort

· 5.4.2-A seq req_subreq \r 0 \h  OEVT team resources
The OEVT team shall use the manufacturer supplied Technical Data Package (TDP) and User documentation, have access to voting devices configured similar to how they are to be used in an election, and have access to all other material and tools necessary to conduct a thorough investigation.  

Discussion

Materials supplied to the OEVT team should include but not be limited to the following:

14. Threat analysis describing threats mitigated by the voting system;
15. Security architecture describing how threats to the voting system are mitigated;
16. High level design of the system;
17. Any other documentation provided to the testing laboratory;
18. Source code;
19. Operational voting system configured for election, but with the ability for the OEVT team to reconfigure it;
20. Testing reports from the developer and from the testing laboratory including previous OEVT results;
21. Tools sufficient to conduct a test lab build; and
22. Procedures specified by the manufacturer as necessary for implementation and secure use.
Source:
New requirement
· 5.4.2-B seq req_subreq \r 0 \h  Open-ended vulnerability team establishment
The test lab shall establish an OEVT team of at least 3 security experts and at least one election management expert to conduct the open-ended vulnerability testing.

Source:
New requirement
· 5.4.2-C seq req_subreq \r 0 \h  OEVT team composition – security experts
The OEVT team shall have at least one member with 6 or more years of experience in the area of software engineering, at least one member with 6 or more years of experience in the area of information security, at least one member with 6 or more years of experience in the area of penetration testing and at least one member with 6 or more years of experience in the area of voting system security.
Source:
New requirement
· 5.4.2-D seq req_subreq \r 0 \h  OEVT Team Composition- Election Management Expert
The OEVT team shall have at least one member with at least 8 years of experience in the area of election management.

Discussion

The OEVT team will require consultation from an elections expert who is familiar with election procedures, how the voting systems are installed and used, and how votes are counted.

Source:
New requirement
· 5.4.2-E.1 seq req_subreq \r 0 \h  OEVT team knowledge - 1
The OEVT team knowledge shall include but not be limited to the following:

e. Complete knowledge of work done to date on voting system design, research and analysis conducted on voting system security, and known and suspected flaws in voting systems;

f. Complete knowledge of threats to voting systems;

g. Knowledge equivalent to a Bachelor’s degree in computer science or related field;

h. Experience in design, implementation, security analysis, or testing of technologies or products involved in voting system; and

i. Experience in the conduct and management of elections.
Source:
New requirement

· 5.4.2-F.2 seq req_subreq \r 0 \h  OEVT team knowledge - 2
Prior to starting open-ended vulnerability testing, sufficient documentation and design reviews of the device under test shall be completed in order to confirm that the following requirements have been met:

j. Part 1:2.4-A

k. Part 1:7.5.1.4-B

l. Part 2:3.1.1.1-A

m. Part 2:3.2-A

n. Part 2:3.3.1-A

o. Part 2:3.3.1-B

p. Part 2:3.3.3-A

q. Part 2:3.3-A

r. Part 2:3.4.1-A

s. Part 2:3.4.3-A

t. Part 2:3.4.3-A.1

u. Part 2:3.4.3-A.2

v. Part 2:3.4.3-A.3

w. Part 2:3.4.6.1-A

x. Part 2:3.4.6.1-B

y. Part 2:3.4.6-A

z. Part 2:3.4.7.1-A

aa. Part 2:3.4.7.1-A.1

ab. Part 2:3.4.7.1-A.3

ac. Part 2:3.4.7.1-A.3

ad. Part 2:3.4.7.1-B

ae. Part 2:3.4.8-A

af. Part 2:3.4.8-B

ag. Part 2:3.4.8-C

ah. Part 2:3.4.8-D

ai. Part 2:3.4.9.2-B

aj. Part 2:3.4.9.2-C

ak. Part 2:3.4.9-A

al. Part 2:3.4-A

am. Part 2:3.5.1-A

an. Part 2:3.5.1-B

ao. Part 2:3.5.2-B

ap. Part 2:3.5.2-E

aq. Part 2:3.5.3-A.1

ar. Part 2:3.5.4-B.3

as. Part 2:3.5.5-A

at. Part 2:3.5.5-B

au. Part 2:3.5.5-E

av. Part 2:4.1.1-A

aw. Part 2:4.1-A

ax. Part 2:4.1-A.1

ay. Part 2:4.2-A

az. Part 2:4.3.1-B

ba. Part 2:4.3.2-A

bb. Part 2:4.3.4-A

bc. Part 2:4.3.4-B

bd. Part 2:4.3.4-C

be. Part 2:4.4.2-A

bf. Part 2:4.4.2-C

bg. Part 2:4.4.4-A

bh. Part 3:4.1-A

bi. Part 3:4.1-B

bj. Part 3:4.2-A

bk. Part 3:4.2-B

bl. Part 3:4.2-C

bm. Part 3:4.2-D

bn. Part 3:4.3-A

bo. Part 3:4.3-B

bp. Part 3:4.4.1-A

bq. Part 3:4.4.2.1-A

br. Part 3:4.4.2.1-B

bs. Part 3:4.5.1-A

bt. Part 3:4.5.1-B

bu. Part 3:4.5.1-C

bv. Part 3:4.5.1-D

bw. Part 3:4.5.2-A

bx. Part 3:4.6-A

by. Part 3:4.6-B

bz. Part 3:4.6-C

ca. Part 3:4.6-D

Discussion

In preparation for open-ended vulnerability testing of voting systems, a team must gain knowledge of how the device under test works so that they can use that knowledge to test the system.  The above listed requirements for documentation and design review are outside of the OEVT section.  However, the knowledge gained in the act of testing for conformance to these requirements is a critical step in planning for OEVT.  As such, if there is no overlap between the individual(s) testing for conformance to the requirements listed and the individuals on the OEVT team, then there must be direct, open and interactive communication between said individuals.  

It should also be noted that open ended vulnerability testing may reveal deficiencies in documentation that were not apparent during the documentation and design reviews of part 3.  Therefore, documentation non-conformance may be discovered and noted during OEVT and documentation and design review should not be considered complete until all testing has been completed. 

Source:
New requirement

· 5.4.2-G seq req_subreq \r 0 \h  OEVT level of effort – test plan
In determining the level of effort to apply to open-ended vulnerability testing, the test lab shall take into consideration the size and complexity of the voting system; the relevant election process models supplied in XREF
 … of this document’s accompanying testing document, any available results from the “close ended” functional, security, and usability testing activities and laboratory analysis and testing activities; the number of vulnerabilities found in previous security analyses; and testing of the voting system and its prior versions. 
Discussion

There is a certain level of preparation and planning that must be completed before open ended vulnerabiloity testing can begin.  This largely consists of learning enough about the system in order to determine the level of effort required for open ended testing and to develop a plan (albeit flexible) for testing.

Source:
New requirement
· 5.4.2-H seq req_subreq \r 0 \h  OEVT level of effort – commitment of resources
The OEVT team shall examine the system for a minimum of 12 staff weeks. 

Discussion

The 12 staff week examination period is not necessarily contiguous and does not include time to train team on device specifics (see part 3:5.4.2-E.2 and part 3:5.4.2-F) nor should it include time to develop a test plan or write the test report.  It should also be understood that additional time may be required if the manufacturer makes significant changes to the system in response to vulnerabilities found during OEVT.
Source:
New requirement
5.4.3 Rules of engagement

· 5.4.3-A seq req_subreq \r 0 \h  Rules of engagement – context of testing

Open ended vulnerability testing shall be conducted within the context of an election process model describing a specific implementation of the voting system and a corresponding model of plausible threats.

Discussion

Baseline models are provided in XREF … of this document’s accompanying testing document.  Manufacturers take generic model and add levels of granularity to it until it accurately represents the device under test
.  Further, the process model will not be validated against real-world instantiations of the process. That is, the model may have gaps that the instantiation fills, and these "fillers" may conflict with or create security-related problems that the model does not capture. A major object of inquiry of the Red Team will be to discover and take advantage of exactly where these "gaps" or "disagreements" may occur. Thus, the model should not "limit" the object of inquiry, but rather provide a framework for investigation.

Source:
New requirement

· 5.4.3-B seq req_subreq \r 0 \h  Rules of engagement – core security areas
At a minimum, open ended vulnerability testing shall examine the following aspects of voting device security:

· Cryptography

· Setup inspection

· Software installation and configuration management

· Access control, identification and authentication

· System and information integrity management and media protection

· Communication security

· System event logging, audit and accountability

· Physical security.

Discussion

The intent of this requirement is to provide a baseline for the range of areas tested.  This is done with the belief that a “minimum test range” can help ensure that all teams, at a minimum, investigate specific security areas.  Alternatively, the “maximum” boundary for testing is dictated by the VVSG requirements for failing recommendations.  One can not attempt to bound test plan development by such a list because open-ended investigations may end in very different places than they start.  As such, one can’t say at the start of a test campaign, whether or not a particular method will yield results within the confines of a list of security control areas.  One can, however, use such a list to ensure that specific areas are investigated.  

Source:
New requirement
· 5.4.3-C seq req_subreq \r 0 \h  Rules of engagement – adequate system model

The OEVT team shall verify that the device specific election process model, provided by the manufacturer, describes the intended implementation of the voting system.

Discussion

Manufacturer’s system model and associated documentation should reliably describe the voting system and all associated use procedures given the environment in which the system will be used. 

This requirement has significant overlap with the documentation and design review requirements described in chapter 4 of part 3.  Documentation and design review are activities that would be integral parts of an open-ended vulnerability test conducted outside the scope of federal certification testing and therefore without the support of the core and security functional tests prescribed by the rest of the VVSG.  The same can be said of the code reviews per section 4.5 of part 3 and 7.5.1 of part 1.  Therefore, an efficient test campaign will allow for direct and open communication between testers of these components of the VVSG such that one tester’s efforts can be fueled by information provided by another tester’s efforts.

Source:
New requirement
· 5.4.3-D seq req_subreq \r 0 \h  Rules of engagement – adequate threat model

The OEVT team shall verify that the manufacturer supplied threat model sufficiently addresses significant threats to the voting system.

Discussion

Significant
 threats are those that could:

23. Change the outcome of an election; 

24. Interfere with voters’ ability to cast ballots or have their votes counted during an election or
25. Compromise the secrecy of vote.

OEVT team may modify the manufacturer supplied threat model to include additional, plausible threats as described within the relevant process models in XREF of the accompanying testing document.
Source:
New requirement

5.4.4 Fail criteria

· 5.4.4-A seq req_subreq \r 0 \h  OEVT fail criteria – violation of requirements
The voting device shall fail open ended vulnerability testing if the OEVT team finds vulnerabilities or errors in the voting device that violate requirements in the VVSG.
Discussion

While the OEVT is directed at issues of device and system security, a violation of any requirement in the VVSG can lead to failure.  Following are examples of issues for which the test lab must give a recommendation of “fail”:

26. Evidence that any single person can cause a violation of a voting system security goal (e.g., integrity of election results, privacy of the voter, availability of the voting system), assuming that all other parties follow procedures appropriate for their roles as specified in the manufacturer’s documentation;

27. Manufacturer's documentation fails to adequately document all aspects of system design, development, and proper usage that are relevant to system security.  This includes but is not limited to the following:

A. System security objectives;

B. Initialization, usage, and maintenance procedures necessary to secure operation;

C. All attacks the system is designed to resist or detect; and

D. Any security vulnerabilities known to the manufacturer.

28. Use of a cryptographic module that has not been validated against FIPS 140-2; 

29. Ability to modify electronic event logs without detection;
30. A VVPR that has an inaccurate or incomplete summary of the cast electronic vote;
31. Unidentified software on the voting system;
32. Identified software which lacks documentation of the functionality it provides to the voting device;
33. Access to configuration file without authentication;
34. Ability to cast more than one ballot within a voting session; 

35. Ability to perform restore operations in Activated State; 

36. Enabled remote access in Activated State; and/or
37. Ballot boxes without appropriate tamper evidence countermeasures. 
Source:
New requirement
· 5.4.4-B seq req_subreq \r 0 \h  Threat model - failure
Voting systems shall fail open ended vulnerability testing if the manufacturer’s model of the system along with associated use procedures and security controls does not adequately mitigate all significant threats as described in the threat model.

Discussion

Team may use a threat model that has been amended based on their findings in accordance with 5.4.3-C.  Examples of fail conditions are given in this document’s corresponding testing document.
Source:
New requirement
· 5.4.4-C seq req_subreq \r 0 \h  OEVT fail criteria – critical flaws
The voting device shall fail open ended vulnerability testing if the OEVT team provides a plausible description of how vulnerabilities or errors found in a voting device or the implementation of its security features could be used to:

cb. Change the outcome of an election;

cc. Interfere with voters’ ability to cast ballots or have their votes counted during an election;  or

cd. Compromise the secrecy of vote without having to demonstrate a successful exploitation of said vulnerabilities or errors
Discussion

The OEVT team does not have to develop an attack and demonstrate the exploitation of the vulnerabilities or errors they find.  They do however have to offer a plausible analysis, given in the context of the associated election process model found in this document’s accompanying testing document, to support their claims.

Source:
New requirement
5.4.5  seq req_subreq \r 0 \h OEVT reporting requirements

· 5.4.5-A seq req_subreq \r 0 \h  OEVT reporting requirements - 1
The OEVT team shall record all information discovered during the open-ended vulnerability test, including but not limited to:

ce. Names, organizational affiliations, summary qualifications, and resumes of the members of the OEVT;

cf. Time spent by each individual on the OEVT activities;

cg. List of hypotheses considered;

ch. List of hypotheses rejected and rationale;

ci. List of hypotheses tested, testing approach, and testing outcomes;
cj. List and description of any flaws in the voting system that are remediated by procedures, full description of the associated procedures and consequences of not following said procedures; and
ck. List and description of remaining vulnerabilities in the voting system:
1. A description of each vulnerability including how the vulnerability can be exploited and the nature of the impact;
2. For each vulnerability, the OEVT team should identify any VVSG requirements violated; and
3. The OEVT team should flag those vulnerabilities as serious if the vulnerability can result in the violation of one or more VVSG requirements; a change of the outcome of an election; or a denial of service (lack of availability) during the election.

Discussion

Examples of the impact of an exploited vulnerability are over-count of ballots for a candidate; undercount for a candidate; very slow response time during election; erasure of votes; and lack of availability of the voting device during election.
Source:
New requirement

· 5.4.5-B seq req_subreq \r 0 \h  OEVT reporting requirements - 2
If potential flaws are discovered during open ended vulnerability testing, that overlap with script based conformance test efforts, then the OEVT team shall share preliminary findings and all relevant information as needed to support conformance testing.

Discussion

Open ended testing may reveal flaws which are best addressed through additional or alternative testing for conformance to requirements stated in Part 1 or Part 2.

Source:
New requirement

5.4.6  seq req_subreq \r 0 \h VSTL response to OEVT

· 5.4.6-A seq req_subreq \r 0 \h  VSTL Response to OEVT
The VSTL shall examine the OEVT results in the context of all other security, usability, and core function test results and update their compliance assessment of the voting system based on the OEVT.

Discussion

The testing laboratory should examine each vulnerability that could result in the violation of one or more VVSG 2007 requirements; a change of the outcome of an election; or a denial of service (lack of availability) during the election and use the information to form the basis for non-compliance.  If significant vulnerabilities are discovered as a result of open-ended vulnerability testing, this may be an indication of problems with test lab procedures in other areas, insufficient security requirements or problems with voting system design or implementation.
It should be noted that it is currently common practice for manufacturers and test labs to work together, affording manufacturers the opportunity to correct fatal flaws before testing is complete with labs testing improved systems as appropriate.  This arrangement may be challenging to maintain in the face of OEVT – simply because testers need to be able to rely on a fixed test case AND they will generally be confined to a fixed number of testing hours.  If a significant flaw is found and the manufacturer adds a mitigating control that’s not procedural, labs and manufacturers will have to rely on contractual agreements to determine when and how testing resumes after such a change has been made – unless or until the standard says otherwise.  This is not an issue for the script based testing throughout the VVSG because there’s no time limit associated with it.
Source:
New requirement

Appendix 2 Changes to VVSG 2007 in Support of OEVT and Outside of the OEVT Chapter

Part 3 Changes

· 4.5-A OEVT in support of source code review

If, during source code review, segments of code are discovered which may jeopardize the security of the device under test, then the potential vulnerability and all relevant information shall be given to the OEVT team prior to the conclusion of open ended vulnerability testing.
Applies to:
Voting system

Discussion

Source code review can be a very time and resource consuming means of verifying compliance to a requirement.  An open-ended test for vulnerabilities associated with a requirement may provide a faster, more efficient means of identifying compliance issues than would a systematic review of source code.  An efficient test campaign will support direct and open communication between testers, allowing source code reviewers to point out suspicious areas in the code to OEVT teams and allowing OEVT teams to ask source code reviewers to analyze specific aspects of code for suspected vulnerabilities.  

Source:
New Requirement
· 4.5.2-B Source code review in support of OEVT
If, during open ended vulnerability testing, potential flaws are identified that may jeapordize the security of the device under test and that be confirmed via source code review, the relevant segments of code shall be analyzed.

Applies to:
Voting system

Discussion

An efficient test campaign will support direct and open communication between testers, allowing source code reviewers to point out suspicious areas in the code to OEVT teams and allowing OEVT teams to ask source code reviewers to analyze specific aspects of code for suspected vulnerabilities.
Source:
New Requirement
Part 2 Changes

· 3.5.1-C seq req_subreq \r 0 \h  TDP, election process model 

Manufacturers shall provide an election process model specific to the device under test.
Applies to: 
Voting system
Source:
[VVSG2005] I.8.7
Discussion

This requirement should be modified and expanded after the development of the abstract election process model and the methodology for adding detail to the abstract model in order to create a model of a specific device under test.  Those modifications will include a list of allTDP elements which will now have a standard format per the election process model.
Appendix 3 Changes to VVSG 2005 Needed in Support of OEVT
(TO FOLLOW IN A SUBSEQUENT DRAFT )
Appendix 4 Sample Process Model and Threat Scenario
(TO FOLLOW IN A SUBSEQUENT DRAFT )
� See section 6 below for suggested certification process which addresses these issues.


� A proposal for a cost effective certification process with an OEVT component is discussed below in section 5.


� This could also give election management officials a means to compare different voting device architectures or vendor implementations and determine which would best fit their needs given their specific election process.


� Flaw confirmation and flaw generalization are terms associated with Carl Wiessman’s Flaw Hypothesis Model of penetration testing, a widely used method for open-ended vulnerability testing of information systems.


� Given the key role of human factors involved in testing, one must still conceded that sufficient time must be allowed for flaw generation, confirmation and/or flaw generalization in order for independent teams to uncover identical sets of core problems.  Further, sufficient incentive must be present for test teams to perform at their peak.


� OEVT fees could be set as the same for all systems or for all systems of a given architecture and determined by presuming a fixed level of effort  Now!  A VSTL_OEVT should not of course be penalized for finding ways of improving the effetivenss of their approach as long as their results and findings hold up under the scrutiny of the certification  process.


� The manufacturer is primarily responsible for guiding the OEVT team through the TDP and training and clarification on system design


� Note, OEVT team is able to work on steady state system.  No changes made or additional information provided once creation of test plan begins.


� These results should include guidance on any findings that may impact VSTL conformance testing.


� Could be the same OEVT_VSTL or a new one.  Materials submitted to OEVT_VSTL at this point to also include any additional test data available form VSTL.


� Current Handbook 150-22 appeal process may require modifications





�These threat scenarios should be developed based on a thorough understanding of voting system architectures, and how voting devices are used within the context of a given election process model.  


�OEVT can say documentation is non-conformant.


�A package of materials should be developed in support of OEVT that includes:





An abstract model of an election process with instantiations that are specific to the voting device architectures that can be certified via the VVSG





General process rules





Threat scenarios associated with the models





A methodology for taking a generic model and adding levels of granularity to it until it accurately represents a device under test





Use cases for the models showing


how vendors can add levels of granularity to the models and use them as a means of describing the DUT with a standard format for  key elements of the TDP


-how the models as modified by vendors can be used to support OEVT


-how one can use the model to discuss plausibility of threats or  the psychological plausibility of mitigating controls


�See comment above at 5.4.2-G


�See comment above at 5.4.2-G.  Generic threat models should be developed that are specific to voting system architectures represented in the VVSG.  These generic models should then be modified by manufacturers to show threats to the device under test along with mitigating controls.
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