Possible alternatives to the requirement of Software Independence (SI) in the VVSG (third DRAFT, 4/30/08). 

Purpose 

The Election Assistance Commission (EAC) has requested the National Institute of Standard and Technology (NIST) “assistance in conducting research” related to the Software Independence (SI) requirement in the next Voluntary Voting System Guidelines (VVSG). The wording of the EAC’s request is 

“Develop possible alternatives to the requirement of Software Independence, which is included in the TGDC draft recommendations. These alternatives should, of course, retain the focus on security, verifiability, and auditability present in the current document. In providing the possible alternatives, research should be conducted on what changes would need to be made to the TGDC draft recommendations in order [to] use that alternative in the next iteration of the VVSG”.

The purpose of this white paper is to respond to this request. 

Definitions 

Except where otherwise stated, these definitions are from next VVSG.

voting system: 

Equipment (including hardware, firmware, and software), materials, and documentation used to define elections and ballot styles, configure voting equipment, identify and validate voting equipment configurations, perform logic and accuracy tests, activate ballots, capture votes, count votes, reconcile ballots needing special treatment, generate reports, transmit election data, archive election data, and audit elections.

Software Independence (SI):
A voting system is software-independent if a previously undetected change or error in its software cannot cause an undetectable change or error in an election outcome. 

Voter Verification:

Confirmation by the voter that all votes were recorded as the voter intended.  

Election Verification:

Confirmation that all recorded votes were counted correctly.

End-to-end (E2E) Security: 

Supporting both voter verification and election verification.

Background
As DREs started replacing paper-based systems, people realized no credible audit system was being put in place. Demands for “auditability” were issued from multiple quarters. There is broad agreement on the need for such a capability. However, at some point “auditability” of DREs became synonymous with implementation of VVPAT (Voter Verifiable Paper Audit Trail). VVPAT evoked in people notions akin to “carbon copy” of paper votes. People found comfort in the belief that this “carbon copy” would  i)  capture both the “voter's intent” and what happened during vote casting; and  ii) be a record with which it is harder to tamper with than the fickle electronic record. These beliefs are anachronisms in more ways than can be explained in this white paper. Mainly:

Voting through a modern electronic interface (screen, mouse, keyboard, microphone, earphones, etc.) is nothing like traditional voting on a piece of paper. The former is a process embedded in a sequence of sensory-rich, time-dependent events that are choreographed by the software and hardware of the apparatus. The VVPAT misses most of it. Over-reliance on this mechanism might lead to overlooking the multiple attack vectors provided by the medium (e.g. altering the order of visual inputs to the voter in order to nudge him/her toward a particular behavior, ...). One can not ignore the fact that most, if not all, recent serious electoral problems have been caused by ballot presentation problems, which are not solved by VVPAT.

The electronic record can be made much more reliable through the use of cryptographic techniques which address not only the safeguarding of the records but also the way in which each record is created.

The image of a “carbon copy” leads people to believe votes can be “counted again” if necessary. In fact, the VVPAT provides a “different” count. This undermines a very important goal of an election: finality.

In the field, the many shortcomings of VVPAT implementations became quickly apparent to election officials (these shortcomings are well documented and will not be discussed here). Faced with increasing resistance to VVPAT, the Technical Guidelines Development Committee (TGDC) passed a resolution endorsing the concept of SI. It was hoped that this would open the way to better solutions to the auditability problem without mandating paper audit records. However, subsequent interpretation of the SI concept made it so that non-paper audit records were effectively disallowed in next VVSG-conforming systems.

Summary of alternatives to SI

The following actions are complementary rather than mutually exclusive. Since there are consequences to the next VVSG of choosing some of these actions and not others, discussion of changes to the next VVSG is only approximate.

1. Provide an interpretation of the concept of SI which is less restrictive of voting technology while still providing for security, verifiability, and auditability.

2. Write requirements for electronic audit records which provide security and verifiability. Propose that voting systems producing such records conform to the next VVSG whether or not the systems are ruled to be SI. 

3. Write requirements for multi-component architectures that are resistant to software tampering of any one component. 

4. Write a requirement that electronic voting machines support a standardized communication port with which third-party devices can communicate in order to create an audit record (paper or electronic).

5. Remove the SI restriction from the innovation class requirements.

Item 3 is a generalized version of what was called Independent Verification Systems (IV or IDV acronyms were used) in 2005 VVSG. Items 1,2,4 would also support IDV-type technologies.

The intent in the next VVSG is for E2E voting systems to fall under the innovation class. Item 5 would help remove restrictions for such systems. However, the EAC may want to consider further requirements in support of E2E systems. If so, it is anticipated that several types of E2E systems would have to be discussed, and specific requirements for each be written. An essential component of E2E systems is that the vote capture device (or possibly an appendage, in the case of IDV systems) issues information that can later be used to verify that the vote was counted as cast. Requirements would have to be written to support the different ways in which this information can be issued, as well as the ways in which the election verification step can take place. In particular, who and when can verify the election count would have to be considered. Additionally, most E2E systems make use of a public bulletin board of some sort. Most likely this would be an electronic bulletin board accessible through the Internet. A determination would have to be made as to whether such a service falls within the scope of the next VVSG. If so, then requirements should be written to support it.

1) Refining and disambiguating the concept of SI.
There are several distinct ways to interpret the SI concept and/or refine the definition. TGDC resolutions have endorsed the general concept (as defined in the next VVSG) of SI but have not explicitly endorsed any particular interpretation of SI. Thus, one way to address the intent of the EAC’s request is to refine the definition of SI. This would need to be done in a way that preserves necessary properties while allowing for practical implementations of voting systems. Among necessary properties are security, usability, auditability, accessibility, timeliness, and finality (when the election is over, it is over). In particular, it should be clear that revisiting the SI requirement is not an opportunity for reintroduction of stand-alone DREs. 

The next VVSG is about testable requirements. In principle, it is testable whether or not a change in a cast ballot is detectable. Software-induced change in an election outcome is a much harder concept to grapple with. 

The EAC may want to consider changing “an election outcome” to “cast ballots” as a friendly amendment to the definition of SI.

Clarification of the term “detectable” is also necessary. The following is a working definition:

Change or error in cast ballots is detectable if its occurrence with significant frequency has an overwhelming probability of either i) being directly observed by a voter, the public, or by election workers; or ii) causing non-transient and incontrovertible evidence to appear in the election audit record. 

The two types of detection mentioned in this definition are very different events. The first can take the form of observation of a transient event, and might leave no useful evidence of it having happened. For example, consider a DRE with paper-audit trail that occasionally cheats the voter by producing matching electronic and paper records without the voter’s input and then terminating the voting session. The voter observes the cheating (she didn’t get to vote, the machine voted for her). However, this happens in the privacy of the voting booth. Software independence does not mandate that there be a way for the voter to undo the fraudulent vote and vote again.

Examples of the second type of detectable evidence are paper or audio/visual audit records that are authenticated using chain of custody mechanisms, digital signatures, write-once media, and other methods. Software independence requires that error or fraud be “detectable” rather than “detected”. Thus, one may not declare a system to be software-dependent because software is potentially involved in the audit process (e.g. counting the paper audit record using Optical Character Recognition (OCR) technology or the audio record using voice recognition technology). This is an important point because automated audits can be much more practical and accurate than manual audits. More importantly, if the definition above is adopted, then direct voter verification of a paper audit trail is no longer required. For example, the audit record can be written into electronic media, with the voter performing the verification step on a summary screen which displays the contents of the record. This might be deemed “indirect” voter verification because it is mediated by hardware and software (although not the hardware and software that captured the vote to begin with). It would be up to the vendor to convince the certification labs that the voting system “causes non-transient and incontrovertible evidence to appear in the election audit record”.

Implications to the next VVSG

All language explicitly or implicitly requiring direct voter verification of paper audit records as a condition of SI would have to be revised. This mostly affects Chapter 4 Security and Audit Architecture in part 1 of the next VVSG.

2) Paper versus electronic audit records.

The next VVSG requires that the vote capture device be able to produce cryptographic signatures. A signed record of each cast ballot can be issued by the vote capture device and stored by an independent device. This data can be easily and exactly replicated. It cannot be forged and can in principle be published so anybody can verify the election counts (in particular, transparency and legitimacy would be enhanced if election watch groups can do their own tabulation). These are great advantages over paper-based audit data.  On the other hand, there appears to be much distrust of systems that do not use paper. Since paper audit records are not hard to produce (just hard to use), there is no reason to disallow them. Thus the EAC may want to consider the following action:

To write requirements for electronic audit records and rule that voting systems producing such records satisfy the next VVSG requirements whether or not the systems are deemed to be SI. These requirements should not disallow paper audit records.

Implications to the next VVSG

Audit records are discussed in Chapter 4 Security and Audit Architecture of part 1 of the next VVSG. This chapter seems to rule out fully electronic audit records implicitly via the assumption of SI and numerous references to “hand audits” of independent voter-verifiable records (IVVRs).  Although “hand audit” does not appear to be defined, the intent appears to be to exclude electronic records.  This chapter would have to be revised in order to limit the scope of language that assumes paper (the goal is not to ban paper audit records, only to provide alternatives) and provide enhanced requirements for electronic audit records. The latter requirements should make full use of the new cryptographic capabilities of voting systems (described in Section 5.1 Cryptography in part 1 of the next VVSG). 

Observational testing is currently tied, by definition of the term, both to paper and to the use of assistive technologies. There appears to be no technical reason to exclude observational testing of non-paper IVVRs in a general context. The principle underlying observational testing is that the vote-capture machine does not know how the exported audit record is being matched against the voter’s choice (and hence cannot export an audit record which is undetectably different from the voter’s choice). In anticipation of having to argue that observational testing mitigates risk of fraudulent electronic audit records, expanding the use of the term can be considered. This would have the added advantage of preempting the complaint that the next VVSG uses the technique as a way to justify diminished security for visually impaired voters.

3) SI and multi-component architectures
Software is used in many stages of the process leading to an election outcome (all the way to dissemination of results through media outlets). It would be unreasonable (and untestable) to demand “independence” from all such software. Perhaps the intent of the SI definition is to restrict independence to “voting systems” exactly as defined by the next VVSG.

Two points need to be made: i) VVPAT does not achieve independence in this universal sense; ii) the threat model implicit in a requirement that the voting system be simultaneously independent from the software in all these components would be unreasonable. That threat model would essentially have to assume that there is an adversary controlling all software components in all equipment used in the voting system, and that this adversary is able to introduce malicious code
 that will cause the different components to cooperate in undetectably changing cast ballots. Also, it can be argued that immunity to this threat is an untestable property of modern voting systems. 

The standard objection to security based on independent components is that independence cannot be tested or enforced. Before this objection can be addressed, the meaning of terms must be better understood. It is not easy to precisely define the concept of independence. An alternative to a precise definition is to identify properties that enhance independence. The following are three properties that the EAC might choose to consider:

Bayesian independence: if the risks (probability) of two components (say a vote-capture device and a vote storing device) being compromised are u and v respectively, then the risk of both devices being compromised in a way that allows them to collaboratively change a ballot is closer to the product of u and v than to the minimum of u and v. 

Structured and monitored communication: separate devices communicate in a limited fashion, over a monitored channel, and in a structured formal language.

Interoperability with heterogeneous audit devices: independence is enhanced when a vote-capture device is required to export audit data that can interchangeably be used by tabulators as well as printers and other display devices.

Much of the criticism regarding security based on independent components basically boils down to an assertion that Bayesian independence as defined above cannot be achieved. However, such a blanket objection would be difficult to defend.  It is true that the property cannot be turned into a testable requirement. However, Bayesian independence as a high-level goal is reasonable. Just as a meaningful discussion can take place regarding the security of a system (something we don’t really know how to precisely define, measure, test or quantify), so can meaningful discussion take place regarding whether a particular architecture does or does not provide sufficient independence of audit records.

In addition to identifying communication pathways between system components, the EAC could require certain standard communication capabilities that would enhance real-time auditability as well as help with the creation of audit trails for post-election analysis. The goal of this would be the promotion of systems based of multiple mutually distrustful components with the property that an undetectable cast ballot change is not possible without sabotage of all components. VVPAT is an example of this type of system. But many other systems have this capability (e.g. the “frog” system, PRIME III, others).  

Summarizing, the EAC could consider the following action:

To write requirements for multi-component architectures that are resistant to software tampering of any one component; and to restrict the concept of SI to independence from any single component of the voting system. 
Implications to the next VVSG

This would involve defining ways into which the voting system can be conceptually split into components. Two complementary approaches to this end are i) to separate components according to functionality (vote casting, ballot display, vote counting, creation of audit trail, etc.), and ii) to identify communication pathways
 that can be realistically audited, perhaps with the help of enhanced next VVSG requirements. Two endpoints of such a communication pathway can be considered distinct components. For example, it is difficult to audit a hardware bus, but easy to tap into the communication between a DRE and a printer. In the latter case, requirements on message contents can be written so as to enhance real-time audit capability.

It does not appear that this action would require re-defining the concept of “independent voter-verifiable record” (IVVR). But others might disagree. Disagreement is possible because neither “independence” nor “voter-verifiability” are precisely defined terms.

Under the restricted definition of SI, a voting device might conform to VVSG without producing a paper trail. This device would fall under “IVVR vote-capture device” in the class structure (Figure 2.1Voting Device Class in Section 2.5.2 Classes Overview in part 1 of the next VVSG) but would not necessarily produce a paper record. Currently there is no class for such a device, thus one would have to be created.

4) A standardized audit port

The EAC could require a standardized “audit port” in vote-capture devices. The idea would be for this port to output cast ballots without the host device even knowing if what is connected to it is a printer, a visual display, an audio device, or a CD writer (or all of these, for that matter). This would promote interoperability and independence of vote-capture devices and audit devices. It would also promote technological innovation in audit devices. Currently, vendors of vote-capture devices are allowed to have the monopoly on audit technology for their products. 

A side benefit of a standardized audit port would be to make testing easier. After all, if the input/output behavior of the vote-capture device is correct, then the internal behavior of the device is not important.

Implications to the next VVSG

A determination would have to be made as to whether or not EML (or some other standard) is mature enough for reliable use in transmitting cast ballots (see http://www.govtech.com/gt/print_article.php?id=259970). If so, then the behavior of the audit port (what it exports, when, and in what format) should be standardized in the next VVSG. Requirements in Section 6.6 Integratability and Data Export/Interchange in part 1 of the next VVSG are pertinent to this action. Additional requirements would have to be written to further promote interoperability.

5) SI and the innovation class

Currently, the next VVSG has the restriction that all innovation class submissions meet the requirements of SI (Part 1, next VVSG 2.7.2 Innovation Class Submissions). This restriction can be removed.

Implications to the next VVSG

It appears that this can be done by altering the general text of 2.7.2 Innovation Class Submissions and rewording requirement 2.7.2-A Innovation Class, Submission Procedures in part 1 of the next VVSG.







� Malicious code versus buggy code issue. Opponents of electronic voting often lump together the problems of software attacks and software errors. This causes confusion when gauging threats and evaluating countermeasures. Software errors are harder to prevent, easier to detect (standard techniques detect the presence of software errors with high probability, although they do not necessarily allow you to fix the errors or even to locate them in the code), and easier to protect against. Malicious software can be almost impossible to detect, but its presence in a voting system requires a rather unlikely scenario. The presence of malicious, successfully cooperating software in two independently developed components of a voting system is even less likely. More importantly, malicious cooperation between separate system components can be made effectively detectable by imposing restrictions on the communication path between the systems and adding real-time auditing of the communication. 








