Question 2:  Ballot On Demand
Rev. 2008-04-24
1 The question
The EAC is requesting NIST's assistance in conducting research in the following areas:  [...]  Developing standards for Ballot on Demand systems.  This research should begin with a study of the feasibility of including Ballot on Demand standards in the next iteration of the VVSG, e.g., are election official needs adequately represented in existing vendor ballot on demand systems or whether more research would need to be conducted with election officials to better understand their needs.
2 Background
Questions regarding Ballot-on-Demand capabilities (hereinafter abbreviated as BOD) in the VVSG first arose during election official reviews of the August 31 VVSG draft in preparation for the December 2007 meetings of the Standards Board and Board of Advisors.  On October 19, NIST initiated a thread on the sb-vote@nist.gov mailing list to gather more background information on this technology.  The responses from election officials, together with information gleaned from searching the Internet and subsequent discussions with individuals, revealed a diversity of beliefs regarding the specifics of BOD, what it integrates with, how it works, and what problems it solves.  Each of the following has been cited as exemplary of BOD at one time or another:
1. A dedicated EMS application running in the polling place is used by election officials on location to produce additional ballots in response to emergencies such as (1) the ballots prepared in advance run out; (2) as a back-up voting mechanism in case the DREs won't work; (3) as an accommodation for voters who specifically want or need a paper ballot instead of a DRE.
2. A dedicated application, possibly integrated with an e-Pollbook and/or registration database, prints out a ballot of the correct ballot style as each voter is checked in, based on each voter's registration information.  No ballots are prepared in advance.  May be of particular use in vote centers for early voting.
3. BOD = Electronic Ballot Printer (per the VVSG definition), an Electronically-assisted Ballot Marker which integrates the BOD functionality.  One does not need to have a blank ballot of the correct ballot style prepared in advance; the device activates the correct style of ballot, collects the votes, and prints the completed ballot (both ballot style information and votes) onto blank paper.  No electronic record of the votes is retained by the device, thereby avoiding the complications that apply to DREs.
4. A DRE has a BOD feature as a kind of add-on whereby it can send an activated ballot to a printer instead of displaying it on the touchscreen.
a. If the ballot is not filled in with votes, then this is just another way of implementing the BOD functionality in #1 and #2.

b. However, if the ballot is filled in with votes collected via the touchscreen interface, then this is a combination of the DRE and EBP concepts defined in the draft VVSG, one that potentially retains an electronic record of votes in addition to producing the paper ballot and could produce a separate electronic tabulation of votes parallel to the tabulation of the paper ballots.  This raises lots of issues.
5. Ballots are produced "on demand" by trained staff at remote locations for overseas voters.  This is a significantly different use case but possibly the same equipment as discussed above.
6. Voters can print out legal absentee ballots on their personal PCs at home.  This is a significantly different use case AND significantly different equipment.
The one clear point of commonality is that, by definition, BOD means that ballots will be printed "on demand" rather than produced in advance.  Beyond that, the specific details, as well as the consequences for voting system security, privacy, etc., are highly variable.
3 Needed information
The most urgent issue facing NIST as it embarks on addressing BOD is the need to obtain solid information on the following:
1. What BOD products already exist, what do they integrate with, how do they work, and what problems do they solve?  NIST's searching in October 2007 uncovered some high-level information on existing products by Premier ("Ballot On Demand") and Hart ("Ballot Now"), but it would be preferable to obtain more specific, recent, traceable, and complete information from the manufacturers.
2. What BOD products do election officials want, what must they integrate with, how must they work, and what problems must they solve?  E.g., If election officials strongly demand a BOD product that integrates directly with an e-Pollbook and/or registration database, then this possibility must be addressed by the VVSG one way or another, even if no existing products currently do this.  (N.B., Possibilities that conflict with the fundamental security, privacy, etc. goals of the VVSG might be "addressed" by explicitly stating that they are non-compliant and explaining why.)
3. Which of the different variants of BOD are serious possibilities for use in actual elections, and which are merely prototype products, "nice-to-have" ideas that may have unacceptable consequences when thought through, spurious hypotheticals, etc.?  Each BOD variant raises different issues regarding security, privacy, and other goals of the VVSG and has the potential to generate a lot of rework to address those issues responsibly.  To minimize the amount of rework and the possibility of irreconcilable conflicts, those variants that are for all practical purposes irrelevant must be declared out of scope.
4 Issues to be addressed
4.1 Scope of VVSG and definition of voting system
Like e-Pollbooks, BOD is a recent innovation appearing on the fringe of what was considered to be the voting system in the VSS and VVSG.  Some versions of BOD may be in scope and others not.  The definition of voting system must be clarified according to what is decided, and the impact of this change on other requirements of the VVSG must be evaluated.
Ballot printing is sometimes part of the voting system and sometimes not.  Historically, it was outsourced to a print shop that is outside the scope of what the test labs can test.  If voters are allowed to print absentee ballots on their computers at home, the same situation applies.  The onus is unavoidably on election officials to ensure that those externally-produced ballots are within specifications.  But insofar as ballots can be printed in polling places, it seems clear that that functionality (and any relevant devices) should be subject to requirements and tested.
4.2 Definition of Ballot-On-Demand devices and functions

The proper way to define BOD in the VVSG is dependent on the information discussed above (what BOD products already exist, what BOD products do election officials want, and which ones are serious contenders).  A tentative beginning to this process, based on the limited information gathered so far, appears in Section 5.
4.3 Core requirement concerns

Reliability.  To whatever extent BOD devices are defined as a separate, new class of devices, distinct from any previously addressed in the reliability benchmarks, a reliability benchmark for them will need to be determined.

Accuracy.  BOD ballots must scan with the same accuracy as ballots produced in the traditional way.

Misfeeds.  Similarly, BOD ballots must not jam in optical scanners any more often than ballots produced in the traditional way.

Election officials have already expressed grave concerns regarding the quality of BOD ballots and the ability to scan them to the satisfaction of the CRT benchmarks.
4.4 Security and privacy concerns
Ballot accounting.  It obviously complicates ballot accounting and auditing that additional ballots may be produced as election day progresses.  The issue requires analysis and might mean rework to the auditing requirements.
Bogus ballots.  Some election officials have already expressed a desire for a requirement that BOD ballots shall be printed on special paper and/or include embedded authentication measures to discourage unauthorized production of extra ballots.  A requirement for special paper would conflict with the absentee-ballots-at-home scenario.

Leakage of personally identifiable information onto ballots.  This is of particular concern in the scenario where BOD is integrated with e-Pollbook and/or registration functions, and is similar to the worry about personally identifiable information leaking onto DREs, making it possible to associate a ballot with a specific voter.
4.5 Human factors concerns

The introduction of another new process and/or piece of equipment may impact usability of the system by poll workers.
5 Tentative definitions
5.1 Summary of primary changes
Define new concepts:  precinct ballot printer, ballot-on-demand device.
Replace Electronic Ballot Printer with Electronic Ballot Marker/Printer (to try to reduce confusion among related terms).
5.2 Summary of secondary changes
(all refs are to VVSG draft 20070831)
Globally replace EBP with EBMP.

Need a reliability benchmark for precinct ballot printers.

New requirement in I.7.2:  Ballot-on-demand devices shall produce ballots that conform to manufacturer specifications.  Discussion:  This requirement is complemented by I.6.3.2-B and I.6.3.3-A so that ballot-on-demand devices must produce ballots that will scan accurately and without an excessive rate of misfeeds.  See also I.6.4.4-B on durability of paper.
5.3 New and modified definitions

ballot-on-demand device:  Programmed device that supports the creation of additional paper ballots on an as-needed basis while polls are open.  Discussion:  Given the election definition, the selection of a particular ballot style, and blank ballot stock, a ballot-on-demand device creates a ballot of the selected ballot style.  See precinct ballot printer and Electronic Ballot Marker/Printer.

EBMP:  Electronic Ballot Marker/Printer.

Electronic Ballot Marker/Printer:  EBM with integrated ballot-on-demand capability.  Discussion:  An Electronic Ballot Marker/Printer does not require the voter to insert a blank ballot of the appropriate ballot style; instead, it activates the relevant ballot style similar to a DRE and produces the complete paper ballot at the end of the voting session, already marked with the voter's votes.  However, unlike a DRE, it does not retain an electronic record of the votes after the ballot is printed.  Contrast with precinct ballot printer.
precinct ballot printer:  Ballot-on-demand device that produces unmarked (blank) ballots for immediate use in a polling place.  Discussion:  A precinct EMS or a DRE might function as a precinct ballot printer.  The ballot-on-demand function of a precinct ballot printer is separate from any voting session.  Contrast with Electronic Ballot Marker/Printer.

5.4 Device classes
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