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Purpose

The purpose of this white paper analysis is to investigate the pros and cons of vote-by-phone type voting systems and explore their relationship to the accessibility, usability and security requirements in the VVSG.    The analysis includes a discussion of what is needed to allow vote-by-phone systems to conform to the VVSG. 

Definition

Vote-by-phone (VBP) is voting system in which the primary voter interface is a conventional telephone.  In the VVSG class structure, if a simple VBP provides only an audio interface, it belongs under VEBD-A (Voter-Editable Ballot Device - Audio).  One current implementation of VBP also includes a remote ballot marking device which generates a human-readable paper ballot.  In terms of the class structure, that implementation is a VEBD-A with a remote EBMP (Electronic Ballot Marker).   As a VEBD-A, the VBP can be certified as a conventional voting system. 
VPB vs. Acc-VS

Is the VBP an Acc-VS (Accessible Voting System)?  The implementation of VBP being used in Vermont, the VBP is not an Acc-VS.  That VBP meets only some of the requirements for the Acc-VS.  For example, the requirements for synchronized audio and visual and for non-manual input requirements are not met.  Because the VVSG conformance testing is designed for entire systems and is not component-based, it is not possible to certify that VPB as an Acc-VS.   (Note also that an audio-only system, such as a VBP, could never be the only system for everyone because it is not accessible to deaf voters.  Typically the voting system not designated as Acc-VS is visual and, hence, is accessible to those who are deaf.)
Architecture
 This discussion is based primarily on the architecture of the first installed system.  There could be variants.
The telephones to be used for voting are in the polling place – there is no support for voting from home or other unauthorized locations.

Normal telephone land lines are used.  Neither cell phones nor VOIP is normally allowed, although the central server does support dynamic authorization of caller-IDs, so that cell phones could be used as backup in the case of land-line failure.

The central receiving station checks both the caller-ID of the phone and a password sent by the poll worker so as to verify incoming calls.

The poll worker also enters a code to initiate the correct ballot for the voter who is about to vote, before handing the phone to the voter.

The central server then engages in an automated dialogue in which audio prompts are sent to the voter and the voter responds by touching the appropriate keys on the keypad. For example, the basic command set might be 2 and 8 for previous/next race, 4 and 6 for previous/next candidate, and 5 for "choose this one".

When the choices are completed, the voter is given an audio review of the ballot (the electronic record) and then confirms (or disconfirms) her vote.

The voter is then told to wait for further processing. At the central station, a paper ballot (with barcode and a unique but untraceable ID number) is printed out that allegedly corresponds to the ballot choices just entered. As it is printed, the barcode is scanned, and the results of the scan are read back to the voter who must confirm these choices or spoil the ballot.

The paper ballot is always deposited in the ballot box. If the voter spoils her ballot, an additional "spoiled ballot" document with the same ID number is also put in the box.

The final count is adjusted by using the spoilers to offset the completed ballots.

The unique ID numbers on the ballot can also be used to tag a ballot as provisional.

VVSG status

As stated above, VBP as such provides only an audio interface. An Acc-VS is defined as a subclass of VEBD-V and VEBD-A; it has both an audio and a visual interface.  In particular, 3.3.2-D for low vision and cognitively-disabled voters requires a synch A/V interface. Also a system would need non-manual input (3.3.4-B) to be Acc-VS.

To be certified as an Acc-VS, a voting system must support all disabilities.  Note that those with dexterity disabilities would probably want to use a visual interface.

However, local officials may deploy VBP for the blind (and for sighted voters) but every polling place still needs to accommodate other disabilities.

The VBP remote paper read back seems to implement requirement 3.3.1-E Accessibility of paper-based vote verification.
The 3.3.3-C requirements (volume, speed, quality) apply to VEBD-A, hence to VBP; but technically, 3.3.3-B (editing functionality) applies only to Acc-VS, hence not to VBP.   This is possibly a gap in the VVSG.
[[There may be other security issues because of the use of barcodes and ID numbers.  We leave this to the security people to think about and add a paragraph here that cites security reqs]]
[[here is some of Nelson’s wording:  
For VBP, the requirement prohibiting the use of public networks (i.e. communications outside the polling place) during voting would need to be reworked; and other communication  related requirements may need to be added or modified as a result.   ]]

Pros of VBP
· May be good for remote applications, such as military.

· Very economical - voting station hardware is simply a phone.

· No special equipment is needed at the polling place in support the telephone interface.

· A major advantage is its preview and practice feature. Prior to election day, voters can call from home and try out the interface. This makes for real accessibility; the voter builds confidence in his/her ability to operate the interface.

· The actual voting session can be quite fast due to the skip-ahead feature (skip to next race or candidate). A voter who has practiced and has decided for whom to vote can make choices quickly.   This could be confirmed with a usability study.
· A central count of "accessible" ballots helps preserve voter anonymity, as opposed to a potentially very small number of accessible ballots at each polling place.

Cons of VBP
· VBP probably has limited appeal for sighted voters as compared to a visual interface; audio is relatively slow.

· Even though VBP may include a BMD, voters cannot directly inspect the paper ballot - all must rely on audio read back.  This detracts from the basic reason for the desirability of paper as an IVVR for security purposes – namely that it can be directly inspected.
· There are potential problems handling aborted or abandoned calls.

· The voter is supposed to listen to two confirmations: first of the electronic ballot and then of the generated paper ballot (although this is a problem for all VVPAT).

· Does the system generate a clear signal at the polling place to indicate whether or not a ballot was validly cast?  If not, this raises the possibility of inadvertently abandoned ballots.

· Is sanitation (several people speaking into the same handset) an issue?
Other Issues
· How usable is the VBP interface?  Are there additional requirements based on the best practice in design of Voice User Interfaces that should be developed for the VVSG?

· Does the central server keep a record of electronic ballots?  If so, which are definitive: these, or the paper record?

· A purely electronic VBP would seem to have the same security status as a pure DRE, not an SI system.

Summary
For a vote-by-phone system, the main issue is how such a system could be certified as an Acc-VS.   There are two approaches:

1. Create a VBP with additional capabilities to address all the accessibility requirements, or

2. Loosen the definition of conformance to allow component-based solutions addressing the range of requirements for different disabilities to be certified and provide guidance as to how a polling location would provide the entire capability for Acc-VS.     This is an EAC decision and maybe a DOJ decision

If a VBP system is to be allowed under VVSG, there are set of somewhat minor modifications needed for the VVSG that include security, usability, and functionality requirement changes and additions.

Appendix A
Example of an enhanced VBP that would be an Acc-VS. 
[thought it might be useful to show how 1. above could be achieved., don’t have the prose for it yet, some is in the email trail below.]

Appendix B
Explanation of EAC view of component based testing from Matt Masterson:

	Date: 
	Mon, 9 Apr 2007 16:17:06 -0400

	From: 
	mmasterson@eac.gov

	To: 
	sharon.laskowski@nist.gov

	Cc: 
	Whitney Quesenbery <whitneyq@wqusability.com>

	Subject: 
	Re: Component Solutions Answer


	This message was written in a character set other than your own. If it is not displayed correctly, click here to open it in a new window.
Sharon,

Thank you for your clarification and explanation.  Here is the answer as 
simply as I can state it:

In order for a voting system to be certified it must be submitted for 
testing in the configuration that it will be used.  Therefore a company 
could not just submit the vote by phone system with the understanding, 
suggestion, or idea that it will be used in conjunction with the optical 
scanner to scan the ballot it produces.  It must be submitted with the 
optical scanner as part of the configuration in order to get certified as 
a voting system.  We do not certify partial systems that are to be used in 
conjunction with another process in order to vote. 

Thank you for sending out my response and I will be glad to answer on 
questions on this tomorrow if that is needed.  Let me know if you need any 
additional information.  Thanks.

Matthew V. Masterson, Esq.
Testing and Certification Program Associate
U.S. Election Assistance Commission
1225 New York Ave. NW, Washington, D.C.
(202)566-2365



"Sharon Laskowski" <sharon.laskowski@nist.gov> 
04/09/2007 10:14 AM

To
mmasterson@eac.gov
cc
"Whitney Quesenbery" <whitneyq@wqusability.com>
Subject
Re: Component Solutions Answer






Ok, i'll try to clarify using the same example.

Suppose a vendor is submitting vote by phone as a solution to 
accessibility. 
They will sell to small states who otherwise are using paper.  Let us 
assume 
that this is a really good implementation that meets dexterity and 
blindness 
reqs.   The vendor would submit for certification vote by phone along with 
a 
description of the whole system so that this vote by phone device would 
only be 
certified for use as part of the whole system   (not unlike a voting 
machine 
being certfied for use only for specific alternative languages, not all 
languages).  That whole system might be something like a low vision, or 
dyslexic person using the votebyphone device to help them fill out their 
paper 
(might be large font) ballot--seeing and listening.  ( The rest of the 
voters 
who don't need an accessible solution use paper. )  so, can I assume that 
this 
vote by phone and the description of the other accessible aspects would be 
what 
is certified.   Is it correct, then to say that a state wanting to use 
certified equipment could use votebyphone with this "endtoend" 
configuration, 
but not say in a cofiguration with some other component for low vision 
(unless 
this was also submitted and certified)?   This example, btw,  is a 
degenerate 
case of certifying a configuration of components because the paper part of 
it 
isn't really a "component" in the software/hardware sense. 

If the above is a correct statement then we could certified a votebyphone 
configuration.   If not, then there is no way that I can think of to allow 

components such as these? 

Is this clearer?

Sharon



Quoting mmasterson@eac.gov:

> Sharon,
> 
> Can you clarify your example and question a little?  I think you are on 
> the right track but I don't want to say yes to your interpretation until 
I 
> fully understand it.  I think I know what you are saying but I want to 
be 
> totally clear.  Thank you!
> 
> Matthew V. Masterson, Esq.
> Testing and Certification Program Associate
> U.S. Election Assistance Commission
> 1225 New York Ave. NW, Washington, D.C.
> (202)566-2365
> 
> 
> 
> "Sharon Laskowski" <sharon.laskowski@nist.gov> 
> 04/05/2007 03:37 PM
> 
> To
> mmasterson@eac.gov
> cc
> whitneyq@wqusability.com, ggilmour@eac.gov, bhancock@eac.gov
> Subject
> Re: Component Solutions Answer
> 
> 
> 
> 
> 
> 
> This is helpful.   I interpret this and your comments as saying, in our 
> "end-to-
> end" lingo that, e.g votebyphone would have to be submitted as an Acc-VS 

> as 
> part of an end-to-end accessible configuration. So, in this case, 
assuming 
> a 
> votebyphone that allowed for poor dexterity, the configuration could be 
> the use 
> of paper ballot in conjunction with votebyphone.  And perhaps other 
> configurations that show how this would be a "complete list".   This is 
> what 
> would be certified.    is this too loose of an interpretation? 
> 
> Sharon
> Quoting mmasterson@eac.gov:
> 
> > Sharon and Whitney,
> > 
> > I am sorry that I couldn't give you a complete answer on your 
questions 
> > about component solutions.  I think the following section of the EAC 
> > Testing and Certification Manual will answer your question and if not 
> > please respond to this e-mail and let me know where I am missing the 
> > point:
> > 
> > 4.3.1.6. Description of the Voting System. Manufacturers must provide 
a 
> > brief description of the system or modification being submitted for 
> > testing and certification. This description shall include the 
following 
> > information: 
> > 4.3.1.6.1. A listing of all components of the system submitted. 
> > 4.3.1.6.2. Each componentÃ¢ââ€š¬ââ€ž¢s version number. 
> > 4.3.1.6.3. A complete list of each configuration of the 
systemÃ¢ââ€š¬ââ€ž¢s 
> > components that could be fielded as the certified voting system.1 
> > 4.3.1.6.4. Any other information necessary to identify the specific 
> > configuration being submitted for certification. 
> > 1 An EAC certification applies to the configuration of components (the 

> > voting system) presented for testing. A voting system may be fielded 
> > without using each of the components that formed the system presented, 

> > since voting systems, as certified, may contain optional or redundant 
> > components to meet the varying needs of election officials. Systems 
may 
> > not be fielded with additional components or without sufficient 
> components 
> > to properly prosecute an election, as neither individual components 
nor 
> > separately tested systems may be combined to create new certified 
voting 
> 
> > systems. 
> > 
> > As I wanted to say on the call but did a poor job of expressing a 
> > manufacturer could not place two systems together and call it an 
> > accessible voting system even with the end to end requirements.  So 
the 
> > use of a vote by phone in conjunction with another system would not 
meet 
> 
> > the certification requirements unless that system was submitted in 
that 
> > form with that configuration for testing.
> > 
> > I hope this answers the question.  Thanks!
> > 
> > 
> > Matthew V. Masterson, Esq.
> > Testing and Certification Program Associate
> > U.S. Election Assistance Commission
> > 1225 New York Ave. NW, Washington, D.C.
> > (202)566-2365
> > 
> 
> 
> 
> 
> 
> 


	


� HAVA says, The voting system shall-- ��(A) be accessible for individuals with disabilities, including nonvisual accessibility for the blind and visually impaired, in a manner that provides the same opportunity for access and participation (including privacy and independence) as for other voters; ��(B) satisfy the requirement of subparagraph (A) through the use of at least one direct recording electronic voting system or other voting system equipped for individuals with disabilities at each polling place;





