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Purpose

The purpose of this white paper analysis is to investigate vote-by-phone type voting systems and explores their relationship to the security requirements in the next VVSG.    The analysis includes a discussion of what is needed to allow vote-by-phone systems to conform to the next VVSG. 

Definition

Vote-by-phone (VBP) is voting system in which the primary voter interface is a conventional telephone. In addition, the vote-by-phone system has a back-end system that captures and stores voter choices that are submitted using a conventional telephone. Note, this type of voting system represents a remote voting system since the voter and the system that stores a voter’s choices are physically separated.
General Architecture
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The following figure is provided to illustrate the general architecture and components of a vote-by-phone system.

Figure 1 - Vote-By-Phone Architecture
From the figure, one can be seen that there are two physically separated locations: (1) the polling location and (2) the Central Election Office. In the polling location, there are voting stations with a telephone interface used by the voters. In the Central Election Office, there is the vote-by-phone receiving station that captures and stores the voter’s choices. The vote-by-phone receiving station may optionally create a paper record of each voter’s selections.  In addition, the Central Election Office has an election management system (EMS) to configure the vote-by-phone receiving station as well as collect election results. Between the polling place and Central Election Office, a public communication network is used to carry the voting information between the locations. 

Telephone Vote Station (Telephone)

In the polling location, there are voting stations with a telephone interface used by the voter. A telephone is a simple device that can be implemented in many different ways. In general, a telephone contains a speaker and microphone, along with a key pad used to dial telephone numbers and possibly feature buttons such as re-dial, mute, etc.  
A telephone contains a mechanism for connecting to a public communications network.  However, the types of signals (analog and digital) used for transmitting information between telephones can differ. Analog telephones convert sound into analog signals that are transmitted to a receiving telephone where the signals are converted back to sound.  Traditional landline telephones connect to the Public Switched Telephone Network using analog signals and communications protocols developed by the ITU-T.

Many newer types of telephones connect to the network using digital signals.  Digital telephones covert sound into a digital signal (a series of ones and zeros) before passing it to the public communications network.  The receiving telephone must convert the signal back to sound.   There are many different types of digital telephones used today.  Large organizations often use digital telephones in their offices which use a digital signal to connect to the same Public Switched Telephone Network as traditional analog telephones.  Modern cellular phones communicate with cell sites using a digital signal.  Communications protocols differ between cellular phone operators, but most use a GSM or CDMA-based protocol. 

Voice over Internet Protocol (VoIP) telephones are a new type of digital telephone that connects to the Internet rather than the traditional telephone network.  VoIP operators typically act as a bridge between the Internet and the telephone network.  VoIP telephones are significantly more sophisticated than their digital and analog counterparts, and the communications protocols are often specific to a particular implementation.  Many cable television operators offer VoIP telephones to their customers.  The VoIP components are typically in the customer’s cable modem, which connects to a traditional analog telephone.  Other services allow individuals to run telephone application software (such as Skype) on general purpose computers, allowing those individuals to make and receive calls when their computers are connected to the Internet.

Public Communication Network

The public communication network is used to connect the voting stations at a polling location to the vote-by-phone receiving station at the Central Election Office. The technology used to connect the voting stations, vote-by-phone receiving station, and the public communication network can be quite different. From a physical perspective, the connections from the voting stations, vote-by-phone receiving station, and the public communication network can be wired or wireless.

A public communication network is most often a network of networks.  For example, cell phones, traditional analog telephones and VoIP phones each run on their own networks.  Those networks are connected to one another, creating a much larger public communication network. Different parts of the public communication network may use different kinds of signals or communications protocols. Communications equipment (PBX, switches, etc.) is used by the network to route information to its destination and convert it as necessary. For instance, calls from a traditional analog telephone must be converted from an analog to a digital signal once they reach the telephone network backbone.  Similarly, calls from a digital cell phone using the GSM protocol must be converted to the G.703 protocol if they reach the traditional telephone network.

It is difficult to determine the specific path information will take from a sender to a receiver, and the conversions it will undergo by equipment on that path. Given the complex set of equipment and the uncertainty of how it will be used for a particular call, the public communication network is represented as a cloud in Figure 1. 

Vote-by-Phone Receiving Station

The vote-by-phone receiving station is located in the Central Election Office. The vote-by-phone receiving station consists of a Central vote-by-phone Server and optionally an paper record creation device. The Central vote-by-phone Server is used to query votes for there choices and store their selections through an interactive session. The Central vote-by-phone Server is a computer that is directly connected to the public communication network via a modem bank or some other network interface. When an optional paper record creation device is part of the vote-by-phone receiving station, the paper record creation device is connected to the Central vote-by-phone Server.

 Election Management System

The Election Management System (EMS) is located in the Central Election Office.  The EMS is used to configure the Central vote-by-phone Sever component of the vote-by-phone receiving station. In addition, the EMS can be used to consolidate election results and provide election reports. The connection between the EMS and Central vote-by-phone Server is a Private Communication Network within the Central Election Office. The Private communications Network with the Central Election Office can be realized using local area network (LAN) as well as moving information on physical media (CD, flash drive, etc.) between the devices.

Architecture Variations

The basic vote-by-phone architecture presented in Figure 1 can have different variations. 

The concept of the polling location could be extended a voter’s home or office with telephone service. This variation is less restrictive than the basic architecture where voters must cast ballots at a specific location, the polling place; and allows voters to cast their votes at their convenience and at locations of their choosing. Since voters would not be required to show up at a polling place, a different voter identification process would need to be created where the physical presence of a voter is not required. 

The paper record creation component could be located in the polling place (such as a fax). In the basic architecture, the paper record creation component is in the Central Election Office, so a voter does not get the opportunity to directly verify the paper record. The paper record is read back to the voter over the telephone. When the paper record creation component is at the polling location, the voter does have the opportunity to directly verify that record. In that case, the VBP system could achieve Software Independence by meeting the next VVSG requirements on Independent Voter Verifiable Records (IVVRs) and Voter Verifiable Paper Records (VVPRs).
All the components of the vote-by-phone system could be co-located in the polling place. In this variation, the voting stations and VBP receiving station would be connected to a local telephone switch (Private Branch Exchange (PBX)) or network, so a Public Communication Network would not be used. This architecture variation is similar to a set of DREs that are networked within a polling place. 

Vermont’s Vote-By-Phone Implementation Architecture

This section describes one specific vote-by-phone architecture and implementation tested by the state of Vermont to provide a more concrete example of how a vote-by-phone system can be implemented.  

The state of Vermont tested a vote-by-phone system provided by IVS, LLC called InspireTM. This implementation follows the basic vote-by-phone architecture provide in Figure 1, but also has some implementation specific characteristics. 

In the polling location, telephones were used for voting (i.e. Vote Station). There was no support for voting from home or other unauthorized locations. The Central VBP Receiving Station authenticated the origin of the calls it received by checking the caller-ID (telephone number) of the telephone and a password entered by a poll worker.

The Public Communication Network used by this implementation was normal telephone land-lines. Cell phones and VOIP were not allowed, except as backup for land-lines failure. To support this backup capability, the Central VBP Server has support for dynamic authorization of caller-IDs.

After the call to the Central VBP Receiving Station has been authenticated (caller-ID and poll worker provided password), the poll worker enters a code to initiate the correct ballot for the voter who is about to vote, before handing the phone to the voter. The Central VBP Receiving Server then engages in an automated dialogue in which audio prompts are sent to the voter and the voter responds by touching the appropriate keys on the keypad. For example, the basic command set might be 2 and 8 for previous/next race, 4 and 6 for previous/next candidate, and 5 for "choose this one".

After a voter has completed making choices, the voter is given an audio review of the ballot (the electronic record) and then confirms (or disconfirms) her vote. The voter is then told to wait for further processing. At the VBP Receiving Station (specifically the paper record creation component), a paper ballot (with barcode and a unique but untraceable ID number) is printed out that corresponds to the ballot choices just entered. As the paper ballot is printed, the barcode [[containing the voter’s choices]] is scanned and read back to the voter who must confirm these choices or spoil the ballot. Regardless if the ballot was cast or spoiled, the paper ballot is deposited in the ballot box. When the voter spoils her ballot, an additional "spoiled ballot" document with the same ID number is also put in the box. The final count is adjusted by using the spoilers to offset the completed ballots.

The unique ID numbers on the ballot can also be used to track provisional ballots.

VVSG status

In general, the class definition of a vote-by-phone system would have to be created and all requirements reviewed for applicability. This section looks at requirements that potentially conflict with Vote By Phone systems and provides a preliminary analysis of how those requirements would have to be modified to allow vote-by-phone  systems.
The next VVSG security requirements were developed under the assumption that the voting systems would be used in physical polling places where voters would go to cast their ballots and election officials would monitor voting system equipment; the next VVSG security requirements were not intended to facilitate remote voting (i.e. voting not at the physical polling place). As a result, requirement 5.6.1-B “Restricting dependency on public communication network” in Part 1 prohibits voting devices from using public communication networks during an election to communicate with other devices located outside a polling place
. (Note, local networking of voting devices is allowed as long as requirements found in Part 1, Chapter 5.6 Communication Security” are met.) As shown in Figure 1, a public communication network is generally used in a vote-by-phone system.  

In order to support vote-by-phone systems in the next VVSG, requirement 5.6.1-B “Restricting dependency on public communication network” in Part 1 would have to be modified to allow use of public communication networks during an election to communicate outside a polling place.

The next VVSG includes additional requirements on communications that would be applicable to vote-by-phone systems.  It may be difficult for commercially available telephones to meet some of these requirements.  For instance, Requirement 5.6.1-C “Limiting network interfaces based on voting state” may require telephones to disable the interface used to connect to the public communication network when not in the voting state.  Requirement 5.6.2-C “Implementing integrity of data in transit” would require telephones to set up a secure communication channel to the Central VBP Server using cryptographic techniques such as digital signatures or message authentication codes (MAC).  Furthermore, the next VVSG communication security requirements were not intended to protect official voter selection information in transit over a network.  Additional security requirements may be needed to protect this information.

In order to support vote-by-phone systems in the next VVSG, communication security requirements would have to be reevaluated to determine their applicability, suitability and comprehensiveness for vote-by-phone systems.

The next VVSG requires voting systems to be software independent (SI). Software Independence in the next VVSG is accomplished through the use of Independent Voter Verifiable Records (IVVR). In general, vote-by-phone systems cannot meet the next VVSG requirements for Independent Voter Verifiable Records since they do not produce a record that can be verified without a programmable device (as required by Part 1, Chapter 4.4.1-A.1 “IVVR vote capture device, IVVR direct verification by voters”) and mark the record as accepted or rejected in the presence of the voter (as required by Part I, Chapter 4.4.1.-A.12 “IVVR vote capture device, IVVR accepted or rejected”).

In order to support vote-by-phone systems in the next VVSG, the concept of software independence would have to be redefined. In addition, the requirements found in Part 1, Chapter 4, Security and Audit Architecture would have to be updated based on the new definition of software independence.

The next VVSG has software management requirements that would be difficult to meet when programmable telephones are used by a vote-by-phone system. The requirements found in Part1, Section 5.2 Setup Inspection and Part 1, Section 5.3 Software Installation would apply to programmable telephones that use software, firmware, or hardwired logic. Although the requirements can be met by the Central VBP Server and EMS, it may not be possible to meet these requirements using programmable telephones that are commercially available.  The following are specific requirements that may be difficult to impossible for a programmable telephone to meet:

· Requirement 5.3 (mislabeled 5.2.1.2-G) “Programmed device, software installation logging” would require programmable devices to at a minimum log the installation of software.  

· Requirement 5.2.1.1-A “Voting device software identification” would require a programmable telephone to be able to identify all installed software. 

· Requirement 5.2.1.2-A “Software integrity verification” would require a programmable telephone to be able to verify the integrity of the software installed on the device.

· Requirement 5.3-A “Software installation state restriction” may require a programmable telephone to support voting states.

· Requirement 5.5.1-A “Protecting the integrity of the boot process” would require a programmable telephone to perform an integrity check using a hardware module when the telephone booted up or was initialized.  

· Requirement 5.5.1-B  “Integrity verification of binaries before execution or memory load” would require a programmable telephone to perform an integrity check using a hardware module before software is loaded into memory or executed.

In order to support vote-by-phone systems in the next VVSG, the applicability of the software management requirements to programmable telephones would have to be resolved either by saying they do not apply or modifying the requirements.
The next VVSG has access control requirements that would be difficult to meet when programmable phones are used by a vote-by-phone system. Since software management requirements such as requirement 5.3-B “Authentication to install software” and 5.3-H “Authentication to access configuration file” require access control capability, the access control requirements found in Part 1 Section 5.4 Access Control would have to be met by a programmable telephone. 

In order to support vote-by-phone systems in the next VVSG, the applicability of the access control requirements to programmable telephones would have to be resolved either by saying they do not apply or modifying the requirements.
Summary

Currently from a security perspective, two fundamental issues stand in the way of vote-by-phone systems being supported by the next VVSG: (1) allowing communication outside the polling place by a public communications networks during an election (currently prohibited by Requirement 5.6.1-B “Restricting dependency on public communication network”) and (2) refining the concept of software independence (SI) in such as way as to allow for vote-by-phone systems.

If the fundamental issues identified in the previous paragraph can be addressed, there are still next VVSG requirements with issues that would need to be resolved and the requirements appropriately modified:

· A voting system class would need to be defined for vote-by-phone systems 

· Requirements found in Part 1, Chapter 4, Security and Audit Architecture would have to be updated based on the new definition of software independence.

· The applicability of the software management requirements to programmable telephones.

· The applicability of the access control requirements to programmable telephones

Finally, there are next VVSG requirements that would make it difficult for vote-by-phone systems to use inexpensive commercially available products. An example are the secure communications requirements found in Part 1, Section 5.6 Communication Security rely on the use of cryptography (such as Requirement 5.6.2-C Implementing integrity of data in transit). This means that the Central VBP Server and telephones would need cryptographic capabilities. Implementing cryptography in the Central VBP Server may not be difficult. However, implementing cryptography in telephones can be done but commercially available products are quite expensive (on the order of hundreds of dollars). Relaxing the cryptography requirements would remove one of the strongest techniques to securing remote communications.
� Except for e-poll books not connected to other voting devices in a polling place. After a polling place closes, one voting device at the polling place can connect outside the polling placed to transmit unofficial election results.
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