Task 6: Identifying all so-called "goal level requirements" in the TGDC draft recommendations and developing alternatives to the inclusion of this information in the body of the VVSG.
1. Background

A goal level requirement (herein referred to as a “goal requirement”) is, in general, a requirement that purposely may be broad and less precise as opposed to being very specific.  It states and requires a desired performance or behavior, but does not specifically state how that performance or behavior is to be met or to what level is to be achieved.  As a consequence, the question of whether the goal has been satisfied may be difficult to ascertain; it may be difficult to test or to imagine a test that would precisely satisfy the question of whether the requirement has been met.  Goal requirements are not necessarily good or bad, they are used for specific purposes.
Why are they used?

The VVSG uses goal requirements in two ways.  First and most commonly, goal requirements are used as a top-level requirement in combination with sub-requirements; the top-level goal requirement is made more specific and testable by the resultant sub-requirements.  The primary reason for doing this is to aid understandability of the requirement by clearly stating the goal (the desired behavior) up-front in the requirement.  It binds together the sub-requirements that follow and serves also to make them more understandable.  NIST does not consider that the identification of these sorts of goal requirements is intended by this task.

A second rationale for using goal requirements is when a particular type of performance is desired or needs to be encouraged, but it cannot be or is not, for various reasons, explicitly specified.  The reasons for doing this generally are: 

· It may be premature to specify the requirement in more specific terms, i.e., a specific technology around the requirement may not yet be well-developed and specifying it now might overly constrain vendor designs, and 

· It may be expensive or time-consuming or premature to make the requirement objectively testable, e.g., developing performance benchmarks.  
This type of goal requirement represents a trade-off in that it may be the best choice in a given situation; the alternatives would otherwise be to not include the requirement at all or take action to make the requirement more objectively testable, which, as noted, could be premature or expensive and time-consuming to develop tests.

An example

As an example, suppose it is desired that voting systems are physically composed of components that could be produced by different vendors but that would still work together.  But, no one knows currently what those components should be and how the components should work together such that there will be interoperability.  
Despite that, if one then goes ahead anyway and writes specific requirements detailing the components and how they should interoperate, the resultant designs could be constrained in harmful ways.  On the other hand, if one does nothing and includes absolutely no requirements, vendors may never begin to build voting systems along the lines of components that will interoperate.  The trade-off, then, is the goal level requirement: it can require that voting systems, where possible, be composed of components that will interoperate regardless of vendor.  Granted, this is difficult to test; expert judgment as to the level of interoperability would likely be required.  On the other hand, it lays out the goal is so that vendors are aware of it and could start building to it, and at the same time it doesn't constrain vendors into following particular designs that, at this stage, could be premature or that represent the wrong technical direction.
Goal-like requirements requiring expert judgment

There are some requirements in the VVSG that may appear to be goal requirements but that can, in fact, be tested consistently using expert judgment (sometimes called “expert review”) or similar, i.e., using an expert or qualified specialist in a particular field to determine whether the requirement has been met.  For example, consider Requirement part1:3.2.8.1-A Ease of normal operation:

The procedures for system setup, polling, and shutdown, as documented by the manufacturer, SHALL be reasonably easy for the typical poll worker to learn, understand, and perform.

A usability expert with appropriate knowledge of typical poll worker characteristics and poll worker procedures can judge whether the procedures in question are reasonably easy.  (While the requirement conceivably could be rewritten to be more specific about what, exactly, constitutes easy, it may not necessarily be possible to get away completely from requiring some level of expert judgment testing.)
Contrast this with Requirement part1:6.6-A Integratability of systems and devices:

Systems SHALL maximize integratability with other systems and/or devices of other systems.

This requirement cannot be tested consistently with expert judgment, as the question being asked by the requirement, i.e., is the system integratable enough?, is too broad.  Thus, experts could readily differ with each other over the answer, and one’s own biases may become too great a factor in the decision.

A relatively small number of requirements in the VVSG are written specifically with expert judgment in mind.  For example, some requirements in the Human Factors Chapter 3 of Part 1 rely on expert judgment and use words such as “SHALL be reasonably easy,“ “SHALL be presented at a level appropriate,” or “SHALL enable the poll worker to verify.”  Accordingly, these requirements are not included in this task.

Summary

Thus, a goal requirement can lay out the performance that is desired, but at the same time not constrain or limit the specific designs or criteria for achieving that performance.  
The pros of using goal requirements in this way include:

· The requirement can be used to clearly state the intent or desired performance;
· It avoids constraining design when constraining designs is not desired or is premature;

· It does not necessarily constrain the amount of testing needed to satisfy the requirement;

The cons of using goal requirements include:

· Expert judgment may not be sufficient to consistently test the requirement;

· The pass/fail criteria may not be clear to vendors and test labs.

· The tests may be subjective and difficult to make uniform across multiple labs;

Goal requirements in the VVSG identified in this task
The requirements identified in this task are those that, in NIST’s estimation, qualify as goal requirements.  The discussion below lists the requirements, accompanied by an explanation of the goal in the requirement and then various options for making the requirement more specific and testable.

2. HFP Goal Requirements

2.1 – Requirement part1:3.2.3.1-A System support of privacy
The voting system SHALL prevent others from determining the contents of a ballot.
Why goal: This requirement’s goal is that it be impossible to link a cast ballot with a specific voter, assuming that the ballot has been cast directly by a voter at a voting system; this would seem not to apply to absentee voting.  This requirement is a high-level goal of voting systems in general, and it includes several specific sub-requirements that relate to privacy for the voter while voting.  However, there are no requirements that deal specifically with privacy of ballots after they are cast or privacy of information about the voter prior to casting - although there are some requirements relating to privacy and electronic pollbooks in other sections of the VVSG.  As written, testing this requirement may place too much emphasis on expert judgment.

Options:

1. Create a larger section in the VVSG for privacy requirements and ensure all requirements dealing with privacy and other sections of the VVSG are placed in the privacy section or are cross-referenced accordingly.
2. In addition to option 2, research further requirements for privacy that are testable.

2.3 – Requirement part1:3.3.7-A General support for cognitive disabilities
The Accessible Voting Station SHOULD provide support to voters with cognitive disabilities.

Why goal: This requirement’s goal is that the voting system as a whole provides sufficient support to voters with cognitive disabilities so that they are able to vote independently.  However, what constitutes a cognitive disability and how it should be accommodated is not clear; handling this particular disability in the VVSG is much less clear than handling disabilities for, say, blindness or partial vision.  
There are other usability and accessibility requirements that can support cognitive disabilities, such as with plain language and synchronized audio and video.  But beyond that, the VVSG does not contain requirements for providing support to voters with cognitive disabilities.

Options:

1. Keep the requirement as is and establish minimal expert judgment criteria that would be included as part of the test suite being written by NIST.

2. Conduct short-term research on cognitive disabilities and create specific, testable requirements.

3. Conduct longer-term research on cognitive disabilities, resulting in performance benchmarks or greater numbers of design requirements for handling cognitive disabilities.  This may take 1-3 years of research and study and may involve workshops to refocus questions and research, costing approximately 1-2 million.
3. STS Goal Requirements 

3.1 – Requirement part1:4.2.1-A Voting system, support for pollbook audit

The voting system SHALL support a secure pollbook audit that can detect differences in ballot counts between the pollbooks, vote-capture devices, activation devices, and tabulators.
Why goal: This requirement’s goal is that the voting system as a whole produce records that are sufficient to determine if the ballot count is accurate.  It more or less says that there should be traceability of the ballot count throughout all the mentioned devices back to the pollbook or epollbook.  According to the Discussion field of the requirement, there is also intent that the traceability be readily usable to election officials.  

But, the use of the word “secure” is problematic and the requirement does not itself contain any mention of usability.  It would likely be difficult for expert judgment to consistently test this requirement across test labs.
Options:

1. Keep the requirement as is and establish minimal expert judgment criteria that would be included as part of the test suite being written by NIST.
2. Rewrite the requirement as one or more auditing performance-based requirements that would, in essence, require full traceability of ballot counts throughout the voting system.

3. In addition to option 2, establish usability criteria for the audit and rewrite the requirement accordingly.  This would require that NIST perform research with usability and security experts and election officials.  This would require an approximate timeframe of 1 year and .5 million.
3.2 - Requirement part1:4.2.2-A IVVR, support for hand audit
The voting system SHALL support a hand audit of IVVRs that can detect differences between the IVVR and the electronic CVR.

Why goal: This requirement’s aim, in part, is to ensure that the voting system produces records that are adequate and usable by election officials for conducting audits of IVVR records by hand.   It thus has a usability aspect to the requirement.  It sets a goal for vendors to produce systems whose records, both electronic and IVVR, are easily compared.  Testing the usability aspect of this requirement would require expert judgment at a minimum, as there is no performance benchmark established for hand auditability of IVVRs.
Options:

1. Keep the requirement as is and establish minimal expert judgment criteria for the usability of the records that would be included as part of the test suite being written by NIST.
2. Rewrite the requirement as one or more auditing performance-based requirements that would, in essence, require full traceability of ballot counts throughout the voting system.

3. In addition to option 2, establish design criteria for the IVVR such as size, durability, font sizes, layout of data, etc., and rewrite the requirement accordingly.  Establishing design criteria would require further research with election officials, vendors, and usability experts, with an approximate timeframe of one year.

4. In addition to option 2, establish a performance benchmark and rewrite the requirement accordingly.  To establish the performance benchmark, NIST would likely undertake a research effort similar to that used to establish performance benchmarks for voting system interfaces for voters.  Such an effort would need to focus on postelection processes and how electronic and paper records are used, and then establish benchmarks for the postelection audits that are, at a minimum, needed to ensure that an election is software independent.  This would require an approximate timeframe of one to three years and require funding similar to that used for the previous performance benchmark research - approximately 1-2 million.
3.3 – Requirement part1:4.2.3-A EMS, support for reconciling voting device totals

The EMS SHALL support the reconciliation of the tabulator totals and the final ballot count and vote totals according to the following:

   1. A tabulator whose reported totals are not correctly included in the ballot count and vote total reports, and which is audited, SHALL be detectable;

   2. A difference between the final ballot count and vote totals and the audit records for a tabulator that is audited SHALL be detectable;

   3. The disagreements in records SHALL be detectable even when the election management software is acting in a malicious way; and

   4. The EMS SHALL be able to provide reports that support ballot count and vote total auditing for different reporting contexts.

Why goal: This requirement’s aim, in part, is to ensure that the EMS shall be able to detect errors in ballot counts and tabulator totals – that all the votes add up properly.  It is similar to requirement part1:4.2.1-A in that it demands traceability of the ballot counts and totals back to the tabulator.

However, in (3), it does not specify what constitutes “acting in a malicious way.”   It would likely be difficult for expert judgment to consistently test this requirement across test labs.

Options:

1. Keep the requirement as is and establish minimal expert judgment criteria for what constitutes “acting in a malicious way” that would be included as part of the test suite being written by NIST.

2. Rewrite the requirement as one or more auditing performance-based requirements that would, in essence, require full traceability of ballot counts and vote counts throughout the voting system.  The auditing performance requirements would demand that any error be traceable and detectable; this would eliminate the “malicious” aspect of this requirement.

3.4 – Requirement part 3:5.4.3-C Rules of engagement – adequate threat model

The OEVT team SHALL verify that the threat model sufficiently addresses significant threats to the voting system.
Why goal: This requirement specifies that the OEVT team shall inspect the threat model supplied by the vendor and determine whether it sufficiently addresses significant threats to the voting system.
However, there is no a priori specification of significant threats to the voting system and thus, it is left to the OEVT team to decide what is significant and so forth.  Different experts in voting system vulnerabilities may disagree as to the composition of the threat model, but this is greatly compounded when different testing labs are involved and have to make a determination whether the threat model sufficiently addresses what they deem to be significant threats.  

If there is not some upfront determination of significant threats that all testing labs agreed to, it would likely be difficult for expert judgment to consistently test this requirement across test labs.

Options:

1. Keep the requirement as is and establish minimal expert judgment criteria for what constitutes "significant threats to the voting system."
2. Use a threat model such as that specified by the Brennan Center [need a reference] or develop one based on that threat model.

3. If the EAC undertakes a voting systems risk assessment, use the threat model that will result from the risk assessment.

4. CRT Goal Requirements

4.1 – Requirement part1:6.4.1.3-A Acceptable coding conventions

Application logic SHALL adhere to a published, credible set of coding rules, conventions or standards (herein simply called "coding conventions") that enhance the workmanship, security, integrity, testability, and maintainability of applications.

Why goal:  This requirement’s sub-requirements define "published" and "credible" in testable terms but the intent is stated to help prevent loopholes and resolve any disputes that may arise about what sort of coding conventions are acceptable.  The statement of the intent makes it easier for the certifying authority to prevent such loopholes from being exploited successfully.

Options:
1. Keep the requirement as is and apply expert judgment as to what is a published and credible set of coding rules.

2. Specify concrete coding conventions to be used.  A con of this approach is that the VSS 2002 specified concrete coding conventions in the VVSG itself, but the incorporated conventions were obsolete almost immediately.



4.2 – Requirement part1:6.4.1.4-B Module size and identification

Modules SHALL be small and easily identifiable.

Why goal:  This requirement’s sub-requirements specify maximum module size in testable terms, but they are SHOULDs because they can't be applied universally. 

Options:
1. Keep the requirement as is and apply expert judgment as to what is a small and easily identifiable module. 

2. In public comments, iBeta has suggested replacing the lines-of-code metric (which was carried over from 2002/2005) with cyclomatic complexity.  If the SHOULD sub-requirements are changed to a SHALL requirement based on cyclomatic complexity, this requirement could be deleted.

4.3 – Requirement part 1:6.6-A Integratability of systems and devices

Systems SHALL maximize integratability with other systems and/or devices of other systems.

Why goal: This requirement has a goal of promoting interoperability of voting system devices among and across manufacturers.  The intent is that vendors architect voting systems so that they can, where possible, consist of components and so that they can interoperate with other similar components possibly produced by different vendors.

This is a laudable goal, but in the absence of any other design requirements that may specify such items as which components are desirable, how the interfaces between the components should be architected, and an interoperability testing program, testing whether a vendor has satisfied this requirement or not is virtually impossible.  As such, this requirement states a goal but is untestable.
Options:

1. Keep the requirement as is and update the requirement when more information is known about voting system components and interfaces.
2. Create specific architectures and create the design requirements around them.  For example, the "accessibility" roundtable discussion at Gallaudet University brought out that people may wish to bring their own accessibility interfaces to the polling place, which would indicate that this is one area where voting system components could be specified.  The EAC would need to also create an interoperability testing program.
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