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1) Q: Which voting laboratory has lost its NIST accreditation?

A: NIST's National Voluntary Laboratory Accreditation Program (NVLAP) has suspended its accreditation of SysTest Labs, Incorporated, a testing laboratory for electronic voting systems.  In its suspension notice, NIST found that SysTest was not complying with all the NVLAP requirements for voting systems testing labs that were set by the Help America Vote Act (HAVA or Help America Vote Act) of 2002 (Pub. L. 107–252) and 2005 voluntary guidelines.  

2) Q:  Will this suspension affect the November elections?

A: No.  The suspension deals with SysTest's conduct of the testing of electronic voting systems, rather than the actual systems themselves.  Furthermore, none of the tested systems have been certified for use by the EAC.  To our knowledge, none of the systems under test have been deployed for use in the November elections.  
3) Q: Does this suspension demonstrate a failure in the federal government’s oversight of electronic voting?

A: No.  On the contrary, this action shows that the system is working.  Problems with the testing of future voting systems were caught long before the voting systems undergoing testing were sold to local jurisdictions or deployed in actual elections.  By requiring that testing laboratories like SysTest meet stringent standards, the Election Assistance Commission (EAC) and NIST are helping ensure that voting systems ultimately certified under EAC-approved standards will work reliably and accurately.  

4) Q: What is NIST's role in electronic voting? 

A: The Help America Vote Act required the EAC and NIST to develop a national program for accrediting voting system testing laboratories.  The law required that NIST assess the technical competence of testing laboratories and recommend qualified labs to the EAC for accreditation. In response to HAVA, NIST utilizes its National Voluntary Laboratory Accreditation Program (NVLAP) to assess laboratories that test voting systems.  


5) Q: What standards must SysTest follow?

A:  SysTest is required to meet the general NVLAP criteria for accreditation found in NIST Handbook 150 (National Voluntary Laboratory Accreditation Program Procedures and General Requirements, 2006 Edition) and demonstrate that they are technically competent to test voting systems according to the requirements of the Voting System Standards (VSS) of 2002, the Voluntary Voting System Guidelines (VVSG) of 2005, and other criteria found in the 2002 Help America Vote Act.

6) Q: Why was SysTest suspended?

A: There are a number of reasons for the suspension.  Most importantly, SysTest has not properly documented and validated the test methods it is using to test voting systems.   Additionally, untrained or unqualified personnel were assigned to test voting systems for NVLAP-accredited tests.   Also, SysTest personnel appeared to indicate to a client that its voting equipment would successfully pass testing, an action considered inappropriate for a number of reasons, including the fact that the comments were made before a validated test was concluded.
7) Q: What must SysTest do to have the suspension of its accreditation lifted?
A:  The suspension of SysTest’s NVLAP accreditation will be lifted if SysTest can demonstrate that it can conduct voting system testing in accordance with the requirements of the applicable voting system standards and NIST Handbook 150.  Specifically, properly qualified personnel must conduct the testing of voting systems. SysTest must develop, validate, and map its test methods to the corresponding requirements of the applicable federal voting system standards. SysTest must provide specific training to their employees on professional ethics and document the employees’ intent to adhere to SysTest’s stated policies on issues such as communications with clients.  NVLAP officials must subsequently visit the laboratory to verify that all of the required steps have been taken to correct all nonconformance findings.  
8) Q: Does SysTest have a deadline for addressing the issues outlined in their suspension by NVLAP?

A: SysTest does not need to meet a specific deadline to address the issues identified by NVLAP in its suspension notice.  However, until SysTest meets NVLAP requirements, NIST cannot recommend SysTest to the EAC as competent to perform testing of voting systems. 

9) Q: Why did NVLAP accredit SysTest in the first place?

A: NIST accredited SysTest in January 18, 2007.  At that time, the laboratory demonstrated that properly trained staff were in charge of the testing program, and that the lab had adequate methodology for developing and validating its existing voting system tests in accordance with NVLAP requirements.  

10) Q: Why is this suspension occurring a week before the elections?

A:  The NVLAP voting lab program announces its findings as quickly as possible after a site-visit team reaches consensus on an action such as a suspension.  In March 2008, during a routinely scheduled visit, a NVLAP team found evidence that SysTest was not continuing to meet its accreditation requirements.  In monthly communications after those visits, SysTest was given the opportunity to demonstrate that it had resolved noncompliance issues.  NVLAP was not convinced by the SysTest responses that all non-conforming issues had been properly addressed.  NVLAP performed another on-site visit to SysTest from October 14-17, 2008. EAC staff, and NIST staff involved in voting system standards, was invited to attend and provide their observations.  The team found that SysTest had still not met the necessary accreditation requirements.  The team assembled their findings into a NVLAP report that was transmitted to SysTest, with a copy to the EAC, on October 28, 2008.  

11) Q: How does NIST's work relate to the EAC?

A: NIST recommends NVLAP-accredited laboratories to the EAC.  The EAC then decides whether to accredit the recommended testing laboratories under their own program. 


12) Q: How many other voting labs have NVLAP accreditation?  

A: Three other labs currently have NVLAP accreditation.  They are listed at 

http://vote.nist.gov/LabChart.htm. 

13) Q: Why are there so few NVLAP-accredited voting labs?

A: The NVLAP accreditation program for voting laboratories is relatively new.  On June 23, 2004, NIST published a notice in the Federal Register announcing the establishment of this program.  In June 2005, NIST/NVLAP announced that it would begin accepting applications from testing laboratories for the voting systems accreditation program.  Since that time, only six laboratories have applied for accreditation by NVLAP.  One dropped out prior to completing the accreditation process, and a second laboratory declined to renew its accreditation.

