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References:

Aug 31 2007 VVSG, Part 1 6.4.7-C Precinct devices storage:

· Precinct tabulators and vote-capture devices SHALL be designed for storage in any enclosed facility ordinarily used as a warehouse, with prominent instructions as to any special storage requirements.

Aug 31 2007 VVSG, Part 1, 6.4.7-C.1 Design for storage and transportation:

· Precinct tabulators and vote-capture devices SHALL:

a. Provide a means to safely and easily handle, transport, and install polling place equipment, such as wheels or a handle or handles; and

b. Be capable of using, or be provided with, a protective enclosure rendering the equipment capable of withstanding (1) impact, shock, and vibration loads accompanying surface and air transportation, and (2) stacking loads accompanying storage.

Draft checklist for Aug 31 2007 VVSG, Part 1 6.4.7-C Precinct devices storage:

1. Check all supplied references for (1) information on equipment specifications and requirements pertaining to storage, and (2) instructions to the users (elections officials) pertaining to storage. Are all the references pertaining to storage from the VVSG documentation requirements included in the supplied references?

2. Does the documentation include specifications on minimum and maximum storage temperature and humidity limits for the equipment? Are the requirements compatible with typical warehouse storage conditions?

3. Does the documentation include any special storage requirements for the equipment? If so, are prominent instructions that include the special storage requirements included in the user documentation for the equipment? Such instructions must be included in the Voting Equipment User Documentation, and may be repeated in other documentation.

4. If appropriate, has the equipment passed conformance testing in accordance with VVSG Part 3, 5.1.4-A.3 “Storage temperature” and 5.1.4-A.4 “Storage humidity”?

Draft checklist for Aug 31 2007 VVSG, Part 1 6.4.7-C.1 Design for storage and transportation:

1. Check all supplied references for (1) information on equipment specifications and requirements pertaining to storage and transportation, and (2) instructions to the users (elections officials) pertaining to storage and transportation. Are all the references pertaining to storage and transportation from the VVSG documentation requirements included in the supplied references?

2. Are the dimensions, weight, and other characteristics of the equipment such that it is easily handled, transported, and installed by hand? If yes, proceed to step 5.

3. If the equipment is not otherwise easily handled, transported, and installed by hand, is it provided with a means to safely and easily handle, transport, and install it, such as wheels or handles?

4. Are any means included to facilitate handling of the equipment such as wheels and handles appropriate for the equipment in terms of strength, durability, and usability?

5. Is the equipment provided with or capable of using a protective enclosure for storage and transport?

6. Is the specified protective enclosure containing the equipment able to withstand normal stacking loads in warehouse storage conditions?

7. If appropriate, is the equipment in the specified protective enclosure able to pass the conformance test specified in VVSG Part 3, 5.1.4-A.2 “Vibration” and 5.1.4-A.1 “Bench handling”?

Comments:

· Some warehouses are climate controlled and some are not. Warehouses without climate control will tend toward outdoor temperatures (which will vary by geographic region) with a thermal lag, and with additional intermittent solar heating effects. Implicit in the VVSG is the assumption that elections officials responsible for storage of the equipment will have a reasonable idea of the extremes to which a particular warehouse environment is likely to be subjected. Army Regulation AR 70-38, “RESEARCH, DEVELOPMENT, TEST AND EVALUATION OF MATERIEL FOR EXTREME CLIMATIC CONDITIONS, September 15, 1979” provides a guideline to typical extremes by region. More geographically detailed guidelines to US climatic extremes are available, for example http://www.permed.com/Climate_zones.htm (average annual minimum temperature), http://weather.yahoo.com/ (by city, records and averages), http://www.ncdc.noaa.gov/oa/climate/severeweather/extremes.html (record extremes), http://www.washingtonpost.com/wp-srv/weather/historical/historical.htm (average/record temperatures, humidity, sunshine,... - may not currently be working).

· The requirement in VVSG, Part 1, 6.4.7-C  “SHALL be designed for storage in any enclosed facility ordinarily used as a warehouse” with the use of the word “any” implies that the equipment must be designed for use in non-climate-controlled (with more extreme temperature and humidity extremes than climate-controlled warehouses).

· Primary environmental issues for warehouse storage are: (1) temperature extremes, (2) rate of change of temperature (thermal shock), (3) humidity extremes, and (4) condensation. Additional warehouse environmental issues may include: (1) dust in air, (2) water drip (leaks or condensation), (3) contamination of storage surface (dirt, oil, water), (4) fungus, (5) electrostatic effects (e.g. conductivity and triboelectric characteristics of flooring and equipment enclosure – is antistatic flooring needed?), (6) chemical vapors (which may be present in trace amounts from other stored items) – for example, some LCDs are susceptible to certain organic solvents, and (7) light (e.g. sunlight if the facility has windows or skylights). Equipment manufacturer should provide storage requirements for the primary environmental factors, and document any unusual requirements regarding additional environmental factors.

· A voting device that is properly stored and transported may be subject to thermal shock and condensation if it is moved from a cold location to a warm polling place and suddenly exposed to ambient conditions. VVSG sections specifying documentation that may address this issue:

· VVSG Part 2, Voting Equipment User Documentation:

· 4.4.5A “Operations manual, operating procedures”

· 4.4.8 “Transportation and storage”

· Several of the storage and transportation environmental tests include placing the equipment in a storage/transport case. The language of VVSG, Part 1, 6.4.7-C.1 implies that it is possible that the manufacturer may not provide a case, but instead state that the equipment is “capable of using a protective enclosure”, in which case it is presumably the responsibility of the manufacturer to specify a suitable protective enclosure, and the responsibility of the test labs to verify that the enclosure is suitable.

· Protective enclosures (cases) made of plastic materials may have different mechanical properties (such as brittleness) in different ambient conditions. For example, storage cases may be less able to withstand impact or stacking in a cold warehouse than in a “standard” indoor environment.
· The bench handling test is normally performed on unprotected equipment to evaluate its ability to withstand maintenance and repair. The VVSG also uses the bench handling test as a proxy for the drop test, to evaluate the ability of the equipment to withstand shocks during transport. The language of VVSG, Part 1, 6.4.7-C.1, “a protective enclosure rendering the equipment capable of withstanding (1) impact, shock, and vibration loads accompanying surface and air transportation…” can be interpreted to indicate a need for a bench handling test with the equipment in its case. The equipment may be able to withstand the bench handling test by itself, but if the case is damaged (breached) by impact or shock during transport, it may not be able to properly protect the equipment from environmental and transport conditions in the future.

· Relevance of required documentation (VVSG Part 2) to storage and transportation requirements:

· Quality Assurance and Configuration Management Data Package

· Provided by manufacturer to the certification authority

· Not provided to testing labs or users

· Not a source of storage or transport requirements to users or for lab testing

· Technical Data Package

· Provided by manufacturer to the testing labs

· Provides device specifications and testing techniques to support the testing process

· Presuming that the testing labs will be the ones evaluating conformance to “Precinct devices storage and transportation” specifications, the labs can use the information in the TDP to understand the needs and capabilities of the equipment as part of this assessment.

· See VVSG, Part 2, 3.3.1-A (e) “System hardware characteristics”, “Environmental conditions” 

· Voting Equipment User Documentation

· Provided by manufacturer to the users (election officials)

· Also referenced by the testing labs (see VVSG Part 2, Chapter 4, introductory paragraph)

· 4.4.2C “Operations manual, operational environment details” – environmental requirements and restrictions

· 4.4.5A “Operations manual, operating procedures” – includes any setup procedures

· 4.4.8 “Transportation and storage” – any special instructions for transportation and storage

· The primary means by which users are to be informed of the transport and storage requirements, including any special instructions

· Testing lab should check these specifications and instructions for completeness, clarity, and consistency with information in the TDP

· Instructions or specifications (if any) on equipment or transport case

· Testing lab should check any additional documentation for consistency with the Operations manual. Any such documentation may be used in judging whether any special instructions are prominent.

· Instructions or specifications (if any) included in packaging (printing on original shipping box or plastic bags, paper inserts, removable tags) 

· May be used by the testing labs in checking the storage or transport instructions and specifications documented elsewhere, but should not be used in judging whether any special instructions are prominent, as documentation associated with packaging is likely to be discarded when the equipment is put into use, and will not subsequently be available to users.

