September 27, 2007
From: John Roberts

To: VVSG Hardware Testing Team

Subject: The significance of tailoring the default hardware tests in MIL-STD-810D and -810F for the new VVSG, and issues for a possible switch from -810D to -810F as the basis for environmental tests for the new VVSG

Lynne asked me to put together a comparison of MIL-STD-810D and MIL-STD-810F, in the context of the environmental tests for VVSG 2005 and the new VVSG. The review process has made apparent a very important point: 810D was never intended to be a stand-alone conformance test. It was created as a guide for the development of the “environmental test plan”, which specifies the actual conformance test to be used for any particular equipment and application. 810D strongly encourages the “tailoring” of the tests to the specific needs of the user of the equipment – my understanding is that tailoring conformance test specifications is not permitted (http://www.itl.nist.gov/div897/ctg/conformance/conformtesting-lsr.htm ). The environmental test plan, which may include tailored versions of the example tests described in 810D, becomes the formal description of the conformance test. As appropriate for conformance testing, the environmental test plan must be followed exactly. After testing, the test report documents the exact testing procedures that were used. What it means to be tested using 810D is that this entire process was followed, including any tailoring that may have been done in the creation of the environmental test plan.

As stated in 810D, Foreword (p iii):


“…In some methods, not only the test values, but also the sequence of steps is tailorable…The result of this revision [810D, wrt 810C] will be that this standard cannot be called out or applied as a fixed, relatively simple routine. Instead, an environmental engineering specialist will have to choose and alter the test procedures to suit a particular combination or sequence of environmental conditions for a specific equipment application.”

Section 4.2 (810D pp 4-6) describes the tailoring process and the development and use of the environmental test plan, and Section 6 (pp 18-19) describes the documentation process.

The same applies to 810F – see Figure 1-1 (Part One-viii), and Part One – 1. Scope (Part One-1 to -2):


“It is important to note that this document does not impose design or test specifications. Rather, it describes the environmental tailoring process that results in realistic materiel designs and test methods based on materiel system performance requirements. Figure 1-1 summarizes this direction.”

An example of this process is the 810F test report for the Panasonic Toughbook, available online at http://www.panasonic.com/business/toughbook/df_test.asp . The report lists the specific tests conducted, the selections among available procedures for each test, and the tailoring chosen (in this case, by the manufacturer, though it would more commonly be done by or on behalf of the purchaser) for the individual tests (e.g. setting extreme temperature points, choosing to keep the ports closed during operating humidity test).

In VVSG 2005, the test procedures were incorporated into the VVSG 2005 standard, with specific test procedures and test parameters. When VVSG 2005 became a standard, the test procedures in Volume II of the standard became the official conformance test procedures, and superseded the “default” procedures listed in 810D. So in order to meet the performance requirements in VVSG 2005 Volume I section 4.1, equipment must pass the tests described in VVSG 2005 Volume II section 4, NOT the default procedures listed in 810D. As explained in VVSG 2005 Volume II 1.3.1.2 Focus of Hardware Tests, “The procedures are based on test methods contained in Military Standards (MIL-STD) 810F [yes, it does say 810F, not 810D] modified where appropriate…”. The performance requirements in VVSG 2005 Volume I (which specify conformance to the tests in 810D) are met by passing the tests specified in VVSG 2005 Volume II (which in many cases are modified with respect to the “default” procedures listed in 810D). This is possible because 810D permits (and encourages) modification (tailoring) of the default test procedures in the creation of the test plan.

As a specific example for the high temperature storage test, the default test procedure in 810D 501.2, II-1.2b calls for a maximum rate of temperature change of 10 °C (18 °F) per minute. The test in VVSG 2005 Volume II 4.6.5.2 permits a maximum rate of temperature change of only 10 °F (5.56 °C) per minute, which now becomes the specified parameter for the conformance test for VVSG 2005. The equipment performance requirement in VVSG 2005 Volume I points to a test guideline in 810D, which in turn points (for the equipment specified in VVSG 2005) to the test procedure in VVSG 2005 Volume II. A test using a rate of temperature change of 10 °C (18 °F) per minute would not be a valid conformance test for VVSG 2005, because it exceeds the maximum permitted in the test procedure in VVSG 2005 Volume II. In the sense that 810D calls for the development and adoption of a test plan, the use of the higher rate of temperature change would also be a violation of the test procedure developed in accordance with 810D. The fact that the higher rate of temperature change is allowed for the default high storage temperature test in 810D is irrelevant.

While it is clear that the specific test procedures listed in VVSG 2005 Volume II are the approved procedures for VVSG 2005 conformance tests, the situation for the new (2007) version of the VVSG is less clear. My understanding (which may be mistaken) is that the proposed test procedures currently under development are not intended to be part of the new VVSG. If that is correct, then there are two possible interpretations: (1) the tests are to be generated using only the default test procedures listed in 810D, or (2) it is to be understood that the actual conformance test procedures for the new VVSG will be incorporated in a document separate from the new VVSG, and a lab wishing to conduct tests on voting equipment for conformance to the new VVSG will have to refer to both the new VVSG and the test specification document.

Adoption of the first interpretation (allow only the default procedures in 810D, with no modifications) would be disastrous. The modifications implemented in VVSG 2005 Volume II are mostly directed toward making the tests more appropriate for voting equipment, and all of these modifications would be lost, making the compliance tests for the new VVSG much more stressful to the equipment being tested than the corresponding VVSG 2005 tests (thus requiring sturdier, more costly equipment designs to pass the tests), and making the tests more expensive to conduct than the corresponding VVSG 2005 tests. As an example, for the high temperature storage environmental test, the default 810D test 501.2 I-3.2c requires a minimum of seven 24-hour cycles, 168 hours overall. The VVSG 2005 Volume II test 4.6.5.2 has reduced this to a single temperature cycle, with only 4 hours required to hold at the peak temperature. If only the default 810D tests are permitted with the new VVSG, then the 7-day cycle would be required for this test. It is likely that the vendors and the testing labs that are supportive of the development and adoption of the new VVSG expect that modifications (tailoring) to the default 810D test procedures will be implemented for the VVSG conformance tests, comparable to what was done for VVSG 2005.

If the second interpretation (two separate documents, the new VVSG standard and a test specification document) is correct, then it is important that the relation between these two documents, and their intended use, be clearly noted. In the new VVSG document, Chapter 5 “Test Plan (test lab)”, appears to indicate that each test lab produces a test plan based on the equipment requirements in the VVSG document. If this is a correct interpretation, then it should be made clear whether the test labs are required to adhere strictly to the default test procedures in 810D, or whether they are allowed to tailor the tests, and if they are allowed to the tailor the tests, whether each lab is allowed complete discretion in the tailoring process, or whether they will be expected to conform to a common set of test procedures (that we are now developing in draft form). New VVSG Part 2, 5.1-E.1 “Test plan, standard test suites” states “For applicable tests that are specified in Part 3, the test lab SHALL document the implementation details that determine how the standard tests are realized for the implementation under test”. Since 810D (as well as 810F) specifically recommends tailoring, could the tailoring process be interpreted as “implementation details”?
If, in the process of developing the test procedures to use with the new VVSG, we are authorized to apply the tailoring process to the default 810D test procedures, as was done for VVSG 2005, then we should not be required to conform strictly to the default 810D test procedures, as this would defeat the purpose of tailoring. In making sure that the proposed test procedures we write, while conforming to the stated purpose of 810D, are also well suited to testing equipment for the voting process, it would be reasonable to make use of other resources, such as any information that may be available on the susceptibility of voting equipment to environmental stresses. It would be desirable to use the test modifications incorporated into the VVSG 2005 tests as a starting point, and to consider whether further modifications may be desirable based on more recent knowledge on environmental testing issues.

As a separate issue, the possibility of recommending a switch from 810D to 810F as the basis for the new VVSG environmental tests has been discussed. Making such a switch and then prohibiting the modification of the 810F test procedures in the generation of the conformance test plan would not be a desirable course of action because (as for 810D) some of the default 810F test procedures are more expensive to conduct and/or more stressful to the equipment under test than the (modified) test procedures that are part of VVSG 2005. The default 810F storage humidity test, for example, is much more stressful to the equipment than the VVSG 2005 / 810D test. (810F specifically mentions the option of using a humidity test matching the VVSG 2005 / 810D test, but it is not the default 810F test.)

Making a switch from 810D to 810F as the basis for tests for the new VVSG would be a desirable change if modification of the 810F test procedures for the test plan for the new VVSG (comparable to what was done for VVSG 2005) is permitted:

(1) For most of the relevant tests in VVSG 2005, the modifications adopted in the tests (relative to the default 810D tests) were in the direction of the 810F tests, to the extent that the VVSG test procedures are more closely matched to the default 810F test procedures than to the default 810D test procedures. To generate a test plan fairly close to the one in VVSG 2005, less modification of the default test procedures is needed starting with 810F than starting with 810D.

(2) 810F is the current military environmental test standard – it supersedes MIL-STD-810E, which in turn supersedes 810D. 810F reflects improved knowledge of environmental testing and of environmental effects upon equipment. 

