PERFORMANCE WORK STATEMENT

Development of Procedures to Test Voting Equipment for Conformance to Electromagnetic Compatibility Requirements in the Revised Voluntary Voting System Guidelines
1.  BACKGROUND INFORMATION

Enacted by Congress in October 2002, the Help American Vote Act (HAVA) legislation assigns the National Institute of Standards and Technology (NIST), Department of Commerce, a key role in the implementation of nationwide improvements in voting systems. The NIST Information Technology Laboratory (ITL) is coordinating the agency’s HAVA efforts through its expertise in areas such as usability, computer security, and laboratory accreditation procedures.

The HAVA created an Election Assistance Commission (EAC) to oversee voting standards work. Reporting to the EAC is the Technical Guidelines Development Committee (TGDC), which makes recommendations on voluntary standards and guidelines related to voting equipment. The NIST Director serves as Chairman of the TGDC.  NIST provides technical and administrative support.  The TGDC’s initial set of guidelines, called the Voluntary Voting System Guidelines (VVSG) Version 1, was adopted by the EAC on December 13, 2005.

NIST has completed a comprehensive revision of the Version 1 VVSG.  This revision includes revised and updated electromagnetic compatibility (EMC) requirements for voting equipment.  This revised version is the VVSG referred to in this statement of work
For additional background information, see http://vote.nist.gov.

2. OBJECTIVE OF THE PROCUREMENT

The objective of this procurement is to acquire Contractor support to develop conformance test materials for electromagnetic compatibility requirements for voting systems.  This material will include test scenarios, pass/fail criteria, inspection checklists, and other tools, as appropriate.
3. CONTRACTOR REQUIREMENTS

The Contractor must have demonstrated knowledge and experience in the following areas:

· electronic power systems

· evaluation and measurement of electronic and radiated electromagnetic immunity in electronic machinery

· development of standards, and conformance tests supporting the standards, for immunity to electronic surges and other electronic and electromagnetic disturbances
· electromagnetic compatibility requirements in the revised VVSG.
Specific Tasks

The Contractor shall provide all labor, supervision, materials, equipment, and facilities (unless otherwise stated herein) to complete the following tasks.  The Contractor shall report progress in the form of monthly summary reports, pending delivery of the complete task reports.  For all tasks, the Contractor shall participate in meetings, teleconferences, email discussions, and reviews as requested by the Technical Information Contact (TIC).  The Contractor shall travel to NIST and other sites as needed.

1. TASKS

Task 1:  Complete and Revise Previously Developed EMC Power Port Immunity Testing Materials
The Contractor shall:

· Review the EMC power port immunity requirements for voting systems.

· Review applicable and relevant industry-recognized standards and guidelines, as specified in Part 3 of the VVSG, on the testing of electronic equipment for power port immunity.

· Review previously developed drafts of procedures to test electronic voting equipment for conformance to the EMC power port immunity requirements of the VVSG.

· Develop, based on the above review, and review by other experts, detailed, step-by-step procedures, including specific pass/fail criteria, for testing electronic voting equipment for conformance to the EMC power port immunity requirements of the VVSG.
Task 2: Develop Draft EMC Radiated Immunity and Telephone Port Immunity Testing Materials
The Contractor shall:

· Review the EMC radiated immunity and telephone port requirements for voting systems.

· Review applicable and relevant industry-recognized standards and guidelines, as specified in Part 3 of the VVSG, on the testing of electronic equipment for radiated and telephone port immunity.

· Maintain liaison with other experts developing conformance test materials for EMC radiated immunity and telephone port immunity requirements in the VVSG.

· Based on the drafts of testing materials produced by the above mentioned other experts, develop detailed, step-by-step procedures, including specific pass/fail criteria, for testing electronic voting equipment for conformance to the EMC radiated immunity and telephone port immunity requirements of the VVSG.
Task 3:  Develop Procedures for Validating the EMC Conformance Testing Procedures
The Contractor shall:

· Develop techniques for validating the adequacy and feasibility of the test procedures developed in Tasks 1 and 2.

· Maintain liaison with the other experts and laboratories who will be performing these validation tests.
2. DELIVERABLES AND REPORTS

1. A written report on Task 1 results in Microsoft Word format, to be delivered via email to the TIC no later than six weeks after contract award, or January 15, 2008, whichever is later.  This report shall include the detailed, step-by-step procedures, including specific pass/fail criteria, and a justification of the conclusions.

2. a) A written report on the radiated immunity Task 2 results in Microsoft Word format, to be delivered via email to the TIC no later than one month after receiving from NIST the final draft of the testing materials produced by the radiated immunity experts.  This report shall include the detailed, step-by-step procedures, including specific pass/fail criteria, and a justification of the conclusions.

b) A written report on the telephone port immunity Task 2 results in Microsoft Word format, to be delivered via email to the TIC no later than one month after receiving from NIST the final draft of the testing materials produced by the telephone port experts.  This report shall include the detailed, step-by-step procedures, including specific pass/fail criteria, and a justification of the conclusions.

3. A written report on Task 3 results in Microsoft Word format, to be delivered via email to the TIC no later than three months after the delivery of the Task 1 and Task 2 reports or two months after having obtained from NIST its procedure for verifying operational status of the system, whichever is the latest.
4. Presentations and discussions of the draft EMC test procedures, at the NIST site or elsewhere as specified by the TIC, following delivery of Task 1, Task 2, and Task 3, respectively.  Presentations shall be in Microsoft PowerPoint format.
3.  PERIOD OF PERFORMANCE

The period of performance shall commence on the date of contract award and terminate at the end of FY2008.
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