1 Introduction

1.1 Background

The Technical Guidelines Development Committee (TGDC) of the Election Assistance Commission (EAC) has developed recommendations for the next Voluntary Voting System Guideline (VVSG) with technical assistance provided by the National Institute of Standards and Technology (NIST). The EAC will issue the next VVSG after receiving and reviewing public comments.

The EAC has also established a laboratory accreditation program under the National Voluntary Laboratory Accreditation Program (NVLAP) to establish the Voting System Testing Laboratories (VSTL).  The VSTLs will test the vendor supplied testing machines and systems for conformance to the next VVSG. The voting machine or system is henceforth referred to as Device Under Test (DUT) in this document.
1.2 Purpose

The purpose of this document is to develop as detailed test procedures as possible for the VVSG security requirements.  There are several objectives this document attempts to achieve:

1. The derived test requirements should be sufficiently detailed to provide in-depth guidance to the VSTLs that ensures high quality testing.

2. The derived test requirements should be sufficiently detailed to provide repeatability from tester to tester.

3. The derived test requirements should be sufficiently detailed to provide predictability for the effort involved in testing.

4. The derived test requirements should be sufficiently detailed to provide cost savings by not having to analyze and develop tests for testing each DUT.

1.3 Scope

The scope of this document is limited to security functional testing.  Other forms of testing (such as parallel testing, observational testing, reliability testing, random testing, pre-election testing, etc.), testing VVSG requirements other than security requirements, and open ended vulnerability testing are outside the scope of this document and security functional testing.  Specifically, this DTR document scope is limited to VVSG Requirements Part 1 Equipment Requirements: Chapter 4 – Security and audit architecture requirements, and Chapter 5 – General Security Requirements.

1.4 Approach

In developing the DTR the following approach was taken:

1. If at all possible, the VSTL shall test compliance with a VVSG requirement by stimulus ( response on the DUT.  The exceptions to this shall be rare and shall be justified only on the basis extremely prohibitive cost.

2. The stimulus ( response testing shall include nominal, boundary and outlier values as implied by the VVSG requirement and the DUT interface(s) that implement and enforce the requirement.

3. When stimulus ( response testing is not possible given the design of the DUT, the VSTL shall examine the applicable source code.  When a portion of the source code is examined to verify the proper implementation of a security function, the VSTL shall take this opportunity to also examine that portion of the source code for compliance with VVSG Part 1, Section 6.4.1 “Software engineering practices”, specially for indication of other potential security problems such as lack of defensive programming, potential for buffer overflow, potential for memory leakage, etc.  This examination can lead to information that focuses the OEVT team’s efforts.
4. When performing review of the vendor provided documentation, the VSTL shall focus on gaining an understanding of the DUT and how it implements security.  Priority shall be given to identification of potential security concerns based on the review and analysis of vendor documents with next priority to substantive inconsistencies.  In addition, the VSTL shall ensure that there is sufficient clarity to the documentation so that the security controls can be appropriately configured.

1.5 Derived Test Requirement Structure

The derived test requirement consists of the following components:

1. Each requirement in this document is from the VVSG requirements with Requirement title and number preserved from the VVSG.  The requirement is broken down into one or more test assertions.  If multiple requirements are satisfied by a test assertion, only one of the requirements has the test assertion listed with it; all other requirements point to the test assertion.

2. Each test assertion is labeled with the literal “AS”, followed by the requirement number from the VVSG, followed by dash, (“-“), followed by sequential numbers staring with 1.  For example, test assertions for requirement 7.1.1-A are numbered AS7.1.1-A-1, AS7.1.1-A-2, and so on.  Each test assertion title is refined based on the associated VVSG requirement.

3. Each assertion has one or more vendor activities associated with it.  The vendor activities are labeled with the literal “VE”, followed by the assertion label without “AS”, followed by period (“.”), followed by sequential numbers staring with 1.  For example, vendor activities for assertion AS7.1.1-A-2 are numbered VE7.1.1-A-2.1, VE7.1.1-A-2-2, and so on.  Each vendor activity title is refined based on the VVSG requirement.  The vendor activities are not new requirements; they are already included in VVSG requirements.

4. Each assertion has one or more tester activities associated with it.  The tester activities are labeled with the literal “TE”, followed by the assertion label without “AS”, followed by period (“.”), followed by sequential numbers staring with 1.  For example, test activities for assertion AS7.1.1-A-2 are numbered TE7.1.1-A-2.1, TE7.1.1-A-2-2, and so on.  Each tester activity title is refined based on the VVSG requirement.  Note that for conditional requirements, there may be some tester or vendor activities directly under the requirement (i.e., without any assertion).  In those cases, numeric 0 will be used for the assertion.

The above nomenclature leads to straightforward mapping of the VVSG security requirements to the tester activities.

Angle brackets are used to indicate variables.  For example, <user2> variable is used to define a use identity that need not be user2.

DUT may perform identity-based or role-based authentication; these two options are indicated by user identity/role.  For example:

· nhastings/administrator means user ID nhastings in role administrator or role administrator

· <user2>central election official means a user in central election official role or central election official role

· <user1>/<role2> means a user in role identified by variable role2 or role identified by variable role2

This Microsoft Word document is prepared using Word Style feature.  Aside from the standard headings, the following Styles are used so that appropriate set of material can be subsetted in or out:

1. “Requirement” style is used to list the VVSG requirements

2. “Assertion’ style is used to list the assertions derived from the VVSG requirements

3. “Vendor Activity” is used to list the activities vendor must carry out in order to ensure compliance with the requirement.

4. “Tester Activity” is used to list the activities VSTL must carry out in order to test the DUT for compliance with the requirement.

5. As appropriate rationale and analysis text appears in the appropriate places using the Word “Normal” Style.

1.6 General Requirements

The tester shall use the DTR to develop detailed test procedures and test cases for the DUT.  This shall include development of configuration requirements, creation of appropriate user accounts, files etc.

The tester shall document test procedures and test cases.

After conducting the tests, the tester shall document the test results with sufficient detail to demonstrate that the test succeeded of failed.  In the case of failure, the documentation shall be detailed enough to provide the nature of failure.

The tester may execute the DTRs in any order as long as the precedence requirements specified in individual DTR are met.

The tester shall make a note of the time in date, hours, and minutes when each DTR is executed.  The time is helpful in variety of ways such as the following:

· The time helps reconcile event log;

· The time helps reconstruct sequence in which DTR was conducted and hence help determine the state of the DUT at the invocation of each DTR; and

· The time helps reconstruct sequence in which DTR was conducted and explain the test results for individual DTRs.

1.7 Document Organization
TBD

2 Definitions

Access Mode: An operation on an object.  Examples include create, read, write, append, modify, and delete.
Black Box Testing: Testing a system without knowledge of the design and internals of the systems.  Black box testing is generally based on the system requirements and system interface specification. 

Derived Test Requirement (DTR): A high-level description of one or more tests to verify that a Programmed Device under Test (DUT) meets one or more VVSG requirements.

Stimulus ( Response Testing: A test method where the IT system is stimulated by providing some input and responses/output is observed and analyzed.  Also see test method for other form of testing
Test Case: A fully defined set of input and expected results for a test.  A test case is the most detailed and lowest level of test documentation material.
Test Configuration: Hardware, firmware, and software configuration
Test Documentation: Test plan, test procedures, test cases/specifications collectively are referred to as test documentation.
Test Method: See VVSG
Test Plan: A high level document that contains system test configuration (also known as test configuration), overview of test methods, testing resources (personnel and testing tools) required, and testing schedule.

Test Pre-Requisite: System configuration prior to executing a test case or set of test cases.  For example, prior to testing that identification and authentication succeeds and fails under appropriate conditions, user accounts with specific user ID and passwords will need to be set up.
Test Procedures: Procedures used to execute a collection of test cases.  For example, test procedures typically will consist of executing a set of steps to set test pre-requisite and then steps for each test case as identified with the test case,
Test Results: Set of results for each of the test cases.
Test Scenarios: A high level summary description of test cases.
Test Specification: See test case
Test Steps: See test case
White Box Testing: Testing a system with knowledge of the system design and implementation.  White box testing takes the system design and implementation into consideration in develop test cases to meet some test coverage criteria
 and/or to test parts of the software that are too critical, suspicious or complex.

� Example of test coverage criteria are attempt to execute every line of source code; and attempt to execute every module or function.








