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Preamble 

This report I s the latest in a series of reports on voting machine reliability. It provides guidelines for testing voting machines for compliance with reliability requirements. The following previous reports provided a theoretical and conceptual foundation for defining voting machine reliability. 

Etschmaier, Maximilian M., Critical Issues for Formulating Reliability Requirements, 2006

Etschmaier, Maximilian M., Definition of Requirements, Metrics, and the Certification Process, 2006 
Etschmaier, Maximilian M., Voting Machines: Revised Reliability Metrics and Techniques, 2006 

Using the systems approach, these reports identify those reliability measures of voting machines that affect the faithfulness and trustworthiness of a voting machine in recording the votes that are cast on it. We used the results of the analysis to develop a draft regulatory text for inclusion in the new version of the Voluntary Voting System Guidelines (VVSG2007). This text is included in the following report: 

Etschmaier, Maximilian M., Voting Machines: Draft of Revised VVSG Reliability Requirements, 2007
Guidelines for testing voting machines for compliance with reliability requirements can take on a range of forms, from a very general outline to detailed instructions and specification of detailed testing procedures. The choice of the form used in this report is dictated by a number of factors: 

· An extremely small budget that does not permit anything but the most general summary of requirements that derive from the preceding reports 

· A lack of specific feedback to our reports, especially the Draft of the Revised Reliability Requirements

· The unsettled question of what exactly will be in the final version of VVSG2007 

Consequently, the present text is limited to translating our Draft of Revised VVSG Reliability Requirements, as formulated in the above quoted report, into a statement of guidance for the conduct of voting machine testing for compliance with reliability requirements. 
It is hoped, however, that this text may contribute to a fuller understanding of our draft proposal. We believe it shows how much easier our draft proposal could be implemented than can the process included in the current version of VVSG.  Perhaps this report and the work that preceded it will eventually lead to changes in the overall approach to certifying voting machines that could greatly clarify the roles of the parties involved, and could lead to voting machines that are more trustworthy and perform more reliably, yet are cheaper to design and manufacture, and can be certified at lower expense. 

Test Protocol for Verifying Compliance with Reliability Requirements 

1. Introduction  
This test protocol provides a general outline of the process of verification of compliance with reliability requirements of voting machines. It is based on the definition of requirements contained in the report: 

Etschmaier, Maximilian M., Voting Machines: Draft of Revised VVSG Reliability Requirements, 2007
The design and details of this test protocol are derived from the voluminous research that the draft requirements were based on. This research is recorded in the following three reports: 

Etschmaier, Maximilian M., Critical Issues for Formulating Reliability Requirements, 2006

Etschmaier, Maximilian M., Definition of Requirements, Metrics, and the Certification Process, 2006 
Etschmaier, Maximilian M., Voting Machines: Revised Reliability Metrics and Techniques, 2006 

Those reports may be used to fill in details in the test protocol that is presented in the present report. 

In this text it is assumed that testing for voting machine reliability is performed by an organization qualified to perform reliability testing. The exact nature of this organization and the institutional arrangements with the EAC, the state election official, and the vendor is defined elsewhere. In this text the organization performing the test is referred to as the “testing organization.”  
Testing of voting machines for reliability consists of the following parts: 

· Examination, verification, and validation of vendor supplied documents, analyses and test 

· Performance of a battery of certification tests (the “Volume Performance Test”) 

· An ongoing process of the reliability performance of voting machines in actual operations 

· A life extension program to extend the certified life of the voting machine beyond the initial limit of the certification

2. Examination, verification, and validation of vendor supplied documents, analyses and test 
Examination, verification, and validation of vendor supplied documents, analyses and test will answer the following questions: 
2.1. Does the voter supplied documentation and analysis appropriately divide the voting machine into a set of non-overlapping components?  
Section 1.1.2 of the draft regulation defines the minimal set of functions of a voting machine as follows: 

· Display of voting options to the voter 

· Receive the input of the voter’s choice 

· Verify the voter’s input 

· Record the voter’s input 

· Store the voter’s input and/or total 

· Retain the voter’s input and/or total for recount 

· Report the total for addition to the polling station 

· Protect the information contained in the voting machine against tampering and against the impact of voting machine failures 

· Provide a means for verification of the voting machine functionality through an external verification unit

The testing organization shall verify the following: 

2.1.1. That the documentation and analysis provided by the vendor defines components in such a way that every one of these functions listed corresponds to a one uniquely defined system component 

2.1.2. That the components are defined in a non-overlapping manner 
2.2. Perform a functional failure analysis to determine what failures can occur and what the possible consequences of a failure are. Classify the failures into critical and noncritical ones 

The draft guidelines give the vendor the choice of using either the method of functional failure analysis identified in the regulation, and to be provided in a detailed document to the vendor by the certifying agency, or an alternative method of functional failure analysis chosen by the vendor.

2.2.1. The vendor used the method of functional failure analysis identified in the regulation, and to be provided to the vendor by the certifying agency 

The testing organization shall verify the following: 

2.2.1.1. Has the vendor followed the method of functional failure analysis completely, appropriately, and in every detail as spelled out in the detailed document provided by the certifying agency? 
2.2.1.2. Is the documentation of the analysis complete, correct, and verifiable? 
2.2.1.3. Are the reliability calculations contained in the documentation complete, verifiable, and correct? 
2.2.1.4. Do the reliability calculations follow established procedures of reliability theory? 

2.2.2. The vendor used an alternative method of functional failure analysis chosen by the vendor. 

The testing organization shall verify the following: 

2.2.2.1. Is the alternative method defined completely and unambiguously? 

2.2.2.2. Does the alternative method follow the standard defined in SAE Standard JA1011? 

2.2.2.3. Has the vendor used the method they chose appropriately?
2.2.2.4. Is the documentation complete, correct, and verifiable? 
2.2.2.5. Are the reliability calculations complete, verifiable, and correct? 
2.2.2.6. Do the reliability calculations follow established procedures of reliability theory? 

2.3. Verify that the estimated probability of each critical failure is less than 10-7, and the compound probability of all critical failures is less than 10-6 

The term critical failure is defined in Section 1.1.6 of the draft guidelines as any functional failure the occurrence of which jeopardizes the validity of the election, or casts doubt on the credibility of the election result. The list of critical failures for a given voting machine model is provided by the vendor as part of the data submitted to the testing organization. At a minimum this list will need to contain the following: 
· Faulty display of options 
· Uncertainty if voter’s choice has been recorded

· False recording of vote cast 

· Change of stored votes 

· False transmission for polling station totals 

· Provide opening for tampering

· Injury to voters or staff 
· Violation of voter privacy 

· False accumulation of polling station totals
The testing organization will verify the following: 
2.3.1. That all failures in this list are included in the vendor supplied analysis. 

2.3.2. That any additional critical failures that may occur due to the special design of the voting machine are properly identified in the analysis. 

2.3.3.  That any critical failure is either precluded from occurring by the design of the voting machine, or that the probability of its occurrence has been determined in accordance with established measurements of reliability engineering. 
2.3.4. That the probability for any one critical failure is less than 10-7. 
2.3.5. That the compound probability of all critical failures is less than 10-6.

2.4. Verify that the Compound Probability of all Noncritical Failures is Less than 0.005 Minus the Compound Probability of Critical Failures 

The list of possible non-critical failures is provided by the vendor as part of the analysis submitted. 
The testing organization will verify the following: 

2.4.1. That the list of possible non-critical failures is complete. 

2.4.2. That the probability for every failure is correctly determined. 

2.4.3. That the sum of the compound probability of all noncritical failures plus the compound probability of all critical failures is less than 0.005.  

3. Test Protocol for the Volume Performance Test of Voting Machines under Realistic Conditions to Validate the Performance of Voting Machines in the Field  
3.1. Guidelines for Performing the Volume Performance Test
The volume performance test is designed as a final validation of the system integration and to check that reliability analyses are valid, and correctly forecast the behavior of the machine under the realistic condition of the Election Day. It provides the ultimate level of confidence about the machine to the election officers and the general public. It also serves to validate operating instructions and human factors issues. It is also used as the initial test bed for the training programs for poll workers and election officials.  

A volume performance test is performed only for voting machines for which the certifying agency has determined, by validating the vendor-supplied functional failure analysis and reliability calculations, that they meet the reliability requirements. 

In the volume performance test, 10 machines are operated through 10 election cycles, each in a setting simulating a polling station, using a randomly selected sequence of ballots and voter inputs. The randomly generated voter inputs shall include randomly generated false input that the voter wants to correct before finalizing the ballot, varying speeds with which the information is entered, and other random acts as considered appropriate. . 
Consistent with the real voting operation, no maintenance, modification, or other violation of the integrity of any voting machine is permitted during the test cycle.

A voting machine is assumed to meet the reliability requirements on the basis of the functional failure analysis and reliability calculations unless the volume performance test provides clear evidence to the contrary.   

Any critical failures that occur during the volume performance test require special investigation to determine that the failure mechanism that triggered it is consistent with what was considered acceptable in the functional failure analysis. If the investigation shows that the failure is due to a mechanism that was not considered in the functional failure analysis, the certification process shall be terminated. 

3.2. Measurement of Reliability Performance of the Voting Machine during the Volume Performance Test

3.2.1. Definition of Simulated Election Cycle

A simulated election cycle is defined as the continuous operation of each one of the 10 voting machines included in the volume performance test over 15 hours. To the extent practical voting on all 10 machines shall be conducted concurrently. If concurrent voting is considered not practical, voting on every machine in the volume performance test in one voting cycle shall be completed before voting for any other voting cycle can be commenced on any machine. 

3.2.2. The process of voting during the simulated election cycle

Voting during a simulated election cycle shall be conducted by real people who have not received any instruction in the operation of the voting machine other than what would be expected to be provided in an actual voting station. The voters will be randomly selected to provide a representative sample of the voting population. Any voter may not vote more than once in each one of the voting cycles included in the volume performance test 
In casting their vote, each voter shall follow a randomly generated script. The script shall be generated immediately before it is handed to the voter, and its content shall not be known to anyone involved in the volume performance test. The script shall include randomly generated false input that the voter will need to correct before finalizing the ballot, varying speeds with which the information is entered, and other random acts as considered appropriate. 
The scripts for each voting machine shall be retained in a separate folder. They shall be used after the end of the simulated election cycle to verify the accuracy of each voting machine. 

3.2.3. Statistics collected during each election cycle

The testing organization shall document in detail the occurrence of any failure on any voting machine during the entire volume performance test. This information shall be kept separate for each voting machine and voting cycle. It shall be retained as long as the certification of the voting machine, if certified, will remain in effect. 

The testing organization shall produce the following statistics: 
A(i)

The number of failures on all machines during voting cycle i. 

B = ∑A(i)
The number of failures during the entire volume performance test 

C

The number of critical failures during the volume performance test 
3.2.4. Rejection of a certification request on the basis of the volume performance test

The certification request shall be rejected on the basis of the volume performance test if any of the following conditions hold: 

3.2.4.1.  A(i) >1 for any i 
3.2.4.2.  B>2 

3.2.4.3. C>1

3.2.4.4.  The investigation of any critical failure reveals a failure mechanism that was not identified in the functional failure analysis. 

4. Monitoring the In-Service Performance of the Voting Machines 
4.1. Definition and Applicability 

The process of monitoring the in-service performance of the voting machines is not part of the initial certification process and test protocol. However, it serves as the indefinite extension of the volume performance test. Continuing satisfactory performance as evidenced through in-service performance mentoring is a prerequisite for the certification of a voting machine model to remain in effect. Discontinuation of the monitoring program will result in decertification.

The monitoring program includes collection of data of in-service failures and in-service difficulties, continuous evaluation of these data. It triggers corrective actions if the observed failure rate suggests the conclusion that the failure probability exceeds the acceptable limit. 

Collection of data is the responsibility of the jurisdiction operating the voting machine. The manufacturer will maintain a technical staff that will monitor the in-service performance, evaluate discrepancies, and develop and carry out corrective actions. The certifying agency or the testing organization will supervise this process, monitor and evaluate in-service performance and discrepancies on its own, and if necessary, order corrective measures. The orders may include that voting machines not be used in elections until identified problems are corrected. 

4.2. Scope of Monitoring the In-Service Performance of Voting Machines

Monitoring the in-service performance of voting machines consists of two parts: 

· Verifying that the failure probability has not drifted upward and beyond the limit. 

· Technical analysis of voting machine performance and failure patterns to identify evolving problems that might jeopardize the proper performance of the machines in future elections.  

4.2.1. Test to verify that the failure probability has not risen beyond the limit

The test is defined as follows: 

Let 

A = the number of installed voting machines of the type under consideration 

X = the number of voting machines that failed for any reason during the election 

Z = the equivalent standardized normal variable for B 

C = the acceptance limit of the test 

α = the required failure probability 

The test determines Z as follows: 
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 For the required failure probability α = 0.005, Z is calculated as 
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4.2.2. Acceptance of a voting machine model as continuing to meet the reliability requirement on the basis of the in-service performance 
The voting machines will be considered as continuing to meet the reliability requirement if 

Z< C 

Assuming a probability of rejecting the machines when they actually meet the reliability requirement of 0.01, the acceptance limit C is obtained from a standard normal table as 

C = 2.32 

4.3. Technical analysis of voting machine performance and failure patterns
Technical analysis of voting machine performance and failure patterns to identify evolving problems is based on failure reports provided from the polling places. Such reporting in a standardized format needs to be a requirement that is imposed on the local election administration. 
Evaluation of the failure reports provided by the local jurisdictions is an ongoing process to be conducted by the certifying agency, the testing organization, or some independent organization tasked by it. 
4.3.1. Scope of the technical analysis 

The organization performing the technical analysis shall use established techniques of failure data analysis to identify unanticipated failure patterns. It shall perform in-depth analyses if unanticipated patterns are detected. 

4.3.2. Correction of unacceptable failure patterns detected in the technical analysis process 

The organization performing the monitoring of in-service performance shall estimate the incremental failure rate that can be expected from any one detected failure pattern. If addition of this incremental failure rate to the failure rate observed in the past will exceed the failure rate acceptable for certification of the voting machine, the situation will be considered unacceptable. The organization performing the monitoring of in-service performance shall devise a plan that will bring the failure rate back to an acceptable level. 
4.3.3. Modification of the voting machine model to continue to comply with the reliability requirements 

Development of modifications of the voting machine model to assure continued compliance with the reliability requirement shall be the responsibility of the vendor. The vendor-proposed modifications shall be submitted for certification to the certifying agency. 
5. Life Extension Program 

The certification of a voting machine will initially be limited to 10 election cycles. As with any kind of technological equipment, there is no reason to believe that the failure probability will increase dramatically after it has served in 10 elections. Rather, experience shows that they may be perfectly capable of serving many more elections with a failure probability not above the required level. 

The procedure of in-service performance monitoring defined in the preceding section is used as a basis for deciding on an election-to-election basis if the voting machine can comfortably be used in the following election. A voting machine design will be considered fit for the next election if the technical analysis of failure patterns does not indicate any systematic deterioration, and if the number of actual failures passes the statistical test. 
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