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Lets talk about the ‘Test Suites’ --- As I read this document,  I may not understand what you are actually producing.  
You’re right … for SCQ conformance testing.. there is only one “Test Suite” and since “Test Suite” means “canonical” (from VVSG 2005).. and since other coding conventions may be used.. one could argue that there is nothing “canonical”about this group of abstract tests
Need to use the same terminology as in the VVSG – that is test and test cases. 
Researchers at the National Institute of Standards and Technology have prepared this paper.  It may represent preliminary research findings and does not necessarily represent any policy positions of NIST.
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1 Introduction
1.1 Background

Testing software for conformance to information technology (IT) standards is a core activity of NIST’s Information Technology Laboratory.  NIST freely provides uniform conformance test suites against standards to:

· Verify that conformance requirements of an implementation of the standard are satisfied,
· Provide consistency and transparency of testing across testing laboratories, 

· Reduce the cost of testing by providing openly available tests and related material to testing laboratories.
NIST is developing test suites for measuring the conformance of the voting system’s component software code quality practices to those specified in the Voluntary Voting Standard Guidelines (VVSG) 2005 and (to the extent that the requirements overlap) the next iteration of the VVSG.  Other test suites will be available to address aspects and requirements of the VVSG that do not fall under the category of code quality requirements, such as security, reliability, and usability.
1.2 Definition of Source Code Quality 

Source code quality is synonymous with “well-written” code.  A computer may not be able to tell the difference between poor and well-written code.  It will execute both with equal vigor.  But a knowledgeable coder “knows quality code when he or she sees it”.  Code that is not easily understandable, traceable, logically flowing, formatted, and generally well organized is labeled as “poor quality”.   Poor quality code may be an indicator of more serious problems with code execution, including reliability, security and safety.

In order to minimize the occurrence of  more serious problems and maximize investment in building an application, “coding conventions” are used as a de-rigueur way to enforce uniformity in the look, structure and (ultimately) quality of the code.

Coding 
conventions 
are practices in developing source code for computer applications that facilitate code understandability, maintainability and integrity.  Some common coding conventions include recommendations for naming and organizing files, formatting code, providing code comments, constructing declarations and statements, naming variables and functions, and more specific programming practices.  Additionally, 
metrics related to program size and complexity may also be specified in a coding convention.

There are numerous coding conventions in existence today, for numerous programming languages.  Some are “coding standards
”, others are labeled 
as “coding recommendations”, and still others are conventions developed local to an organization or individual.  Regardless of their origin or status, 
all coding conventions have the common goal of providing a “higher quality” product through uniform coding practices.



1.3 Purpose 

The purpose of this document and associated guide and test suite is to provide guidance and testing materials 
to laboratories by 
· defining the scope and approach to the examination of the coding conventions prescribed in VVSG 2005, and where applicable, the next iteration of the VVSG
· Providing criteria and data files to allow Labs to assess software tools that may be used during the test campaign

· Providing a test suite to be used by Labs in determining conformance to coding convention requirements in the VVSG.
While not a guarantee of software quality 
 in and of itself, source code that is developed based upon coding conventions is easier to understand, easier to maintain, and more secure..
.


Comformance to coding conventions is a workmanship indicator, not necessarily an indicator of software vulnerability.  Software may be very poorly written in terms of conformance to coding conventions, and yet be 100 percent secure.  Likewise, software may be 100 percent compliant to the coding conventions, and yet be highly vulnerable to a security attack.

That said, source code workmanship is generally accepted as an indicator of the care used in developing the software.
As a final caveat, the testing and examination of software’s adherence to coding conventions must not be confused with open-ended vulnerability testing (OEVT). The goal of OEVT is to discover architecture, design, and implementation flaws that have crept into the system which may not be detected using systematic functional, reliability, and security testing and can be exploited to change the outcome of an election or can otherwise provide erroneous results for an election.  OEVT is discussed in detail in (… provide title here …).
1.4 Scope

The scope of this document and its associated test suite is limited to conformance testing of voting software source code with respect to VVSG 2005:

· Volume I, section 1.6 (Conformance Clause) 

· Volume I, section 5.2 (Software Requirements) 

· Volume II, section 5 (Software Testing) of VVSG 2005

Some of the conformance requirements for source code quality in VVSG 2005 also carry over to the new VVSG.  However, code quality requirements in the new VVSG that do not have a VVSG 2005 equivalent are not addressed in this document.

Additionally, VVSG 2005 states that in lieu of the coding conventions that it stipulates, “published, reviewed, and industry-accepted coding conventions” can be used.  Because of the great variety and varying focus of industry coding conventions, conformance testing is purposely limited to only those conformance requirements specified in VVSG 2005.  
Lastly, the scope of source code quality analysis extends only to:

· Source code provided by the voting system vendor and its component suppliers

· Source code furnished by an external provider (excluding COTS)

· Source code developed by the voting jurisdiction

1.5 Test Suites

This document, and its related “VVSG 2005 Source Code Quality Test Suite
” and “VVSG 2005 Source Code Quality Analysis Tool Test Suite” 
provide: 
· A high-level understanding of how to test for conformance against the source code quality requirements defined in VVSG

· An introduction to the use of source code quality analysis tools, and how to use them to measure voting system software against the code quality requirements specified in VVSG 2005.

· This includes a list of test suites produced by NIST that can be used to determine if a tool(s) selected by a lab can identify non-conformance of software to the VVSG 2005 code quality requirements
.   

1.5.1 VVSG 2005 Source Code Quality Conformance  Test Suite

This test suite is “abstract”, meaning that it provides a complete and independent specification of the actions required to satisfy a specific test requirement without specifying the low-level details of how a laboratory would actually perform the test.  An examination of the code is necessary, either by human inspection, automated inspection by source code quality analysis tools, or a combination of both methods.  The test cases do not specify which examination method the laboratory should use.

1.5.2 Tool Criteria and Evaluation 
Reverse this section with the above section ---- this guidance should be provided before we provide the test suite.
To assist the Labs in selecting and using appropriate software tools and to provide increased confidence that the tools are performing as expected, NIST has developed criteria and an associated set of data files for evaluating tools.  The criteria and data files    

The test suites provide additional guidance to laboratory staff performing source code quality analysis, NIST provides criteria few or the tools that a laboratory may use to evaluate voting source code for quality. This test suite consists of source code samples that are non-conformant to VVSG 2005 with respect to all the requirements listed in section 1.4 of this document
.   provide a way for a laboratory to  evaluate whether or not a tool they wish to use will work as purported and be useful in analyzing the voting system source code.  
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List of Acronyms

CVE

Common Vulnerability and Exposures

EAC

Election Assistance Commission

HAVA

Help America vote act

NIST

National Institute of Standards and Technology

CRT

Core Requirements Testing Subcommittee

TGDC

Technical Guidelines Development Committee

U.S.

United States

VVSG

Voluntary Voting System Guidelines




















































�??? Why say ‘independent’ ?  MIKE-Saw that word used in VVSG a lot…


�VVSG2005 has coding, naming, comment, versioning,etc. conventions – we only have coding --- we need to explain – different? Same? We need a glossary explaining that a conding convention is an inclusive term, whereas a “naming convention” is a subset of the entire coding convention


�Are coding coventions the only way to achieve SQ?  This and following paragraphs imply that it is.  I can add a caveat that says writing code using a convention does not guarantee “correct”, or “secure” or “safe” or “reliable” code in itself.  It is a “contributor” toward those ends


�Are these ‘standards’ from SDOs? If not, why is it considered ‘standard’? Give examples  Good point.. they are not true “standards” in the sense that they are produced by an SDO.  The name in fact is used rather loosely, and only implies that the coding convention is produced by and followed by an organization or group.


�Labeled by who?  By the author(s)


�The ‘label’ has nothing to do with scope. Agreed 


�Just spoke of ‘goal’ above – and now objective, which is similar, but not quite the same


�Redundant with paragraph in Scope


�Test suites don’t provide guidance – they provide the metrics for testing.


�Trustworthy is never defined.  VVSG doesn’t use this term


�LETS TALK about this section (not necessarily more secure)


�Where did you get this?  Only source code that is part of the voting system – as delivered by the vendor to the Lab is tested. ..not according to VVSG 2005, Volume I, Section 5.1.1 (Software Requrements, Software Sources)


�Is this or is it not – tests for the Lab to execute on the source code? It is tests for the lab to execute on the source code


�Yes, but doesn’t it also provide the test cases? (yes bad wording.. I’m not clearly stating which document does what….very confusing)


�Really?  This may be overstating it --- it provides more confidence in the tool (that is a safer answer..especially since the tests are not the actual code)


�I would like to say this differently – avoiding test suite – so that people don’t get confused with these tests and the tests used to determine conformance to the VVSG. (OK.. maybe “tool tests”


�Where? Requirements aren’t listed in this document.  


�Where? Requirements aren’t listed in this document.  (typo on my part)






