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1 Introduction

1.1 Background

By authorization of the 2002 Help America Vote Act (HAVA), National Institute of Standards and Technology (NIST) is assisting the Election Assistance Commission (EAC) with the implementation of Voluntary Voting System Guidelines (VVSG) for states and local governments conducting Federal elections.  The EAC’s Technical Guidelines Development Committee (TGDC) in collaboration with NIST researchers has developed a draft of the next iteration of the VVSG.   The draft document is a set of detailed technical requirements addressing core requirements, human factors, privacy, security, and transparency of the next generation of voting systems.  The EAC plans to issue the next VVSG after receiving and reviewing public comments.
NIST is developing a set of uniform public test suites to be used as part of the EAC’s Testing and Certification Program.  Test Labs will be able to use these freely available test suites to help determine that VVSG requirements are met by voting systems.  The test suites address human factors, security and core functionality requirements for voting systems as specified in the VVSG.  Use of the public test suites will produce consistent results and promote transparency of the testing process. The test suites can also assist manufacturers in the development of conforming products by providing precise test specifications.  Also, they will help reduce the cost of testing since each test lab would no longer need to develop its own test suites.  Finally, a uniform set of public test suites can increase election officials’ and voters’ confidence that voting systems conform to VVSG requirements.
1.2 Purpose

The purpose of this document is to develop detailed test procedures for the next VVSG security requirements.  In this document, detailed test procedures derived from a requirement found in the next VVSG are contained in a structure known as a derived test requirement (DTR). (See Section 1.5 Derived Test Requirement Structure for details).  This document contains the set of derived test requirements (DTRs) for the security requirements found in the next VVSG.  Derived Test Requirements includes test procedure.  By providing detailed test procedures, the following objectives are achieved:

1. In-depth guidance to test laboratories to ensure high quality testing

2. Repeatability from tester to tester as well as test laboratory to test laboratory

3. Predictability of the effort involved for a testing campaign

4. Cost savings by not having to analyze and develop tests for different implementations of a voting system 

1.3 Scope

The scope of this document is limited to functional testing of the security requirements found in the next VVSG.  Other forms of testing (such as parallel testing, observational testing, reliability testing, random testing, pre-election testing, accessibility testing, usability testing, etc.), testing next VVSG requirements other than security requirements, and open ended vulnerability testing (OEVT) are outside the scope of this document.  Specifically, the test procedures found in this document only cover the requirements found in the next VVSG Part 1 Equipment Requirements: Chapter 4 – Security and audit architecture requirements, and Chapter 5 – General Security Requirements.

1.4 Approach

In developing the set of derived test requirements (DTRs) the following approach was taken:

1. If at all possible, the test laboratory shall test compliance with a VVSG requirement by stimulus ( response testing
 on the voting system.  The exceptions to this shall be rare and shall be justified only on the basis of extremely prohibitive cost.

2. The stimulus ( response testing shall include nominal, boundary and outlier values as implied by the VVSG requirement and the voting system’s interface(s) that implement and enforce the requirement.

3. When stimulus ( response testing is not possible given the design of the voting system, the test laboratory shall examine the applicable source code.  When a portion of the source code is examined to verify the proper implementation of a security function, the test laboratory shall take this opportunity to also examine that portion of the source code for compliance with VVSG Part 1, Section 6.4.1 “Software engineering practices”, specially for indication of other potential security problems such as lack of defensive programming, potential for buffer overflow, potential for memory leakage, etc.  This examination can lead to information that focuses the open ended vulnerability testing (OEVT) team’s efforts.
4. When performing review of the manufacturer provided documentation, the test laboratory shall focus on gaining an understanding of the voting system and how it implements security.  Priority shall be given to identification of potential security concerns based on the review and analysis of manufacturer documents with next priority to substantive inconsistencies.  In addition, the test laboratory shall ensure that there is sufficient clarity to the documentation so that the security controls can be appropriately configured.

1.5 Notation and Derived Test Requirement (DTR) Structure

This section described the notation and derived test requirement (DTR) structure used to present requirements from the next VVSG and their associated tests.  The notation and derived test requirement (DTR) structure used leads to the straightforward mapping of the next VVSG security requirements to tester activities.
1.5.1 Derived Test Requirement Structure

A derived test requirement (DTR) is a structure used to contain detailed test procedures associated with a specific requirement.  This section describes the components, nomenclature, and notation used in this document to describe the structure of a derived test requirement (DTR).

A derived test requirement consists of the following components:

1. A requirement is labeled with the literal “RE, “ followed by the requirement number and title from the next VVSG to provide traceability back to the next VVSG.  When a requirement is tested by another derived test requirement (DTR), that requirement’s derived test requirement (DTR) will contain a reference to the appropriate derived test requirement (DTR).

2. Each requirement is divided into one or more test assertions based on the number of tests required to verify a requirement (such as a positive test as well as a negative test). When no test assertion is found in a derived test requirement (DTR), it means the requirement is tested under the test procedures of another (DTR) that is specifically referenced in “Analysis” text.  Each test assertion is labeled with the literal “AS”, followed by the requirement number from the VVSG, followed by dash, (“-“), followed by sequential numbers staring with 1.  For example, test assertions for requirement 7.1.1-A are numbered AS 7.1.1-A-1, AS 7.1.1-A-2, and so on.  Each test assertion title is refined based on the associated VVSG requirement.

3. Each test assertion may have one or more manufacturer activities associated with it.  In general, the manufacturer activities are limited to providing documentation about the voting system being tested.  The manufacturer activities are labeled with the literal “MA”, followed by the assertion label without “AS”, followed by period (“.”), followed by sequential numbers staring with 1.  For example, manufacturer activities for assertion AS7.1.1-A-2 are numbered MA7.1.1-A-2.1, MA7.1.1-A-2-2, and so on.  Each manufacturer activity title is refined based on the next VVSG requirement title.  Note, the manufacturer activities are not new requirements, but are requirement already found in the next VVSG.

4. Each test assertion may have one or more test procedures associated with it.  Test procedures are used to test the voting system for conformance to the next VVSG security requirements.  When no test procedure is found in a derived test requirement (DTR), it means the test assertion is tested under the test procedures of another derived test requirement (DTR) that is specifically referenced in “Analysis” text.  The tester procedures are labeled with the literal “TE”, followed by the assertion label without “AS”, followed by period (“.”), followed by sequential numbers staring with 1.  For example, test procedures for assertion AS7.1.1-A-2 are numbered TE7.1.1-A-2.1, TE7.1.1-A-2-2, and so on.  Each test procedure title is refined based on the associated next VVSG requirement title.  Note that for conditional requirements, there may be some test procedure or manufacturer activities directly under the requirement (i.e., without any assertion).  In those cases, numeric 0 will be used for the assertion.

5. The label “Analysis:” precedes text that is used to provide additional information related to requirements, test assertions, and test procedures.  In general, analysis text follows the associated requirement, test assertion, and test procedures being discussed.  For example, analysis text following a requirement may cross-reference the test procedures of a test assertion or another requirement that verifies the requirement or provides context for the test procedures for the requirement.
1.5.2 Angle Bracket (<…>) Notation

Angle brackets are used to indicate variables and are placed around the variable identifier (i.e <varID>).  This notation is used to support test procedures that require the use-specific users and roles from the access control capabilities of an implementation but can be realized in different ways based on different implementations.  For example, <user2> represents a variable that is referred to or identified as user2.

1.5.3 Backslash ( / ) Notation

The backslash (/) character is used for the mapping of identities to roles (i.e. user identity/role).  The roles specified in the next VVSG can be found in Table 5-1: Voting system minimum groups and roles of next VVSG.  This notation is used to support the testing of the access control capabilities of a voting system.  There are two types of access control authentication techniques: (1) identity based authentication and (2) role based authentication.  The type of authentication technique being used determines the meaning of the mapping notation.

When identity based authentication is used, the following examples mean:

· “jdoe/administrator” means user ID jdoe in the role of administrator 

· “<user2>/central election official” means a user in the central election official role 

· “<user1>/<role2>” means a user in the role identified by variable role2 

When role based authentication is used, only the text to the right of the backslash is has meaning.  The previous examples now have the following means: 
· “jdoe/administrator” means the role administrator

· “<user2>/central election official” means central election official role 

· “<user1>/<role2>” means role identified by variable role2 

1.5.4 Double Bracket ([[…]]) and Highlight Notation

Double brackets are put around highlighted text to indicate items requiring modification of the requirements found in the next VVSG.  In general, the double brackets indicate that a requirement (such as a missing documentation requirement) needs to be added to the next VVSG or an editorial comment (such as the suggested deletion or modification of a requirement’s wording).  Double brackets and highlighting will be removed once requirements are harmonized between the next VVSG and this document.

1.5.5 Asterisk (*) Notation

An asterisk (*) next to a test procedure (i.e. all or part of a TE) indicates that the procedure is conditional and may not need to be executed based on the voting system under test.  In general, the test activities have a condition statement similar to: “If the voting device is an EMS…” or “If the voting system provides role-based authentication….”

1.5.6 Electronic File Features for Word Versions of the Document

An electronic version of this document was prepared using Microsoft Word and the Word Style feature.  The Word Style feature provides the ability to separate text based on the Style associated with the text.  The following Styles were used in this document to allow material to be subsetted in or out:

1. “Requirement” Style is used to list requirements from the next VVSG.

2. “Assertion” Style is used to list the test assertions derived from the next VVSG requirements.

3. “Manufacturer Activity” Style is used to list the activities manufacturers must carry out in order to ensure compliance with next VVSG requirements.

4. “Test Procedure” Style is used to list the test procedures test laboratories must carry out in order to test the voting system for compliance with next VVSG requirements.

5. “Normal” Style is used for text associated with analysis and rationale. 

1.6 Product Specific Test Procedures

Some of the test procedures contain product specific test procedures for widely available software (i.e. operating systems such as Windows, Unix, and Linux, and web browsers such as Firefox).  These are provided as guidance to the test laboratories and suggest one way a test procedure can be executed given the specific implementation.  In general, the product specific test procedure follows a statement about what the tester is to verify.  For example, the text may take the form of “The tester shall verify ….  This can be verified on a Windows workstation…” Note, this does not mean this is the only way to implement a requirement or to be tested for conformance to a requirement.  The tester must develop specific test procedures for the voting system implementation under test when a product specific test procedure is not provided for the implementation to be tested.
1.7 General Testing Assumptions

The tester shall use each DTR to test the voting system under test and when appropriate develop additional and/or more detailed test procedures based on implementation dependant characteristics such as specific configuration requirements, specific user account names, specific file names, etc.

The tester shall document test procedures.

After executing the test procedures, the tester shall document the test results with sufficient detail to demonstrate whether the test procedures succeeded or failed.  The tester shall record a verdict of pass or fail.  In the case of failure, the documentation shall be detailed enough to provide the nature of failure.  When a test procedure (i.e., a TE) fails at some point, the verdict recorded shall be “fail” and that test procedure need not be continued any further.

The tester may execute the test procedures (i.e., TEs) in any order as long as the precedence requirements specified in individual test procedure are met.

The tester shall note the start and end time in date, hours, and minutes when each test procedure (i.e., TE) is executed to help in several ways including but not limited to: reconciling the event log, reconstructing test procedures execution sequence, and determining the state of the voting system under test at any given time.  

2 Definitions

Access Mode: An operation on an object.  Examples include create, read, write, append, modify, and delete.
Stimulus ( Response Testing: A test procedure where the system is stimulated by providing some input and the system’s response (output) is observed and analyzed.

Test Assertion: A test requirement derived from the next VVSG requirement.

Test Configuration: Hardware, firmware, and software configuration
Test Pre-Requisite: System configuration prior to executing a test procedure.  For example, prior to testing that identification and authentication succeeds and fails under appropriate conditions, user accounts with specific user ID and passwords will need to be set up.
Test Procedures: Procedures used to execute a collection of tests.  For example, test procedures typically will consist of executing a set of steps to set test pre-requisite and then steps to verify a test assertion.
Test Results: Set of results for each of the test procedures.
3 Audit

[[The following assumptions were made about what constitutes electronic records: CVR, event log, reports that are routinely generated, and reports that are generated on demand.  Comments are sought on what should constitute electronic records.]]

Many tests in this section require a sample ballot to be used.  When the term “Simple Test Ballot” is used, it refers to the sample ballot described in Section 13.  When the term “Complex Test Ballot” is used, it refers to the sample ballot described in Section 14.

The following notation is used in describing ballots.  A ballot choice on a specific ballot or ballot total is listed under n.m, n is the contest number and m is the voter choice under the selected ballot configuration.  Thus, for the Simple Test Ballot configuration, 2.2 means a vote for Bruce Reeder and 3.4 means a vote for Amanda Marracini.
RE 4.2.1-A Voting system, support for pollbook audit:

The voting system shall support a secure pollbook audit that can detect differences in ballot counts between the pollbooks, vote-capture devices, activation devices, and tabulators.

[[An assumption is made that this requirement includes e-poll book products.]]

AS 4.2.1-A-1 Voting system, support for pollbook audit:

The voting system shall support a secure pollbook audit that can detect differences in ballot counts between the pollbooks, vote-capture devices, activation devices, and tabulators.

Analysis:

AS 4.2.1-A-1 Voting system, support for pollbook audit calls for the SUT to provide an independent ballot count.

*****MA 4.2.1-A-1.1 Voting system, support for pollbook audit – ballot count procedures:

4.2.1-A Voting system, support for pollbook audit is not applicable if the SUT does not perform any of the following functions:

1. epollbook

2. vote capture

3. voter activation

4. tabulator

Manufacturer product documentation shall describe the procedures to obtain ballot count reports from the SUT to support pollbook audits (see VVSG Part 2, Documentation, Chapter 4.3.6-A User documentation, pollbook audit).

*****MA 4.2.1-A-1.2 Voting system, support for pollbook audit – system readiness test procedures:

4.2.1-A Voting system, support for pollbook audit is not applicable if the SUT does not perform any of the following functions:

1. epollbook

2. vote capture

3. voter activation

4. tabulator

Manufacturer product documentation shall describe the system readiness test procedures to be executed (see VVSG Part 3, Testing Requirements, Chapter 5.2.1 General Guidelines).

*****TE 4.2.1-A-1.1 Voting system, support for pollbook audit:

TE 4.2.1-A-1.1 Voting system, support for pollbook audit is not applicable if the SUT does not perform any of the following functions:

1. epollbook

2. vote capture

3. voter activation

4. tabulator

The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

The tester shall run the system readiness tests per MA 4.2.1-A-1.2 Voting system, support for pollbook audit – system readiness test procedures.

The tester shall examine the event log and verify that there is a record for system readiness command with the following information in the record:

1. The machine identifier in the record matches the deice identifier in the SUT device certificate.

2. Identification of the software release in the record matches the software being tested.
3. Identification of the election to be processed in the record matches the election the SUT is set for.
4. Identification of polling place in the record matches the polling place SUT is configured for.
5. Result of the hardware diagnostic tests are all pass in the record.
6. Result of the software diagnostic tests are all pass in the record.
7. Result of ballot style compatibility and integrity test is all pass in the record.
8. Result of system test data removal test is all pass in the record.

9. Zero totals of data paths and memory locations for vote recording are all 0 in the record.

The tester shall use the procedures per MA 4.2.1-A-1.1 Voting system, support for pollbook audit to obtain the ballot count totals.  The tester shall verify that the total ballot count and the ballot count for all races are 0.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall configure the SUT for the Simple Test Ballot.

The tester shall open polls.

The tester shall terminate the authenticated session.

The tester shall use the SUT to cast 13 ballots (e.g., if the SUT is e-pollbook, register the voters, if the SUT is an activation device, activate the ballots, if the SUT is a tabulator, feed 13 votes) without undervoting or overvoting in any contest.

The tester shall use the SUT as a voter, but will not complete cancellation or casting a ballot (i.e., act as a fled voter).

The tester shall authenticate to the SUT as an Election Judge.

The tester shall cancel the vote.

The tester shall close the polls and put the device in post-voting state.

The tester shall use the procedures per MA 4.2.1-A-1.1 Voting system, support for pollbook audit to obtain the ballot count totals.  The tester shall verify that the total ballot count is 13 and the ballot count for all races are 13.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an administrator.

The tester shall examine the event log and verify that it contains a record for poll opening with the following characteristics:

1. The machine identifier in the record is the same as the device identifier in the device certificate for the SUT.

2. The date and time in the record is the same as when TE 4.2.1-A-1.1 Voting system, support for pollbook audit is conducted.

3. The record indicates that the event was successful.

The tester shall examine the event log and verify that it contains subsequent 13 records for cast ballot with the following characteristics:

1. The machine identifier in each record is the same as the device identifier in the device certificate for the SUT.

2. The date and time in each record is the same as when TE 4.2.1-A-1.1 Voting system, support for pollbook audit is conducted.

3. Each record indicates that the event was successful.

4. None of the records contain any information about the ballot choices made.

The tester shall examine the event log and verify that it contains a subsequent record for fled voter (or cast ballot) with the following characteristics:

1. The machine identifier in the record is the same as the device identifier in the device certificate for the SUT.

2. The date and time in the record is the same as when TE 4.2.1-A-1.1 Voting system, support for pollbook audit is conducted.

3. The record indicates that the event was unsuccessful.

The tester shall terminate the authenticated session.

RE 4.2.1-A.1 Records and reports for pollbook audit:
Vote-capture devices, activation devices, and tabulators shall support production and retention of records and reports that support the pollbook audit.

AS 4.2.1-A.1-1 Records and reports for pollbook audit – Report:
Vote-capture devices, activation devices, and tabulators shall support production of records and reports that support the pollbook audit.

Analysis:

Production of records and reports is tested under the previous requirement, RE 4.2.1-A Voting system, support for pollbook audit.
AS 4.2.1-A.1-2 Records and reports for pollbook audit – Retention:
Vote-capture devices, activation devices, and tabulators shall support retention of records and reports that support the pollbook audit.

Analysis:

AS 4.2.1-A.1-2 Records and reports for pollbook audit – Retention verifies that each vote-capture device, activation device, and tabulator retains the records necessary to produce pollbook audit reports after shutting down and restarting the device.

Analysis:

The retention requirement can be satisfied by maintaining the records and reports on the SUT, or by procedurals means after the records and reports have been exported from the SUT in paper or electronic form.

*****TE 4.2.1-A.1-2.1 Records and reports for pollbook audit – Retention:

TE 4.2.1-A.1-2.1 Records and reports for pollbook audit – Retention is not applicable if the SUT does not perform any of the following functions:

1. vote capture

2. voter activation

3. tabulator

TE 4.2.1-A.1-2.1 Records and reports for pollbook audit – Retention shall be conducted after the TE 4.2.1-A-1.1 Voting system, support for pollbook audit.

The tester shall power down the SUT.

The tester shall power the SUT back on.

The tester shall authenticate to the SUT as an administrator.

The tester shall verify that the SUT is in post-voting state.

The tester shall use the procedures per MA 4.2.1-A-1.1 Voting system, support for pollbook audit to obtain the ballot count totals.  The tester shall verify that the total ballot count is 13 and the ballot count for all races is 13.

Another alternative to meet this requirement is the ability to export the records and reports in paper or electronic form.  Export to electronic form is tested under RE 4.3.1-A All records capable of being exported.  Export to paper form is tested under RE 4.3.1-B All records capable of being printed
The tester shall terminate the authenticated session.

RE 4.2.2-A IVVR, support for hand audit:

The voting system shall support a hand audit of IVVRs that can detect differences between the IVVR and the electronic CVR.

AS 4.2.2-A-1 IVVR, support for hand audit:

The voting system shall support a hand audit of IVVRs that can detect differences between the IVVR and the electronic CVR.

Analysis:

RE 4.2.2-A IVVR, support for hand audit calls for the voting system to produce an IVVR that contains all the necessary information.  RE 4.2.2-A IVVR, support for hand audit also verifies that the IVVR contains all the necessary information and to verify it against the CVR.

[[The IVVR may contain the voter signature or other identifying information which may or may not be included in the CVR. The CVR may include digital signature that IVVR will not contain.]]

MA 4.2.2-A-1.1-1 IVVR, support for hand audit -- IVVR:

The manufacturer documentation shall describe how the voter can obtain IVVR (see VVSG Part 2, Documentation, Chapter 4.3.6-B, User documentation, hand audit). (Note: A most common example of obtaining IVVR is the printed ballot that was used by the voter for independent verification; i.e., Voter Verifiable Paper Audit Trail (VVPAT)

MA 4.2.2-A-1.1-2 IVVR, support for hand audit -- CVR:

The manufacturer documentation shall describe how the voter can print or view CVR (see VVSG Part 2, Documentation, Chapter 4.3.6-B, User documentation, hand audit).

MA 4.2.2-A-1.1-3 IVVR, support for hand audit -- Correspondence:

The manufacturer documentation shall describe how the DUT can be configured to suppress output of CVR (( IVVR correspondence information on the IVVR [[Not in next VVSG Part 1]].

TE 4.2.2-A-1.1 IVVR, support for hand audit:

The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as central election official.

The tester shall enable the CVR/IVVR correspondence (i.e., random number capability) using the procedures per MA 4.2.2-A-1.1-3 IVVR, support for hand audit -- Correspondence.

The tester shall configure the SUT the Simple Test Ballot.

The tester shall configure the SUT to output CVR.

The tester shall put the SUT in activated state.

The tester shall cast seven (7) sample ballots as follows:

Voter#1 –
1.1; 2.1; 3.1 and 3.2
Voter#2 –
1.2; 2.2; 3.1 and 3.2
Voter#3 –
1.1; 2.2; 3.1 and 3.2
Voter#4 –
1.2; 2.1; 3.1 and 3.2
Voter#5 –
1.2; 2.2; 3.1 and 3.2
Voter#6 –
1.1; 2.1; 3.1 and 3.2
Voter#7 –
1.1; 2.1; 3.1 and 3.2
The tester shall compare the IVVR produced by the SUT with the electronic CVR.  TE 4.2.2-A-1.1 IVVR, support for hand audit is successful if all of the following are satisfied:

1. The tester can read and understand human-readable part of the IVVRs without any additional information that is already not on the IVVR.

2. All IVVR contain votes for 3.1 through 3.5 for county commissioners.

3. Three IVVR contain votes for 1.1 and 2.1;

4. Two IVVR contain votes for 1.2 and 2.2;

5. One IVVR contains votes for 1.1 and 2.2;

6. One IVVR contains votes for 1.2 and 2.1;
7. All CVR contain votes for 3.1 and 3.2 for county commissioners.

8. Three CVR contain votes for 1.1 and 2.1;

9. Two CVR contain votes for 1.2 and 2.2;

10. One CVR contains votes for 1.1 and 2.2;

11. One CVR contains votes for 1.2 and 2.1;
12. The SUT shows that seven (7) total ballots were cast; and

13. For each of the seven CVR:

a) The random identifier on the IVVR is not human-readable.  It requires use of optical scanning.  The tester shall use optical scanning to read the random identifier on the IVVR.

b) The random identifier on CVR matches the random identifier on a corresponding IVVR with the vote selections on the CVR and IVVR also matching.

RE 4.2.2-A.1 IVVR, information to support hand auditing:

IVVR vote-capture devices and tabulators shall provide information to support hand auditing of IVVR.

AS 4.2.2-A.1-1 IVVR, information to support hand auditing – Vote- capture Device:

IVVR vote-capture devices shall provide information to support hand auditing of IVVR.

Analysis:

AS 4.2.2-A.1-1 IVVR, information to support hand auditing – Vote- capture Device has been tested under TE 4.2.2-A-1.1 IVVR, support for hand audit.

AS 4.2.2-A.1-2 IVVR, information to support hand auditing – Tabulator:

Tabulators shall provide information to support hand auditing of IVVR.

MA 4.2.2-A.1-2.1 IVVR, information to support hand auditing – Tabulator Interface:

The manufacturer documentation shall describe how the Tabulator can be provided with vote counts (see VVSG Part 2, Documentation, Chapter 3.4.9, Interfaces)

MA 4.2.2-A-1.2.2 IVVR, support for hand audit – Tabulator Reports:

The manufacturer documentation shall describe how the tabulator can provide vote totals (see VVSG Part 2, Documentation, Chapter 4.3.6-B, User documentation, hand audit).

*****TE 4.2.2-A.1-2.1 IVVR, information to support hand auditing – Tabulator:

TE 4.2.2-A.1-2.1 IVVR, information to support hand auditing – Tabulator is not applicable if the SUT is not a Tabulator.

The tester shall authenticate to the SUT as an administrator.

The tester shall configure the SUT with the following configuration:

	District 1
	District 2
	District 3

	Precinct A
	Precinct C (part 1)
	Precinct C (part 2)

	Precinct B
	Precinct D
	Precinct E


The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an election judge.

The tester shall use the procedures per MA 4.2.2-A.1-2.1 IVVR, information to support hand auditing – Tabulator and provide the following Simple Test Ballot CVRs to the SUT:

	Precinct
	Votes

	A
	4 (1.1, 2.1, 3.1 and 3.2); 3 (1.1, 2.2, 3.1 and 3.2), 3 (1.2, 2.1, 3.1 and 3.2), 2 (1.2, 2.2, 3.1 and 3.2)

	B
	10 (1.1, 2.1, 33.1 and 3.2); 1 (1.1, 2.2, 3.1 and 3.2), 6 (1.2, 2.1, 3.1 and 3.2), 20 (1.2, 2.2, 3.1 and 3.2)

	C (Part 1)
	5 (1.1, 2.1, 3.1 and 3.2); 2 (1.1, 2.2, 3.1 and 3.2), 6 (1.2, 2.1, 3.1 and 3.2), 4 (1.2, 2.2, 3.1 and 3.2)

	C (Part 2)
	10 (1.1, 2.1, 3.1 and 3.2); 2 (1.1, 2.2, 3.1 and 3.2), 1 (1.2, 2.1, 3.1 and 3.2), 1 (1.2, 2.2, 3.1 and 3.2)

	D
	6 (1.1, 2.1, 3.1 and 3.2); 13 (1.1, 2.2, 3.1 and 3.2), 4 (1.2, 2.1, 3.1 and 3.2), 6 (1.2, 2.2, 3.1 and 3.2)

	E
	3 (1.1, 2.1, 3.1 and 3.2); 33 (1.1, 2.2, 3.1 and 3.2), 5 (1.2, 2.1, 3.1 and 3.2), 21 (1.2, 2.2, 3.1 and 3.2)


The tester shall use the manufacturer procedures per MA 4.2.2-A-1.2.2 IVVR, support for hand audit – Tabulator Reports and obtain the totals for Precinct A.  The tester shall verify that the totals votes cast is 12 and the breakdown is: 1.1 -- 7; 1.2 -- 5; 2.1 -- 7; 2.2 – 5; and 12 for 3.1 and 3.2.

The tester shall use the manufacturer procedures per MA 4.2.2-A-1.2.2 IVVR, support for hand audit – Tabulator Reports and obtain the totals for Precinct C.  The tester shall verify that the totals votes cast is 31 and the breakdown is: 1.1 -- 19; 1.2 -- 12; 2.1 -- 22; 2.2 – 9; and 31 3.1 and 3.2.

The tester shall use the manufacturer procedures per MA 4.2.2-A-1.2.2 IVVR, support for hand audit – Tabulator Reports and obtain the totals for District 1.  The tester shall verify that the totals votes cast is 49 and the breakdown is: 1.1 -- 18; 1.2 -- 31; 2.1 -- 23; 2.2 – 26; and 49 for 3.1 and 3.2

The tester shall use the manufacturer procedures per MA 4.2.2-A-1.2.2 IVVR, support for hand audit – Tabulator Reports and obtain the totals for District 3.  The tester shall verify that the totals votes cast is 76 and the breakdown is: 1.1 -- 48; 1.2 -- 28; 2.1 -- 19; 2.2 – 57; and 76 for 3.1 and 3.2.

The tester shall use the manufacturer procedures per MA 4.2.2-A-1.2.2 IVVR, support for hand audit – Tabulator Reports and obtain the System Extent totals.  The tester shall verify that the totals votes cast is 171 and the breakdown is: 1.1 -- 92; 1.2 -- 79; 2.1 -- 63; 2.2 – 108; and 171 for 3.1 and 3.2.

The tester shall use the procedures per MA 4.2.2-A.1-2.1 IVVR, information to support hand auditing – Tabulator and provide the following additional CVRs to the SUT:

	Precinct
	Votes

	A
	6 (1.1, 2.1, 3.1 and 3.2); 4 (1.1, 2.2, 3.1 and 3.2), 4 (1.2, 2.1, 3.1 and 3.2), 3 (1.2, 2.2, 3.1 and 3.2)


The tester shall use the manufacturer procedures per MA 4.2.2-A-1.2.2 IVVR, support for hand audit – Tabulator Reports and obtain the System Extent totals.  The tester shall verify that the totals votes cast is 188 and the breakdown is: 1.1 -- 102; 1.2 -- 86; 2.1 -- 73; 2.2 – 115; and 188 for 3.1 and 3.2.

RE 4.2.3-A EMS, support for reconciling voting device totals:

The EMS shall support the reconciliation of the tabulator totals and the final ballot count and vote totals according to the following:

a. A tabulator whose reported totals are not correctly included in the ballot count and vote total reports, and which is audited, shall be detectable;

b. A difference between the final ballot count and vote totals and the audit records for a tabulator that is audited shall be detectable;

c. The disagreements in records shall be detectable even when the election management software is acting in a malicious way; and

d. The EMS shall be able to provide reports that support ballot count and vote total auditing for different reporting contexts.

Analysis:

RE 4.2.3-A EMS, support for reconciling voting device totals is tested under TE 4.2.2-A.1-2.1 IVVR, information to support hand auditing – Tabulator.

RE 4.2.3-B Records for ballot count/vote total audit:

Vote-capture devices, tabulators, and activation devices shall produce records that support the ballot count and vote total audit.

Analysis:

RE 4.2.3-B Records for ballot count/vote total audit is tested under TE 4.2.1-A-1.1 Voting system, support for pollbook audit.

RE 4.2.4-A IVVR vote-capture device, observational testing:

IVVR vote-capture devices that support assistive technology shall support observational testing.

AS 4.2.4-A-1 IVVR vote-capture device, observational testing:

IVVR vote-capture devices that support assistive technology shall support observational testing.

Analysis:

AS 4.2.4-A-1 IVVR vote-capture device, observational testing states that the vote capture device produce IVVR and accurate representation of the IVVR using assistive technology.

MA 4.2.4-A-1.1 IVVR vote-capture device, observational testing:

The manufacturer documentation shall describe how the SUT is used for observational testing, including the procedures to activate assistive I/O devices. [[Not in next VVSG Part 2]]

*****TE 4.2.4-A-1.1 IVVR vote-capture device, observational testing:
If the SUT is not a vote capture device or does not support assistive technology, TE 4.2.4-A-1.1 IVVR vote-capture device, observational testing is not applicable.

Note: It is assumed that a single SUT may have one or more types of assistive I/O devices.  Thus, the remaining steps listed below shall be repeated for each assistive I/O device.  If there are n assistive device, the following steps shall be repeated n times, once for each assistive device.

1. The tester shall authenticate to the SUT as an administrator. 

2. The tester shall configure the SUT for the Simple Test Ballot.

3. The tester shall put the SUT in activated state.

4. The tester shall activate ith assistive I/O device for the SUT (i = 1,2.. n).

5. The tester shall terminate the authenticated session.

6. The tester shall perform the following for each of the eight combination of ballots (i.e., {1.1, 2.1, 3.1 and 3.2}; {1.1, 2.2, 3.1 and 3.2}; {1.1}; (2.1, 3.1 and 3.2}; {1.2, 2.1, 3.1 and 3.2}; {1.2, 2.2, 3.1 and 3.2}; {1.2, 3.1 and 3.2}; {2.2}):

a) The tester shall manually record the mechanism used for voter activation/authentication.

b) The tester shall cast the ballot

c) The tester shall manually  record the assistive technology read-back of IVVR

d) The tester shall verify that this read-back is the same as the tester vote

e) The tester shall verify that an IVVR is produced.

f) The tester shall examine the IVVR

g) The tester shall verify that the IVVR is the same as the tester vote.

7. The tester shall verify that for eight ballots the same mechanism was used for voter activation/authentication.

RE 4.2.4-B IVVR vote-capture device, authentication for observational testing:

The mechanism for authenticating the voter to the accessible IVVR vote-capture device shall not allow the IVVR vote-capture device to distinguish whether a voter is performing observational testing.  The pollworker issuing the ballot activation for voters performing observational testing shall not be capable of signaling to the IVVR vote-capture device that it is being tested.

AS 4.2.4-B-1 IVVR vote-capture device, authentication for observational testing:

The mechanism for authenticating the voter to the accessible IVVR vote-capture device shall not allow the IVVR vote-capture device to distinguish whether a voter is performing observational testing.  The pollworker issuing the ballot activation for voters performing observational testing shall not be capable of signaling to the IVVR vote-capture device that it is being tested.

Analysis:

AS 4.2.4-B-1 IVVR vote-capture device, authentication for observational testing ensures that the same authentication mechanism is used for voter activation/authentication whether assistive technology is used or not.

*****TE 4.2.4-B-1.1 IVVR vote-capture device, authentication for observational testing:

If the SUT is not a vote capture device or does not supports assistive technology, TE 4.2.4-B-1.1 IVVR vote-capture device, authentication for observational testing is not applicable.

TE 4.2.4-B-1.1 IVVR vote-capture device, authentication for observational testing shall be conducted immediately after TE 4.2.4-A-1.1 IVVR vote-capture device, observational testing.

The tester shall authenticate to the SUT as an administrator.  

The tester shall deactivate assistive I/O devices for the SUT.

The tester shall terminate the authenticated session.

The tester shall cast a ballot.

The tester shall verify that the same mechanism was used for ballot activation as in TE 4.2.4-A-1.1 IVVR vote-capture device, observational testing.

RE 4.3.1-A All records capable of being exported:

The voting system shall provide the capability to export its electronic records to files.

AS 4.3.1-A-1 All records capable of being exported:

The voting system shall provide the capability to export its electronic records to files.

MA 4.3.1-A-1.1 All records capable of being exported:

The manufacturer shall provide procedures to export the electronic records in order to support audit as required by VVSG Part 2, Documentation, Chapter 4.3.6-A User documentation, pollbook audit.  This shall at least include the following records:

1. Electronic record type identifier;

2. Vote counts;

3. Counts of ballots recorded; and

4. Event logs.
[[Election archive information was deleted from the list since the next VVSG does not identify what it could contain.]]

[[The cited section does not specifically call for the procedures. Things cited in the requirements or required to operate or test are not listed in the document. Should be added to the next VVSG Part 2.]]

The manufacturer shall provide format for each of the exported record type. 

TE 4.3.1-A-1.1 All records capable of being exported:

The tester shall authenticate to the SUT in the administrative role.

[[An assumption was made that the administrator can access all the electronic records.]]

The tester shall use the procedures per MA 4.3.1-A-1.1 All records capable of being exported to transfer vote counts report to a file to a removable media.  The tester shall take the removable media to a workstation that has the software to parse the format specified by the manufacturer.  Examples of formats are text files, PDF files, Election Markup Language (EML), or IEEE Voting EDI format.  The tester shall verify that the report shows vote count.  

The tester shall use the procedures per MA 4.3.1-A-1.1 All records capable of being exported to transfer count of ballots report to a file to a removable media.  The tester shall take the removable media to a workstation that has the software to parse the format specified by the manufacturer.  Examples of formats are text files, PDF files, Election Markup Language (EML), or IEEE Voting EDI format.  The tester shall verify that the report shows count of ballots.

The tester shall use the procedures per MA 4.3.1-A-1.1 All records capable of being exported to transfer event log to a file on a removable media.  The tester shall take the removable media to a workstation that has the software to parse the format specified by the manufacturer.  Examples of formats are text files, PDF files, Election Markup Language (EML), or IEEE Voting EDI format.  The tester shall verify that the report shows event log.

The tester shall examine the event log on the SUT and shall verify that the event log contains a record for election results exportation (for vote count) with the following characteristics:

1. The machine identifier in the record matches the device identifier in the device certificate for the SUT.

2. The date and time of the event is the same as when TE 4.3.1-A-1.1 All records capable of being exported was conducted.

3. The event identifies the administrator as the subject performing the action.

4. The record indicates the event to be successful.
The tester shall examine the event log on the SUT and shall verify that the event log contains a subsequent record for election results exportation (for ballot report) with the following characteristics:

1. The machine identifier in the record matches the device identifier in the device certificate for the SUT.

2. The date and time of the event is the same as when TE 4.3.1-A-1.1 All records capable of being exported was conducted.

3. The event identifies the administrator as the subject performing the action.

4. The record indicates the event to be successful.
The tester shall examine the event log on the SUT and shall verify that the event log contains a subsequent record for exportation with the following characteristics:

1. The machine identifier in the record matches the device identifier in the device certificate for the SUT.

2. The date and time of the event is the same as when TE 4.3.1-A-1.1 All records capable of being exported was conducted.

3. The event identifies the administrator as the subject performing the action.

4. The record indicates the event to be successful.
The tester shall terminate the authenticated session.

RE 4.3.1-B All records capable of being printed:

The voting system shall provide the ability to produce printed forms of its electronic records.
a. The printed forms shall retain all required information as specified for each record type other than digital signatures;

b. The printing may be done from a different device than the voting device that produces the electronic record; and

c. It shall be possible to print records produced by the central tabulator or EMS on a different device.

AS 4.3.1-B-1 All records capable of being printed:

The voting system shall provide the ability to produce printed forms of its electronic records.
a. The printed forms shall retain all required information as specified for each record type other than digital signatures;

b. The printing may be done from a different device than the voting device that produces the electronic record; and

c. It shall be possible to print records produced by the central tabulator or EMS on a different device.

[[The term electronic record is used loosely in the next VVSG. Comments are sought on what should constitute electronic records.]]

MA 4.3.1-B-1.1 All records capable of being printed – records:

As implies by VVSG Part 2, Documentation, Chapter 4.3.6 Audit, the manufacturer documentation shall identify the election related electronic records kept, including information kept for each record type. 

MA 4.3.1-B-1.2 All records capable of being printed – print:

As implies by VVSG Part 2, Documentation, Chapter 4.3.6 Audit, the manufacturer documentation shall describe the procedures to print the election related electronic records.

TE 4.3.1-B-1.1 All records capable of being printed – records:

The tester shall examine the list of manufacturer provided electronic records per MA 4.3.1-B-1.1 All records capable of being printed – records and verify that the list contains the following:

1. ballots;

2. Event log; and

3. Reports as listed in Section 4.3.2 and 4.3.3 of the VVSG.

TE 4.3.1-B-1.2 All records capable of being printed – print:

The tester shall verify that for each type of electronic record identified by the manufacturer per MA 4.3.1-B-1.1 All records capable of being printed – records, the manufacturer documentation per MA 4.3.1-B-1.2 All records capable of being printed – print has procedures to print the record.

The printed record containing necessary information has already been tested as follows:

1. For individual ballot records, the tester shall verify that the record contains the complete list of contests (see TE 4.2.2-A-1.1 IVVR, support for hand audit).
2. For other electronic records, the tester shall verify that the records contain the required information.
*****TE 4.3.1-B-1.3 All records capable of being printed – EMS:

If the SUT is not a central tabulator and SUT is not EMS, TE 4.3.1-B-1.3 All records capable of being printed – EMS is not applicable.

For each electronic record type, the tester shall verify that manufacturer described procedures per MA 4.3.1-B-1.2 All records capable of being printed – print include a mechanism to print the electronic records on a device other than the SUT.

The tester shall use these procedures to print an electronic record out for each electronic record type and verify that the record contains all the necessary information.  The following are the examples of the requirement for necessary information.
1. For individual ballot records, the tester shall verify that the record contains the same information as in TE 4.3.1-B-1.2 All records capable of being printed – print.
2. For other electronic records, the tester shall verify that the records contain the required information.
RE 4.3.1-C Cryptographic protection of records from voting devices:

Electronic records shall be digitally signed with the Election Signature Key.
AS 4.3.1-C-1 Cryptographic protection of records from voting devices:

Electronic records shall be digitally signed with the Election Signature Key.
MA 4.3.1-C-1.1 Cryptographic protection of records from voting devices – Totals Identification:

The manufacturer documentation shall list the electronic records kept by the SUT.

MA 4.3.1-C-1.2 Cryptographic protection of records from voting devices – Digital Signatures:

The manufacturer documentation shall describe how digital signatures on electronic records are maintained.  For example, records could be signed individually, in a batch, or all collectively.  [[Not in next VVSG Part 2]]

MA 4.3.1-C-1.3 Cryptographic protection of records from voting devices – Electronic Records:

The manufacturer documentation shall describe how to obtain the electronic copies of electronic records, including digital signatures and associated data covered by the digital signatures. [[Not in next  VVSG Part 2]]

TE 4.3.1-C-1.1 Cryptographic protection of records from voting devices:

TE 4.3.1-C-1.1 Cryptographic protection of records from voting devices shall be conducted after TE 4.2.2-A-1.1 IVVR, support for hand audit.

The tester shall authenticate to the SUT as an administrator.

The tester shall perform the following activities for 5 CVRs.  Since CVRs must be individually signed, the following steps shall be carried out five times.

1. Using the manufacturer procedures MA 4.3.1-C-1.3 Cryptographic protection of records from voting devices – Electronic Records, the tester shall obtain a CVR.

2. The tester shall use the election signature key to verify that the digital signature on the CVR verifies.

The tester shall perform the following activities for each of the electronic records other than CVR kept per MA 4.3.1-C-1.1 Cryptographic protection of records from voting devices – Totals Identification.  

1. Using the manufacturer procedures MA 4.3.1-C-1.3 Cryptographic protection of records from voting devices – Electronic Records, the tester shall obtain an electronic record.

2. The tester shall use the election signature key to verify the digital signature on the electronic record. 
RE 4.3.2-A Tabulator, summary count record:

Each tabulator shall produce a Tabulator Summary Count record including the following:

a. Device unique identifier from the X.509 certificate;
b. Time and date of summary record;
c. The following, both in total and broken down by ballot configuration and precinct:

1. Number of read ballots;

2. Number of counted ballots;
3. Number of rejected electronic CVRs; and

4. For each N-of-M (including 1-of-M) or cumulative voting contest appearing in any ballot configuration handled by the tabulator:

I. Number of counted ballots that included that contest, per the definition of K(j,r,t) in Part 1: Table 8-2;

II. Vote totals for each non-write-in contest choice  per the definition of T(c,j,r,t) in Part 1: Table 8-2;

III. Number of write-in votes;

IV. Number of overvotes per the definition of O(j,r,t) in Part 1: Table 8-2; and

V. Number of undervotes per the definition of U(j,r,t) in Part 1: Table 8-2.

In producing this summary count record, the tabulator shall assume that no provisional or challenged ballots are accepted.

AS 4.3.2-A-1 Tabulator, summary count record:

Each tabulator shall produce a Tabulator Summary Count record including the following:

a. Device unique identifier from the X.509 certificate;

b. Time and date of summary record;

c. The following, both in total and broken down by ballot configuration and precinct:

1. Number of read ballots;

2. Number of counted ballots;
3. Number of rejected electronic CVRs; and

4. For each N-of-M (including 1-of-M) or cumulative voting contest appearing in any ballot configuration handled by the tabulator:

I. Number of counted ballots that included that contest, per the definition of K(j,r,t) in Part 1: Table 8-2;

II. Vote totals for each non write-in contest choice per the definition of T(c,j,r,t) in Part 1: Table 8-2;

III. Number of write-in votes;

IV. Number of overvotes per the definition of O(j,r,t) in Part 1: Table 8-2; and

V. Number of undervotes per the definition of U(j,r,t) in Part 1: Table 8-2.

In producing this summary count record, the tabulator shall assume that no provisional or challenged ballots are accepted.
Analysis:

Based on explanatory text in the VVSG, the Summary Count Report must be output in human readable form. 

MA 4.3.2-A-1.1 Tabulator, summary count record:

If the SUT is a tabulator, the manufacturer documentation shall describe how to obtain and output a Summary Count Report from the SUT (see VVSG Part 2, Documentation, Chapter 4.3.6-C User documentation, ballot count and vote total auditing).

*****TE 4.3.2-A-1.1 Tabulator, summary count record – Normal:
If the SUT is not a DRE and does not perform tabulator function, TE 4.3.2-A-1.1 Tabulator, summary count record – Normal is not applicable.  In other words, TE 4.3.2-A-1.1 Tabulator, summary count record – Normal shall be conducted if the SUT is a DRE and/or performs Tabulator function.

[[It is assumed that a DRE can cover multiple precincts.]]

The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a central election official.

The tester shall configure the SUT for the Simple Test Ballot.

The tester shall put the SUT in activated state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall open polls on the SUT.

The tester shall terminate the authenticated session.
The tester shall use the procedures per MA 4.2.2-A.1-2.1 IVVR, information to support hand auditing – Tabulator and provide the following votes/CVRs to the SUT in the listed order:

Table 12-1: Votes for Summary Count Report

	Precinct
	Reject
	All Votes

	A (6)


	
	WI
	2.1
	2.2
	WI
	3.1
	3.2
	3.3
	3.4
	3.5

	
	N
	
	X
	
	
	X
	
	X
	
	

	
	N
	
	
	X
	
	X
	X
	X
	
	

	
	N
	
	X
	X
	
	
	
	
	
	

	
	N
	X
	
	
	
	
	
	
	X
	

	
	Y (P)

	
	
	X
	
	
	
	
	X
	X

	
	N
	
	X
	
	
	
	X
	
	X
	

	A Total

	1
	1
	3
	2
	0
	2
	2
	2
	2
	0

	B (4)
	N
	X
	
	
	
	X
	
	
	X
	

	
	N
	
	
	X
	
	
	X
	X
	
	

	
	N
	
	
	X
	
	
	
	X
	X
	

	
	N
	
	X
	
	
	X
	
	
	
	X

	B Total
	0
	1
	1
	2
	0
	2
	1
	2
	2
	1

	C (5)
	N
	
	X
	
	
	X
	X
	
	
	X

	
	Y (C)

	
	X
	
	
	
	
	X
	X
	

	
	N
	
	
	X
	X
	
	
	X
	
	

	
	N
	
	X
	
	
	X
	
	X
	
	

	
	N
	
	
	X
	
	
	
	
	X
	X

	C Total
	1
	0
	2
	2
	1
	2
	1
	2
	1
	2

	Grand Total (15)
	2
	2
	6
	6
	1
	6
	4
	6
	5
	3


The tester shall authenticate to the SUT as an Election Judge.

The tester shall close polls on the SUT.

The tester shall terminate the authenticated session.
The tester shall output the Summary Count Report using the manufacturer procedures per MA 4.3.2-A-1.1 Tabulator, summary count record.

The tester shall verify that the output Summary Count Report contains the following information for Precinct A:

1. The tester shall verify that the Summary Count Report contains the SUT identifier and this identifier matches the SUT identifier in the SUT identifier in the SUT’s device certificate.

2. The tester shall verify that the Summary Count Report contains the time of report and that time matches the time TE 4.3.2-A-1.1 Tabulator, summary count record – Normal is conducted.

3. The tester shall verify that the Summary Count Report contains read ballot count of six (6).

4. The tester shall verify that the Summary Count Report contains counted ballot count of five (5).

5. The tester shall verify that the Summary Count Report contains rejected ballot count of one (1).

6. The tester shall verify that the Summary Count Report contains the following counts for the representative race:

a) The number of counted ballots is five (5).

b) Vote total for 2.1 is three (3)

c) Vote total for 2.2 is two (2).

d) Write votes are one (1).

e) Number of overvotes is one (1).

f) Number of undervotes is zero (0).

7. The tester shall verify that the Summary Count Report contains the following counts for the county commissioners race:

a) The number of counted ballots is five (5).

b) Vote total for 3.1 is two (2)

c) Vote total for 3.2 is two (2).

d) Vote total for 3.3 is two (2).

e) Vote total for 3.4 is two (2).

f) Vote total for 3.5 is zero (0).

g) Write votes are zero (0).

h) Number of overvotes is one (1).

i) Number of undervotes is three (3).

The tester shall verify that the Summary Count Report contains the following information for all precincts:

1. The tester shall verify that the Summary Count Report contains the SUT identifier and this identifier matches the SUT identifier in the SUT identifier in the SUT’s device certificate.

2. The tester shall verify that the Summary Count Report contains the time of report and that time matches the time TE 4.3.2-A-1.1 Tabulator, summary count record – Normal is conducted.

3. The tester shall verify that the Summary Count Report contains read ballot count of fifteen.

4. The tester shall verify that the Summary Count Report contains counted ballot count of thirteen.

5. The tester shall verify that the Summary Count Report contains rejected ballot count of two (2).

6. The tester shall verify that the Summary Count Report contains the following counts for the representative race:

a) The number of counted ballots is thirteen.

b) Vote total for 2.1 is six (6).

c) Vote total for 2.2 is six (6).

d) Write votes are two (2).

e) Number of overvotes is one (1).

f) Number of undervotes is zero (0).

7. The tester shall verify that the Summary Count Report contains the following counts for the county commissioners race:

a) The number of counted ballots is thirteen.

b) Vote total for 3.1 is six (6).

c) Vote total for 3.2 is four (4).

d) Vote total for 3.3 is six (6).

e) Vote total for 3.4 is five (5).

f) Vote total for 3.5 is three (3).

g) Write votes are one (1).

h) Number of overvotes is two (2).

i) Number of undervotes is three (3).

[[Based on informal feedback, a new requirement may need to be added to the next VVSG requiring tabulator to adjudication.  Thus, the assertion AS 4.3.2-A-2 has been added.]]

AS 4.3.2-A-2 Tabulator, summary count record -- Provisional:

The tabulator shall produce a report showing the changes made to each contest based on the resolution of provisional ballots, challenged ballots, write-in choices, and the date and time of the report.
MA 4.3.2-A-2.1 Tabulator, summary count record -- Provisional:

If the SUT is a tabulator, the manufacturer documentation shall describe how to adjudicate provisional ballots.

*****TE 4.3.2-A-2.1 Tabulator, summary count record -- Provisional:

If the SUT is not a tabulator, TE 4.3.2-A-2.1 Tabulator, summary count record -- Provisional is not applicable.
TE 4.3.2-A-2.1 Tabulator, summary count record -- Provisional shall be conducted after TE 4.3.2-A-1.1 Tabulator, summary count record – Normal such that the tabulator has been only fed the Summary Count Reports per Table 12-1.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall use the SUT interface per MA 4.3.2-A-2.1 Tabulator, summary count record -- Provisional to reject all the provisional ballots and accept all challenged ballots.  Thus, one precinct A ballot will be rejected and one precinct C ballot will be accepted.

The tester shall obtain the Summary Count Report.  The tester shall output the Summary Count Report using the manufacturer procedures per MA 4.3.2-A-1.1 Tabulator, summary count record.

The tester shall verify that the Summary Count Report contains the following information for Precinct A:

1. The tester shall verify that the Summary Count Report contains the SUT identifier and this identifier matches the SUT identifier in the SUT identifier in the SUT’s device certificate.

2. The tester shall verify that the Summary Count Report contains the time of report and that time matches the time TE 4.3.2-A-2.1 Tabulator, summary count record -- Provisional is conducted.

3. The tester shall verify that the Summary Count Report contains read ballot count of six (6).

4. The tester shall verify that the Summary Count Report contains counted ballot count of five (5).

5. The tester shall verify that the Summary Count Report contains rejected ballot count of one (1).

6. The tester shall verify that the Summary Count Report contains the following counts for the representative race:

a) The number of counted ballots is five (5).

b) Vote total for 2.1 is three (3)

c) Vote total for 2.2 is two (2).

d) Write votes are one (1).

e) Number of overvotes is one (1).

f) Number of undervotes is zero (0).

7. The tester shall verify that the Summary Count Report contains the following counts for the county commissioners race:

a) The number of counted ballots is five (5).

b) Vote total for 3.1 is two (2)

c) Vote total for 3.2 is two (2).

d) Vote total for 3.3 is two (2).

e) Vote total for 3.4 is two (2).

f) Vote total for 3.5 is zero (0).

g) Write votes are zero (0).

h) Number of overvotes is one (1).

i) Number of undervotes is three (3).

The tester shall verify that the output Summary Count Report contains the following information for all precincts:

1. The tester shall verify that the Summary Count Report contains the SUT identifier and this identifier matches the SUT identifier in the SUT identifier in the SUT’s device certificate.

2. The tester shall verify that the Summary Count Report contains the time of report and that time matches the time TE 4.3.2-A-2.1 Tabulator, summary count record -- Provisional is conducted.

3. The tester shall verify that the Summary Count Report contains read ballot count of fifteen.

4. The tester shall verify that the Summary Count Report contains counted ballot count of fourteen.

5. The tester shall verify that the Summary Count Report contains rejected ballot count of one (1).

6. The tester shall verify that the Summary Count Report contains the following counts for the representative race:

a) The number of counted ballots is fourteen.

b) Vote total for 2.1 is seven (7).

c) Vote total for 2.2 is six (6).

d) Write votes are two (2).

e) Number of overvotes is one (1).

f) Number of undervotes is zero (0).

7. The tester shall verify that the Summary Count Report contains the following counts for the county commissioner race:

a) The number of counted ballots is fourteen.

b) Vote total for 3.1 is six (6).

c) Vote total for 3.2 is four (4).

d) Vote total for 3.3 is seven (7).

e) Vote total for 3.4 is six (6).

f) Vote total for 3.5 is three (3).

g) Write votes are one (1).

h) Number of overvotes is two (2).

i) Number of undervotes is three (3).

The tester shall terminate the authenticated session.
RE 4.3.2-B Tabulator, summary count record handling:

The tabulator shall handle the summary count record according to the following:
a. The record shall be transmitted to the EMS with the other electronic records;
b. It shall be stored in the election archive, if available; and
c. It shall be stored in the voting systems event log.
AS 4.3.2-B-1 Tabulator, summary count record handling – EMS:

The tabulator shall transmit the summary count record to the EMS with the other electronic records.

MA 4.3.2-B.1.1 Tabulator, summary count record handling – EMS:

 The manufacturer documentation shall describe how to transmit electronic records to the SUT. [[Not in next VVSG Part 2.]]

TE 4.3.2-B.1.1 Tabulator, summary count record handling – EMS:

TE 4.3.2-B.1.1 Tabulator, summary count record handling – EMS shall be conducted after TE 4.3.2-A-1.1 Tabulator, summary count record.

The tester shall use the procedures per MA 4.3.2-B.1.1 Tabulator, summary count record handling – EMS to transmit the electronic records from the SUT to EMS.

The tester shall verify from the EMS that the records include the Summary Count Report as listed in TE 4.3.2-A-1.1 Tabulator, summary count record.

AS 4.3.2-B-2 Tabulator, summary count record handling – Archive:

The tabulator shall store the summary count record in the election archive, if available.

Note: AS 4.3.2-B-2 Tabulator, summary count record handling – Archive is satisfied by procedures rules such as maintaining printed records or electronic media.

AS 4.3.2-B-3 Tabulator, summary count record handling – Event Log:

The tabulator shall store the summary count record in the voting systems event log.

TE 4.3.2-B-3.1 Tabulator, summary count record handling – Event Log:

TE 4.3.2-B-3.1 Tabulator, summary count record handling – Event Log shall be conducted after TE 4.3.2-A-1.1 Tabulator, summary count record.

The tester shall examine the SUT event log and verify that the event log contains a Summary Count Report event and the information in that record matches that in TE 4.3.2-A-1.1 Tabulator, summary count record.

RE 4.3.2-C Tabulator, collection of ballot images record:

Tabulator should produce a record of ballot images that includes:

a. Time and date of creation of complete ballot image record; and

b. Ballot images recorded in randomized order by the DRE for the election.  For each voted ballot, this includes:

1. Ballot configuration and counting context;

2. Whether the ballot is accepted or rejected;

3. For each contest:
I. The choice recorded, including undervotes and write-ins; and

II. Any information collected by the vote-capture device electronically about each write-in;
4. Information specifying whether the ballot is provisional, and providing unique identifier for the ballot, as well as provisional category information required to support Requirement Part 1:7.7.2-A.6.  

AS 4.3.2-C-1 Tabulator, collection of ballot images record:

Tabulator should produce a record of ballot images that includes:

a. Time and date of creation of complete ballot image record; and
b. Ballot images recorded in randomized order by the DRE for the election.  For each voted ballot, this includes:

1. Ballot configuration and counting context;
2. Whether the ballot is accepted or rejected;

3. For each contest:
I. The choice recorded, including undervotes and write-ins; and
II. Any information collected by the vote-capture device electronically about each write-in;

4. Information specifying whether the ballot is provisional, and providing unique identifier for the ballot, as well as provisional category information required to support Requirement Part 1:7.7.2-A.6.

MA 4.3.2-C-1.1 Tabulator, collection of ballot images record:

If the tabulator produces ballot images the manufacturer documentation shall describe how to obtain a record of ballot images (see VVSG Part 2, Documentation, Chapter 4.3.6-B, User documentation, hand audit).

*****TE 4.3.2-C-1.1 Tabulator, collection of ballot images record:

This test is not applicable if the SUT is a DRE since the same requirement for DRE is covered under RE 4.3.2-C.1 DRE, collection of ballot images record.

If the Tabulator does not record of ballot images, TE 4.3.2-C-1.1 Tabulator, collection of ballot images record does not apply.

If the SUT is not a tabulator, TE 4.3.2-C-1.1 Tabulator, collection of ballot images record does not apply.

TE 4.3.2-C-1.1 Tabulator, collection of ballot images record shall be conducted after the TE 4.3.2-A-1.1 Tabulator, summary count record.

Using the procedures described per MA 4.3.2-C-1.1 Tabulator, collection of ballot images record, the tester shall obtain the record of ballot images.

The tester shall verify that the record contains the date and time TE 4.3.2-A-1.1 Tabulator, summary count record was conducted.

Note: Since this is the date and time of all the ballots, this does not provide information that could compromise voter privacy.

The tester shall verify that the ballot images contain fifteen ballots as listed in Table 12-1: Votes for Summary Count Report.

The tester shall verify that for each ballot images there is exactly one match in the voting pattern from Table 12-1, including the precinct.

The tester shall verify that the ballot images are not in the same order as listed in Table 12-1.

The tester shall verify that two ballots are rejected and that the choices made on those two ballots are the same as those in Table 12-1 for the two rejected ballots.  The tester shall verify the appropriate ballot image has provisional and challenged next to it as listed for the ballot in Table 12-1.  The tester shall also verify that each of the two ballots has a provisional category such as "regular provisional," "extended hours provisional," "regular extended hours”, etc.

The tester shall verify that each ballot image points to the same ballot configuration.

RE 4.3.2-C.1 DRE, collection of ballot images record:

DREs shall produce a record of ballot images that includes:

a. Time and date of poll closing; and

b. Ballot images recorded in randomized order by the DRE for the election.  For each voted ballot, this includes:

1. Ballot configuration and counting context;
2. Whether the ballot is accepted or rejected;
3. For each contest:
I. The choice recorded, including undervotes and write-ins; and

II. Any information collected by the vote-capture device electronically about each write-in;
4. Information specifying whether the ballot is provisional, and providing unique identifier for the ballot, as well as provisional category information required to support Requirement Part 1:7.7.2-A.6.
AS 4.3.2-C.1-1 DRE, collection of ballot images record:

Tabulator should produce a record of ballot images that includes:

a. Time and date of poll closing; and
b. Ballot images recorded in randomized order by the DRE for the election.  For each voted ballot, this includes:

1. Ballot configuration and counting context;
2. Whether the ballot is accepted or rejected;

3. For each contest:
I. The choice recorded, including undervotes and write-ins; and
II. Any information collected by the vote-capture device electronically about each write-in;

4. Information specifying whether the ballot is provisional, and providing unique identifier for the ballot, as well as provisional category information required to support Requirement Part 1:7.7.2-A.6.

MA 4.3.2-C.1-1.1 DRE, collection of ballot images record:

The DRE manufacturer documentation shall describe how to obtain a record of ballot images (see VVSG Part 2, Documentation, Chapter 4.3.6-B, User documentation, hand audit).

*****TE 4.3.2-C.1-1.1 DRE, collection of ballot images record:

If the SUT is not a DRE, TE 4.3.2-C.1-1.1 DRE, collection of ballot images record is not applicable.

TE 4.3.2-C.1-1.1 DRE, collection of ballot images record shall be conducted after the TE 4.3.2-A-1.1 Tabulator, summary count record.

Using the procedures described per MA 4.3.2-C-1.1 Tabulator, collection of ballot images record, the tester shall obtain the record of ballot images.

The tester shall verify that the record contains the date and time when the TE 4.3.2-A-1.1 Tabulator, summary count record ended.

The tester shall verify that the ballot images contain fifteen ballots as listed in Table 12-1: Votes for Summary Count Report.

The tester shall verify that for each ballot images there is exactly one match in the voting pattern from Table 12-1, including the precinct.

The tester shall verify that the ballot images are not in the same order as listed in Table 12-1.

The tester shall verify that two ballots are rejected and that the choices made on those two ballots are the same as those in Table 12-1 for the two rejected ballots.  The tester shall verify the appropriate ballot image has provisional and challenged next to it as listed for the ballot in Table 12-1.  The tester shall also verify that each of the two ballots has a provisional category such as "regular provisional," "extended hours provisional," "regular extended hours”, etc.

The tester shall verify that each ballot image points to the same ballot configuration.

RE 4.3.2-C.2 Tabulator. collection of cast votes handling:

Tabulators that produce the collection of ballot images record shall handle the record according to the following:

a. The record shall be transmitted to the EMS with the other electronic records;
b. It shall be stored in the election archive, if available; and
c. It shall be stored in the voting systems event log.
AS 4.3.2-C.2-1 Tabulator. collection of cast votes handling – EMS:

Tabulators that produce the collection of ballot images shall transmit them record to the EMS with the other electronic records.

*****TE 4.3.2-C.2-1.1 Tabulator. collection of cast votes handling – EMS:

If the SUT is not a Tabulator, TE 4.3.2-C.2-1.1 Tabulator. collection of cast votes handling – EMS is not applicable.

If the tabulator does not produce ballot images, TE 4.3.2-C.2-1.1 Tabulator. collection of cast votes handling – EMS is not applicable.

TE 4.3.2-C.2-1.1 Tabulator. collection of cast votes handling – EMS shall be conducted after TE 4.3.2-B.1.1 Tabulator, summary count record handling – EMS.

The tester shall verify from the EMS that the records include the ballot images as listed in Table 12-1.

AS 4.3.2-C.2-2 Tabulator. collection of cast votes handling – Archive:

Tabulators that produce the collection of ballot images shall store the them in the election archive, if available.

Note: AS 4.3.2-C.2-2 Tabulator. collection of cast votes handling – Archive is satisfied by procedures rules such as maintaining printed or electronic records.

AS 4.3.2-C.2-3 Tabulator. collection of cast votes handling – Event Log:

Tabulators that produce the collection of ballot images shall store them in the voting systems event log.

*****TE 4.3.2-C.2-3.1 Tabulator. collection of cast votes handling – Event Log:

If the SUT is not a Tabulator, TE 4.3.2-C.2-3.1 Tabulator. collection of cast votes handling – Event Log is not applicable.

If the tabulator does not produce ballot images, TE 4.3.2-C.2-3.1 Tabulator. collection of cast votes handling – Event Log is not applicable.

TE 4.3.2-C.2-3.1 Tabulator. collection of cast votes handling – Event Log shall be conducted after TE 4.3.2-A-1.1 Tabulator, summary count record.

The tester shall examine the SUT event log and verify that the event log contains a record for each of the cast votes listed in Table 12-1.

RE 4.3.2-D Tabulator, electronic records event log record handling:

The tabulator shall digitally sign the event log, transmit the signed event log to an EMS, and retain a record of the transmission.

AS 4.3.2-D-1 Tabulator, electronic records event log record handling:

The tabulator shall digitally sign the event log, transmit the signed event log to an EMS, and retain a record of the transmission.
MA 4.3.2-D.1.1 Tabulator, electronic records event log record handling:

If the SUT is a tabulator, the manufacturer documentation shall describe how to transmit event log from the tabulator to EMS. [[Not in next VVSG Part 2.]].

*****TE 4.3.2-D.1.1 Tabulator, electronic records event log record handling:

If the SUT is not a tabulator, TE 4.3.2-D.1.1 Tabulator, electronic records event log record handling is not applicable.

TE 4.3.2-D.1.1 Tabulator, electronic records event log record handling shall be conducted after TE 4.3.2-A-1.1 Tabulator, summary count record.

The tester shall authenticate to the SUT as an administrator.

The tester shall use the procedures per MA 4.3.2-D.1.1 Tabulator, electronic records event log record handling to transmit the event log from the SUT to EMS.

The tester shall verify at the EMS that the event log includes the Summary Count Report as listed in TE 4.3.2-A-1.1 Tabulator, summary count record.

The tester shall verify the digital signature on the event log at the EMS using the SUT Election Public Key.

The tester shall verify that the SUT retains the event log containing the Summary Count Report as verified in TE 4.3.2-B-3.1 Tabulator, summary count record handling – Event Log.

RE 4.3.3-A EMS tabulator summary count record:

The EMS Tabulator Summary Count Record shall include:

a. Unique identifiers for each tabulator contained in the summary;
b. For tabulators with public keys:

1. The public key for each tabulator in the summary;
2. The Election Signature Key certification and closeout record; and
3. Signed tabulator summary count record.
c. Summary ballot counts and vote totals by tabulator, precinct, and polling place. 
1. Precinct totals include subtotals from each tabulator used in the precinct.

[[Other requirements such as 4.3.2-D, 4.3.4-A, and 4.3.1-C imply that the tabulator shall apply digital signatures.  Thus, in this requirement “with public keys” should be deleted.]]

AS 4.3.3-A-1 EMS tabulator summary count record:

The EMS Tabulator Summary Count Record shall include:

a. For each tabulator contained in the summary;
1. Unique identifier from the tabulator device certificate;

2. The device public key certificate for the tabulator;
3. The Election Signature Key certificate;

4. Election closeout record; and
5. Digitally signed tabulator summary count record.
b. Summary ballot counts and vote totals by tabulator, precinct, and polling place. 
1. Precinct totals include subtotals from each tabulator used in the precinct.
MA 4.3.3-A-1.1 EMS tabulator summary count record – Input:

If the SUT is EMS, the manufacturer documentation shall describe how to obtain the tabulator Summary Count Reports as input to the SUT. [[Not in next VVSG Part 2.]]

MA 4.3.3-A-1.2 EMS tabulator summary count record – Report:

If the SUT is EMS, the manufacturer documentation shall describe how to obtain the EMS Summary Count Report (see VVSG Part 2, Documentation, Chapter 4.3.6-B, User documentation, hand audit.

*****TE 4.3.3-A-1.1 EMS tabulator summary count record:

If the SUT is not EMS, TE 4.3.3-A-1.1 EMS tabulator summary count record is not applicable.

The tester shall authenticate to the SUT in a role that is allowed to provide tabulator data to the SUT.
Using the procedures per MA 4.3.3-A-1.1 EMS tabulator summary count record, the tester shall load the following tabulator Summary Count Report.

It is assumed that the Simple Test Ballot is used.

Tabulator T1 covers precincts P1 and P2.  Tabulators T2 and T3 combine to cover precinct P3.  

The tester shall provide the following Summary Count Reports from the tabulators to the SUT.

Note: The table 12-2 has P3 and Total columns that are not fed to the SUT.  These columns are provided to verify the calculations done by the SUT.

Note:  The table 12-2 contains three numbers of the form n1+n2=n3 in several cells under the T1 column.  n1 is the number for precinct P1; n2 is number for precinct P2; and n3 is the total (i.e., the sum of the two numbers).

Note: The tester shall not vote for Contest 1.

Table 12-2: Summary Count Reports Fed to EMS

	Information
	T1
	T2
	T3
	P3
	Total

	Device Unique Identifier from X.509 Certificate
	T1
	T2
	T3
	N/A
	N/A

	Date and Time of Summary Count Report
	DT

	DT
	DT
	N/A
	N/A

	Number of read ballots
	12+8 =20
	32
	14
	46
	66

	Number of counted ballots
	10+7=17
	29
	12
	41
	58

	Number of provisional ballots
	2+1=3
	3
	2
	5
	8

	Counted ballots for 2.1
	6+5=11
	14
	4
	18
	29

	Counted ballots for 2.2
	3+2=5
	13
	5
	18
	23

	Counted ballots for Write-Ins for Representative Contest
	1+1=2
	1
	3
	4
	6

	Overvote for Representative Contest
	2+1=3
	2
	0
	2
	5

	Undervote for Representative Contest
	1+1=2
	3
	0
	3
	5

	Counted ballots for 3.1
	4+2=6
	12
	5
	17
	23

	Counted ballots for 3.2
	3+4=7
	8
	3
	11
	18

	Counted ballots for 3.3
	6+3=9
	9
	4
	13
	22

	Counted ballots for 3.4
	4+2=6
	11
	2
	13
	19

	Counted ballots for 3.5
	2+1=3
	10
	8
	18
	21

	Counted ballots for Write-Ins for county commissioners Contest
	3+4=7
	6
	4
	10
	17

	Overvote for county commissioners Contest
	3+4=7
	2
	4
	6
	13

	Undervote for county commissioners Contest
	1+2=3
	4
	2
	6
	9


The tester shall use the procedures per MA 4.3.3-A-1.2 EMS tabulator summary count record – Report to obtain the EMS tabulator Summary Count Report.

The tester shall verify that the EMS Summary Count Report contains a record for each of the three tabulators: T1, T2, and T3.

For each of the three, tabulators, the tester shall verify the following from the EMS Summary Count Report.  Thus, the following steps shall be carried out three times:

1. There is a tabulator identifier in the record.

2. There is a device certificate for the tabulator in the record.

3. The tester shall verify the device certificate using the tests under RE 5.1.3.1-B Device certificate generation.

4. The tester shall verify that the tabulator identifier in the record and the unique identifier in the device certificate match.

5. There is an election signature key certificate in the tabulator record.

6. The tester shall verify the election signature key certificate using Step 3 in TE 5.1.3-F-1.1 Use of Device Signature Key – Election Public Key Certificate.

7. There is an election closeout record in the record.

8. The tester shall verify the election closeout record using the procedures defined in TE 5.1.3-F-1.2 Use of Device Signature Key – Election Close Out Records except that the use count in step 3 shall be verified to be more than zero (0).

9. There is a digital signed Summary Count Report for the tabulator.

10. The tester shall verify the election signature key signature on the tabulator Summary Count Report.  The tester may require a simple certification path and digital signature validation utility to perform the digital signature verification.  The tester shall install the device certificate as a trust anchor or explicitly trusted certificate or election signature key certificate as explicitly trusted certificate in order to perform this verification.

11. The tester shall verify the following for the total in the tabulator Summary Count Report:

a) The read ballot count matches the read ballot count in Table 12-2 (e.g., for T1, it is 20)

b) The counted ballot count matches the counted ballot count in Table 12-2 (e.g., for T2, it is 29)

c) The rejected ballot count matches the rejected ballot count in Table 12-2 (e.g., for T3, it is 2)

12. The tester shall verify the following for the presidential contest in the Summary Count Report:

a) The counted ballot for 1.1 is 0.

b) The counted ballot for 1.2 is 0.

13. The tester shall verify the following for the representative contest in the tabulator Summary Count Report:

a) The total counted ballot matches the counted ballot count in Table 12-2 (e.g., 12 for T3).

b) The counted ballot count for 2.1 matches the counted ballot count for 2.1 in Table 12-2 (e.g., for T1, it is 11).

c) The counted ballot count for 2.2 matches the counted ballot count for 2.2 in Table 12-2 (e.g., for T2, it is 13).

d) The write-in vote count matches the write-in vote count in Table 12-2 (e.g., for T3, it is 3).

e) Overvote count matches the overvote count in Table 12-2 (e.g., for T1, it is 3)

f) Undervote count matches the undervote count in Table 12-2 (e.g., for T2, it is 3)

14. The tester shall verify the following for the county commissioners contest in the tabulator Summary Count Report:

a) The total counted ballot matches the counted ballot count in Table 12-2 (e.g., 17 for T1).

b) The counted ballot count for 3.1 through 3.5 matches the counted ballot count for 3.1 through 3.5 in Table 12-2 (e.g., for T1 for 3.3, it is 9).

c) The write-in vote count matches the write-in vote count in Table 12-2 (e.g., for T3, it is 4).

d) Overvote count matches the overvote count in Table 12-2 (e.g., for T1, it is 7).

e) Undervote count matches the undervote count in Table 12-2 (e.g., for T2, it is 4).

The tester shall verify that the Summary Count Report for the tabulator T1 also contains records precincts P1 and P2 contests.  Thus, the tester shall carry out the following steps twice (once for P1 and once for P2):

1. The tester shall verify the following for the total in the tabulator Summary Count Report:

a) The read ballot count matches the read ballot count in Table 12-2 (e.g., for P1, it is 12).

b) The counted ballot count matches the counted ballot count in Table 12-2 (e.g., for P2, it is 7).

c) The rejected ballot count matches the rejected ballot count in Table 12-2 (e.g., for P1, it is 2).

2. The tester shall verify the following for the representative contest in the tabulator Summary Count Report:

a) The counted ballot count matches the counted ballot count in Table 12-2 (e.g., for P1, it is 10).

b) The counted ballot count for 2.1 matches the counted ballot count for 2.1 in Table 12-2 (e.g., for P1, it is 6).

c) The counted ballot count for 2.2 matches the counted ballot count for 2.2 in Table 12-2 (e.g., for P2, it is 2).

d) The write-in vote count matches the write-in vote count in Table 12-2 (e.g., for P1, it is 1).

e) Overvote count matches the overvote count in Table 12-2 (e.g., for P2, it is 1).

f) Undervote count matches the undervote count in Table 12-2 (e.g., for P1, it is 1).

3. The tester shall verify the following for the county commissioners contest in the tabulator Summary Count Report:

a) The counted ballot count matches the counted ballot count in Table 12-2 (e.g., for P2, it is 7).

b) The counted ballot count for 3.1 through 3.5 matches the counted ballot count for 3.1 through 3.5 in Table 12-2 (e.g., for P1 for 3.4, it is 4).

c) The write-in vote count matches the write-in vote count in Table 12-2 (e.g., for P2, it is 4).

d) Overvote count matches the overvote count in Table 12-2 (e.g., for P1, it is 3).

e) Undervote count matches the undervote count in Table 12-2 (e.g., for P2, it is 1).

The tester shall verify that that the P3 totals in the EMS Summary Count Report matches those for P3 in Table 12-2.  Specifically,

1. The ballot totals match:

a) The read ballot count is 46.

b) The counted ballot count is 41.

c) The rejected ballot count is 5.

2. The representative contest match:

a) The counted ballot count is 41.

b) The counted ballot count for 2.1 is 18.

c) The counted ballot count for 2.2 is 18.

d) The write-in vote count is 4.

e) Overvote count is 2.

f) Undervote count is 3.

3. The county commissioners numbers match:

a) The counted ballot count is 41.

b) The counted ballots for 3.1 through 3.5 are 17, 11, 13, 13, 18 respectively.

c) The write-in vote count is 10.

d) Overvote count is 6.

e) Undervote count is 6.

RE 4.3.3-A.1 Tabulator, report combination for privacy:

The EMS shall be capable of combining tabulator reports to protect voter privacy in cases when there are tabulators with few votes.
AS 4.3.3-A.1-1 Tabulator, report combination for privacy:

The EMS shall be capable of combining tabulator reports to protect voter privacy in cases when there are tabulators with few votes.
Analysis:

It is assumed that EMS is not required to automatically combine the numbers, but there is a command to combine the tabulator results.

MA 4.3.3-A.1-1.1 Tabulator, report combination for privacy:

If the SUT performs EMS function, the manufacturer documentation shall describe how to combine tabulator data. [[Not in next VVSG Part 2.]]

*****TE 4.3.3-A.1-1.1 Tabulator, report combination for privacy:

If the SUT is not EMS, TE 4.3.3-A.1-1.1 Tabulator, report combination for privacy is not applicable.

TE 4.3.3-A.1-1.1 Tabulator, report combination for privacy shall be conducted after the TE 4.3.3-A-1.1 EMS tabulator summary count record.

The tester shall use the procedures per MA 4.3.3-A.1-1.1 Tabulator, report combination for privacy to combine T1, T2, and T3 Summary Count Report.

The tester shall verify that the Summary Count Report contains the same information as the totals in Table 12-2.  Specifically,

1. The ballots totals are as follows:

a) The read ballot count is 66.

b) The counted ballot count is 58.

c) The rejected ballot count is 8.

2. The representative contest totals are as follows:

a) Counted ballot count is 58.

b) Counted ballot count for 2.1 is 29.

c) Counted ballot count for 2.2 is 23.

d) Write-in ballot count is 6.

e) Overvote ballot count is 5.

f) Undervote ballot count is 5.

3. The board member contest totals are as follows:

a) Counted ballot count is 58.

b) Counted ballot counts for 3.1 through 3.5 are 23, 18, 22, 19, 21 respectively.

c) Write-in ballot count is 17.

d) Overvote count is 13.

e) Undervote count is 9.

RE 4.3.3-B EMS, precinct summary count records:

The EMS shall produce a report for each precinct including:   

a. Each tabulator included in the precinct with its unique identifier;
b. Number of read ballots;

c. Number of counted ballots;

d. Number of rejected electronic CVRs; and

e. For each N-of-M (including 1-of-M) or cumulative voting contest appearing in any ballot configuration handled by the tabulator:

1. Number of counted ballots that included that contest, per the definition of K(j,r,t) in Part 1:Table 8-2;

2. Vote totals for each non-write-in contest per the definition of T(c,j,r,t) in Part 1:Table 8-2; and

3. Number of write-in votes.

AS 4.3.3-B-1 EMS, precinct summary count records:

The EMS shall produce a report for each precinct including:   

a. Each tabulator included in the precinct with its unique identifier;
b. Number of read ballots;

c. Number of counted ballots;

d. Number of rejected electronic CVRs; and

e. For each N-of-M (including 1-of-M) or cumulative voting contest appearing in any ballot configuration handled by the tabulator:

1. Number of counted ballots that included that contest, per the definition of K(j,r,t) in Part 1:Table 8-2;

2. Vote totals for each non-write-in contest per the definition of T(c,j,r,t) in Part 1:Table 8-2; and

3. Number of write-in votes

MA 4.3.3-B-1.1 EMS, precinct summary count records:

If the SUT is EMS, the manufacturer documentation shall describe how to obtain the precinct Summary Count Reports (see VVSG Part 2, Documentation, Chapter 4.3.6-B, User documentation, hand audit.

*****TE 4.3.3-B-1.1 EMS, precinct summary count records:

If the SUT is not EMS, TE 4.3.3-B-1.1 EMS, precinct summary count records is not applicable.

TE 4.3.3-B-1.1 EMS, precinct summary count records shall be conducted after the TE 4.3.3-A-1.1 EMS tabulator summary count record.

The tester shall use the procedures per MA 4.3.3-B-1.1 EMS, precinct summary count records to obtain precinct Summary Count Reports.

The tester shall verify that the numbers for each of the three precincts: P1, P2, and P3 match those in Table 12-2.  Thus, the following steps shall be conducted three times:

1. There is a tabulator identifier in the record. (e.g., for P3, tabulator identifier for T2 and T3 shall be present).

2. Number of read ballots for the precinct matches those in Table 12-2 (e.g., 12 for P1 and 46 for P3)

3. Number of counted ballots for the precinct matches those in Table 12-2 (e.g., 7 for P2 and 41 for P3).

4. Number of rejected ballots for the precinct matches those in Table 12-2 (e.g., 2 for P1 and 5 for P3).

5. The following is true for the presidential contest:

a) Number of ballots for 1.1 is 0.

b) Number of ballots for 1.2 is 0.

6. The following is true for the representative contest:

a) Number of ballots counted matches those in Table 12-2 (e.g., 10 for P1 and 41 for P3).

b) Number of ballots for 2.1 matches those in Table 12-2 (e.g., 5 for P2 and 18 for P3).

c) Number of ballots for 2.2 matches those in Table 12-2 (e.g., 3 for P1 and 18 for P3).

d) Number of write-in votes matches those in Table 12-2 (e.g., 1 for P2 and 4 for P3).

7. The following is true for the county commissioners contest:

a) Number of ballots counted matches those in Table 12-2 (e.g., 10 for P1 and 41 for P3).

b) Number of ballots for 3.1 through 3.5 match those in Table 12-2 (e.g., 3 for 3.3 in P2 and 18 for 3.5 in P3).

c) Number of write-in votes matches those in Table 12-2 (e.g., 3 for P1 and 10 for P3).

RE 4.3.3-C EMS, precinct adjustment record:

The EMS shall produce a report showing the changes made to each contest based on the resolution of provisional ballots, challenged ballots, write-in choices, and the date and time of the report.
AS 4.3.3-C-1 EMS, precinct adjustment record:

The EMS shall produce a report showing the changes made to each contest based on the resolution of provisional ballots, challenged ballots, write-in choices, and the date and time of the report.
*****TE 4.3.3-C-1.1 EMS, precinct adjustment record:

If the SUT is not EMS, TE 4.3.3-C-1.1 EMS, precinct adjustment record is not applicable.

TE 4.3.3-C-1.1 EMS, precinct adjustment record shall be conducted after TE 4.3.3-B-1.1 EMS, precinct Summary Count Reports such that the EMS has been only fed the Summary Count Reports per Table 12-2.

The tester shall use the EMS interface per MA 4.3.2-A-1.1 Tabulator, summary count record to accept all the provisional and challenged (i.e., rejected) ballots for precincts P1 and P3, and permanently reject them for precinct P2.  This should result in the following ballot summaries.

Note: The following assumptions have been made about voter choices for the accepted provisional ballots.

· Ballot 1(2.1, 3.1, 3.2) – T1

· Ballot 2 (2.2, 3.3, 3.4) – T1

· Ballot 3 (2.1, 3.1, 3.2) – T2

· Ballot 4 (2.2, 3.3, 3.4) – T2

· Ballot 5 (2.1, 3.1, 3.5) – T2

· Ballot 6 (2.1, 3.1, 3.5) – T3

· Ballot 7 (2.2, 3.2, 3.4) – T3

Table 12-3: EMS Internal State After Provisional Ballot Adjudication

	Information
	T1
	T2
	T3
	P3
	Total

	Number of read ballots
	12+8 =20
	32
	14
	46
	66

	Number of counted ballots
	12+7=19
	32
	14
	46
	65

	Number of rejected ballots
	0+1=1
	0
	0
	0
	1

	Counted ballots for 2.1
	7+5=12
	16
	5
	21
	33

	Counted ballots for 2.2
	4+2=6
	14
	6
	20
	26

	Counted ballots for Write-Ins for Representative Contest
	1+1=2
	1
	3
	4
	6

	Overvote for Representative Contest
	2+1=3
	2
	0
	2
	5

	Undervote for Representative Contest
	1+1=2
	3
	0
	3
	5

	Counted ballots for 3.1
	5+2=7
	14
	6
	20
	27

	Counted ballots for 3.2
	4+4=8
	9
	4
	13
	21

	Counted ballots for 3.3
	7+3=10
	10
	4
	14
	24

	Counted ballots for 3.4
	5+2=7
	12
	3
	15
	22

	Counted ballots for .5
	2+1=3
	11
	9
	20
	23

	Counted ballots for Write-Ins for county commissioner Contest
	3+4=7
	6
	4
	10
	17

	Overvote for county commissioner Contest
	3+4=7
	2
	4
	6
	13

	Undervote for county commissioner Contest
	1+2=3
	4
	2
	6
	9


The tester shall use the procedures per MA 4.3.3-B-1.1 EMS, precinct summary count records to obtain precinct Summary Count Reports.

The tester shall verify that the date and time of the report is the date and time TE 4.3.3-C-1.1 EMS, precinct adjustment record is conducted.

The tester shall verify that the numbers for each of the three precincts: P1, P2, and P3 match those in Table 12-3.  Thus, the following steps shall be conducted three times:

1. There is a tabulator identifier in the record. (e.g., for P3, tabulator identifier for T2 and T3 shall be present).

2. Number of read ballots for the precinct matches those in Table 12-3 (e.g., 12 for P1 and 46 for P3)

3. Number of counted ballots for the precinct matches those in Table 12-3 (e.g., 7 for P2 and 46 for P3).

4. Number of rejected ballots for the precinct matches those in Table 12-3 (e.g., 0 for P1 and 0 for P3).

5. The following is true for the presidential contest:

a) The number of counted ballots for 1.1 is 0.

b) The number of counted ballots for 1.2 is 0.

6. The following is true for the representative contest:

a) Number of ballots counted matches those in Table 12-3 (e.g., 12 for P1 and 46 for P3).

b) Number of ballots for 2.1 matches those in Table 12-3 (e.g., 5 for P2 and 21 for P3).

c) Number of ballots for 2.2 matches those in Table 12-3 (e.g., 4 for P1 and 20 for P3).

d) Number of write-in votes matches those in Table 12-3 (e.g., 1 for P2 and 4 for P3).

7. The following is true for the board contest:

a) Number of ballots counted matches those in Table 12-3 (e.g., 12 for P1 and 46 for P3).

b) Number of ballots for 3.1 through 3.5 match those in Table 12-3 (e.g., 7 for 3.3 in P1 and 20 for 3.5 in P3).

c) Number of write-in votes matches those in Table 12-3 (e.g., 3 for P1 and 10 for P3).

RE 4.3.4-A Tabulator, verify signed records:

For each tabulator producing electronic records, the EMS shall verify:

a. The Election Public Key Certificate associated with the record is valid for the current election, using the public key of the tabulator to verify the certificate as specified in Part 1.5.1 “Cryptography”;
b. The election ID and timestamp of the record agrees with the current election and the values in the Election Public Key Certificate; and
c. The digital signature on the record is correct, using the Election Public Key to verify it.

Analysis:

RE 4.3.4-A Tabulator, verify signed records is tested in TE 4.3.3-A-1.1 EMS tabulator summary count record.

RE 4.3.5-A Ballot counter:

Tabulators and vote-capture devices shall maintain a count of the number of ballots read at all times during a particular test cycle or election.

Analysis:

RE 4.3.5-A Ballot counter is tested under RE 4.3.1-A All records capable of being exported.

RE 4.3.5-B Ballot counter, availability:

Tabulators shall enable election judges to determine the number of ballots read at all times during a particular test cycle or election without disrupting any operations in progress.

Analysis:

RE 4.3.5-B Ballot counter, availability is tested by TE 4.2.2-A.1-2.1 IVVR, information to support hand auditing – Tabulator.

RE 4.4.1-A IVVR vote-capture device, IVVR creation:

The IVVR vote-capture device shall create an independent voter verifiable record.

AS 4.4.1-A-1 IVVR vote-capture device, IVVR creation:

The IVVR vote-capture device shall create an independent voter verifiable record.

Analysis:

AS 4.4.1-A-1 IVVR vote-capture device, IVVR creation is for the SUT to produce an IVVR.

*****TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation:

TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation is not applicable if the SUT is not a vote-capture device.
The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a central election official.

The tester shall configure the SUT for the Simple Test Ballot.

The tester shall configure the SUT to provide IVVR.

The tester shall put the SUT in activated state.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an Election Judge.

The tester shall put the SUT in the voting state

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.2; 3.1 and 3.2. 
The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (e.g., a paper record of the vote).
The tester shall verify that the IVVR matches the tester’s selected choices for the ballot.
The tester shall indicate their acceptance of the vote to the SUT.

The tester shall also verify the IVVR as specified in the following test procedures (i.e., TEs).  If any of these procedures requires closing the polls to use the IVVR for purposes other than inspection, the tester shall close the polls and use the IVVR.  

· TE 4.4.1-A.7-1.1 IVVR vote-capture device, IVVR support for privacy
· TE 4.4.1-A.8-1.1 IVVR vote-capture device, IVVR public format
· TE 4.4.1-A.15-1.1 IVVR vote-capture device, IVVR machine-readable part contains same information as human-readable part
· TE 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Positive

· TE 4.4.1-A.16-1.2 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Negative

· TE 4.4.2.3-B-1.1 VVPAT, ease of record comparison

· TE 4.4.2.4-A-1.1 VVPAT, machine readability of VVPAT VVPR

· TE 4.4.2.4-A.1-1.2 VVPAT, support for audit of machine-read representations – test

· TE 4.4.1-A.9-2.1 IVVR vote-capture device, IVVR unambiguous interpretation of cast vote
The tester shall terminate the authenticated session.

RE 4.4.1-A.1 IVVR vote-capture device, IVVR direct verification by voters:

IVVR vote-capture devices shall create an IVVR that voters can verify (a) without software, or (b) without programmable devices excepting assistive technology. 

[[To exclude software OR programmable devices is to include one of these. Suggest changing OR to AND.]]

Analysis:

RE 4.4.1-A.1 IVVR vote-capture device, IVVR direct verification by voters states that the SUT can provide an IVVR that can be interpreted without software assistance and without using a programmable device (i.e., you must use IVVR’s human-readable output).

Analysis:

The IVVR without software assisted is tested under the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The assistive technology is tested under the TE 4.2.4-A-1.1 IVVR vote-capture device, observational testing. 
RE 4.4.1-A.2 IVVR vote-capture device, IVVR direct review by election officials:

IVVR vote-capture devices shall create an IVVR that election officials and auditors can review without software or programmable devices.

Analysis:

RE 4.4.1-A.2 IVVR vote-capture device, IVVR direct review by election officials is tested under RE 4.4.1-A.1 IVVR vote-capture device, IVVR direct verification by voters.
RE 4.4.1-A.3 IVVR vote-capture device, support for hand auditing:

IVVR vote-capture devices shall create an IVVR that election officials can use without software or programmable devices to verify that the reported electronic totals are correct.
Analysis:

RE 4.4.1-A.3 IVVR vote-capture device, support for hand auditing is tested under RE 4.2.2-A IVVR, support for hand audit.
RE 4.4.1-A.4 IVVR vote-capture device, IVVR use in recounts:

IVVR vote-capture devices shall create an IVVR that election officials can use to reconstruct the full set of totals from the election.

Analysis:

RE 4.4.1-A.4 IVVR vote-capture device, IVVR use in recounts is tested under RE 4.2.2-A IVVR, support for hand audit.

RE 4.4.1-A.5 IVVR vote-capture device, IVVR durability:

IVVR vote-capture devices shall create an IVVR that will remain unchanged for minimally 22 months unaffected by power failure, software failure, or other technology failure.

AS 4.4.1-A.5-1 IVVR vote-capture device, IVVR durability:

IVVR vote-capture devices shall create an IVVR that will remain unchanged for minimally 22 months unaffected by power failure, software failure, or other technology failure.

Analysis:

AS 4.4.1-A.5-1 IVVR vote-capture device, IVVR durability verifies that the SUT can provide an IVVR that can be verified for up to 22 months.

MA 4.4.1-A.5-1.1 IVVR vote-capture device, IVVR durability – archival medium:

RE 4.4.1-A.5 IVVR vote-capture device, IVVR durability is not applicable if the SUT does not perform the IVVR vote-capture function. 
Manufacturer documentation shall describe how the IVVR medium (e.g., paper, microfiche, etc.) can retain information for 22 months without any changes.

For example, if paper is used as IVVR, paper shall be of archival quality acid-free paper. (see VVSG Part 2, Documentation, Chapter 4.5.4.2-D Maintenance manual, printer paper specification);and the ink, toner, or dye used for generating the paper IVVR shall be archival quality (see VVSG Part 2, Documentation, 4.5.4.2-B Maintenance manual, ballot stock specification).
TE 4.4.1-A.5-1.1 IVVR vote-capture device, IVVR durability:

The tester shall research the IVVR media durability using manufacturer information and open sources.

The tester shall verify that the manufacturer specified IVVR media will lasts 22 months or longer.

RE 4.4.1-A.6 IVVR vote-capture device, IVVR tamper evidence:

IVVR vote-capture devices shall create an IVVR that show evidence of tampering or change by the voting system.

AS 4.4.1-A.6-1 IVVR vote-capture device, IVVR tamper evidence:

IVVR vote-capture devices shall create an IVVR that shows evidence of tampering or change by the voting system.

*****TE 4.4.1-A.6-1.1 IVVR vote-capture device, IVVR tamper evidence:

TE 4.4.1-A.6-1.1 IVVR vote-capture device, IVVR tamper evidence is not applicable if the SUT is not a vote-capture device.

The  tester shall take an IVVR from the SUT at the end of all testing and shall attempt to tamper with it without leaving an evidence behind.  For example, if the IVVR is a paper, the tester shall attempt to modify a ballot without visibly discernible evidence of tampering.  The tamper attempt must fail or if it succeeds, tamper must be evident.

RE 4.4.1-A.7 IVVR vote-capture device, IVVR support for privacy:

IVVR vote-capture devices shall create an IVVR for which procedures or technology can be used to protect voter privacy.

AS 4.4.1-A.7-1 IVVR vote-capture device, IVVR support for privacy:

IVVR vote-capture devices shall create an IVVR for which procedures or technology can be used to protect voter privacy.
Analysis:

AS 4.4.1-A.7-1 IVVR vote-capture device, IVVR support for privacy is imposed on the SUT so that an IVVR does not contain information that may be used to identify the voter.

MA 4.4.1-A.7-1.1 IVVR vote-capture device, IVVR support for privacy:
RE 4.4.1-A.7 IVVR vote-capture device, IVVR support for privacy is not applicable if the SUT does not perform the vote-capture function.

The vendor documentation shall describe how 

*****TE 4.4.1-A.7-1.1 IVVR vote-capture device, IVVR support for privacy:
TE 4.4.1-A.7-1.1 IVVR vote-capture device, IVVR support for privacy is not applicable if the SUT does not perform the vote-capture function.
Analysis:

TE 4.4.1-A.7-1.1 IVVR vote-capture device, IVVR support for privacy is conducted using an IVVR that is not provisional.  Thus, the ballot need not have any identifying information such as time of ballot cast, name etc.

TE 4.4.1-A.7-1.1 IVVR vote-capture device, IVVR support for privacy shall be conducted after the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall verify that the data included in the IVVR does not include any one of the following:

1. time;

2. ballot #;

3. sequence # (it is acceptable for the IVVR to contain a random number that can not be linked to the voter or vote activation); or

4. personal information that may be used to directly identify the voter.

RE 4.4.1-A.8 IVVR vote-capture device, IVVR public format:

IVVR vote-capture devices shall create an IVVR in a non-restrictive, publicly-available format, readable without confidential, proprietary, or trade secret information.

AS 4.4.1-A.8-1 IVVR vote-capture device, IVVR public format:

IVVR vote-capture devices shall create an IVVR in a non-restrictive, publicly-available format, readable without confidential, proprietary, or trade secret information.

Analysis:

AS 4.4.1-A.8-1 IVVR vote-capture device, IVVR public format ensures that the data format documentation for data encoded in a format that is not human-readable on the IVVR is complete, publicly available, and is not legally encumbered.

MA 4.4.1-A.8-1.1 IVVR vote-capture device, IVVR public format – Public:

The manufacturer documentation shall identity the format used for IVVR [[Not in next VVSG Part 2]].

MA 4.4.1-A.8-1.2 IVVR vote-capture device, IVVR public format – Proprietary:

The manufacturer documentation shall identity proprietary information as specified in VVSG Part 2, Documentation, Section 3.1.3-A, TDP, identify proprietary data.

*****TE 4.4.1-A.8-1.1 IVVR vote-capture device, IVVR public format:
TE 4.4.1-A.8-1.1 IVVR vote-capture device, IVVR public format is not applicable if the SUT does not perform the vote-capture function.
TE 4.4.1-A.8-1.1 IVVR vote-capture device, IVVR public format shall be conducted after the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall identify all data on the IVVR that is not recorded in a human-readable format.

The tester shall verify that all such data can be interpreted using publicly available format such as bar code, PDF 417 two dimension bar code, etc.

The tester shall verify that none of the formats used is confidential, proprietary, or as a trade secret.

Note:  Bar code and PDF 417 meet TE 4.4.1-A.8-1.1 IVVR vote-capture device, IVVR public format.

The tester shall verify that the IVVR documented format per MA 4.4.1-A.8-1.1 IVVR vote-capture device, IVVR public format – Public is a publicly-available format.

The tester shall verify that the IVVR format in not included in the manufacturer proprietary data per MA 4.4.1-A.8-1.2 IVVR vote-capture device, IVVR public format – Proprietary:

The tester shall verify that the actual format for the IVVR is the same as that documented per MA 4.4.1-A.8-1.1 IVVR vote-capture device, IVVR public format is a publicly-available format.

RE 4.4.1-A.9 IVVR vote-capture device, IVVR unambiguous interpretation of cast vote:

Each IVVR shall contain a human-readable summary of the electronic CVR.  In addition, all IVVR shall contain audit-related information including:

a. Polling place;

b. Reporting context;

c. Ballot configuration;

d. Date of election; and

e. Complete summary of voter’s choices.

AS 4.4.1-A.9-1 IVVR vote-capture device, IVVR unambiguous interpretation of cast vote – CVR:

Each IVVR shall contain a human-readable summary of the electronic CVR.

Analysis:

AS 4.4.1-A.9-1 IVVR vote-capture device, IVVR unambiguous interpretation of cast vote – CVR is verified under TE 4.2.2-A-1.1 IVVR, support for hand audit.  

AS 4.4.1-A.9-2 IVVR vote-capture device, IVVR unambiguous interpretation of cast vote – Audit:

Each IVVR shall contain a human-readable summary of the electronic CVR.  In addition, all IVVR shall contain audit-related information including:

a. Polling place;

b. Reporting context;

c. Ballot configuration;

d. Date of election; and

e. Complete summary of voter’s choices.

*****TE 4.4.1-A.9-2.1 IVVR vote-capture device, IVVR unambiguous interpretation of cast vote:

TE 4.4.1-A.9-2.1 IVVR vote-capture device, IVVR unambiguous interpretation of cast vote is not applicable if the SUT does not perform the vote-capture function.
TE 4.4.1-A.9-2.1 IVVR vote-capture device, IVVR unambiguous interpretation of cast vote shall be conducted after the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall verify that the IVVR contains the following data:

	Required IVVR Data
	Required to be human-readable

	Polling place
	No

	Reporting context
	No

	Ballot configuration
	No

	Date of election
	No

	Complete summary of voter’s choices
	Yes (already tested under TE 4.2.2-A-1.1 IVVR, support for hand audit)


The tester shall verify that CVR correspondence information (a large random number) is not present in the IVVR in human-readable form.

If any of the data above is not human-readable, the tester shall use the appropriate equipment to read the ballot information.  The tester shall visually or from machine reading verify the information as follows:

	IVVR Data
	Value

	Polling place
	Precinct1

	Reporting context
	District1

	Ballot configuration
	Simple Test Ballot

	Date of election
	Date TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation was conducted


RE 4.4.1-A.10 IVVR vote-capture device, no codebook required to interpret:

The human-readable ballot contest and choice information on the IVVR shall not require additional information, such as a codebook, lookup table, or other information, to unambiguously determine the voter’s ballot choices.

Analysis:

RE 4.4.1-A.10 IVVR vote-capture device, no codebook required to interpret is tested under TE 4.2.2-A-1.1 IVVR, support for hand audit.

RE 4.4.1-A.11 IVVR vote-capture device, multiple physical media:

When a single IVVR spans multiple physical media, each physical piece of media SHALL include polling place, reporting context, ballot configuration, date of election, and number of the media and total number of the media (e.g. page 1 of 4).

AS 4.4.1-A.11-1 IVVR vote-capture device, multiple physical media:

When a single IVVR spans multiple physical media, each physical piece of media SHALL include polling place, reporting context, ballot configuration, date of election, and number of the media and total number of the media (e.g. page 1 of 4).

Analysis:

AS 4.4.1-A.11-1 IVVR vote-capture device, multiple physical media verifies that each piece of an IVVR contains required context information.

*****TE 4.4.1-A.11-1.1 IVVR vote-capture device, multiple physical media:

TE 4.4.1-A.11-1.1 IVVR vote-capture device, multiple physical media is not applicable if the SUT does not perform the vote-capture function.

TE 4.4.1-A.11-1.1 IVVR vote-capture device, multiple physical media does not apply if the SUT cannot be configured to print a single IVVR on multiple pages.

The tester shall authenticate to the SUT as a Central Election Official.

The tester shall use the Complex Test Ballot definition.
The tester shall end the authenticated session.
The tester shall authenticate to the SUT as an Election Judge.

The tester shall put the SUT in the voting state

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to capture a sample ballot.
The tester shall indicate the acceptance of the IVVR.
The tester shall verify each separate page of the IVVR and verify that each page includes the following.  Thus, the following steps shall be conducted two (2) times:

1. polling place; 

2. reporting context;

3. ballot configuration (as listed above);

4. date of election (i.e., date TE 4.4.1-A.11-1.1 IVVR vote-capture device, multiple physical media is executed);

5. page number (1, 2, 3, etc.);

6. Each page indicates acceptance; and

7. total number of pages (2)

The tester shall terminate the authenticated session.

RE 4.4.1-A.12 IVVR vote-capture device, IVVR accepted or rejected:

The IVVR SHALL be marked as accepted or rejected in the presence of the voter.

AS 4.4.1-A.12-1 IVVR vote-capture device, IVVR accepted or rejected:

The IVVR SHALL be marked as accepted or rejected in the presence of the voter.

Analysis:

AS 4.4.1-A.12-1 IVVR vote-capture device, IVVR accepted or rejected verifies that the voter can verify the correctness of the printed acceptance indication for the IVVR.

*****TE 4.4.1-A.12-1.1 IVVR vote-capture device, IVVR accepted or rejected:

TE 4.4.1-A.12-1.1 IVVR vote-capture device, IVVR accepted or rejected is not applicable if the SUT does not perform the vote-capture function.
TE 4.4.1-A.12-1.1 IVVR vote-capture device, IVVR accepted or rejected shall be conducted after TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall authenticate to the SUT as a Central Election Official.

The tester shall configure the SUT to print CVR correspondence information.

The tester shall terminate the authenticated session.

Note that the SUT should be already in voting state from TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.
The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to capture a sample ballot.
The tester shall accept the ballot.

The tester shall verify that the IVVR indicated ballot acceptance.

If the IVVR is a physical ballot (e.g., printed ballot), the tester shall verify that the IVVR is deposited in the ballot box or other receptacle.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to capture a sample ballot.
The tester shall reject the ballot.

The tester shall examine the IVVR and verify that the IVVR indicated ballot rejection.

If the IVVR is a physical ballot (e.g., printed ballot), the tester shall verify that the IVVR is deposited in the ballot box or other receptacle.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an administrator.

The tester shall examine the event log and verify that it contains a record for cancelled (rejected) ballot with the following characteristics:

1. The machine identifier in the record matches the device identifier in the device certificate for the SUT.

2. The date and time in the record is the same as when TE 4.4.1-A.12-1.1 IVVR vote-capture device, IVVR accepted or rejected is conducted.
RE 4.4.1-A.13 IVVR vote-capture device, IVVR accepted or rejected for multiple physical media:

Each piece of IVVR physical media or SHALL be individually accepted or rejected by the voter.

AS 4.4.1-A.13-1 IVVR vote-capture device, IVVR accepted or rejected for multiple physical media:

Each piece of IVVR physical media or SHALL be individually accepted or rejected by the voter.

TE 4.4.1-A.13-1.1 IVVR vote-capture device, IVVR accepted or rejected for multiple physical media - acceptance:

Analysis:

Acceptance is tested under the TE 4.4.1-A.11-1.1 IVVR vote-capture device, multiple physical media.

*****TE 4.4.1-A.13-1.2 IVVR vote-capture device, IVVR accepted or rejected for multiple physical media - rejection:

TE 4.4.1-A.13-1.2 IVVR vote-capture device, IVVR accepted or rejected for multiple physical media - rejection is not applicable if the SUT does not perform the vote-capture function.
TE 4.4.1-A.13-1.2 IVVR vote-capture device, IVVR accepted or rejected for multiple physical media - rejection does not apply if the SUT cannot be configured to print a single IVVR on multiple pages.

TE 4.4.1-A.13-1.2 IVVR vote-capture device, IVVR accepted or rejected for multiple physical media - rejection shall be conducted after the TE 4.4.1-A.11-1.1 IVVR vote-capture device, multiple physical media.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to capture a sample ballot.
The tester shall reject each separate page of the IVVR and verify that each page includes the following.  Thus, the following steps shall be conducted two (2) times:

1. polling place; 

2. reporting context;

3. ballot configuration (as listed above);

4. date of election (i.e., date TE 4.4.1-A.13-1.2 IVVR vote-capture device, IVVR accepted or rejected for multiple physical media - rejection is executed);

5. page number (1, 2, 3, etc.);

6. page indicates rejection; and

7. total number of pages is two (2).

The tester shall terminate the authenticated session.

RE 4.4.1-A.14 IVVR vote-capture device, IVVR non-human-readable contents permitted:

The IVVR MAY include machine-readable encodings of the electronic CVR and other information that is not human-readable.

AS 4.4.1-A.14-1 IVVR vote-capture device, IVVR non-human-readable contents permitted:

The IVVR MAY include machine-readable encodings of the electronic CVR and other information that is not human-readable.

Analysis:

AS 4.4.1-A.14-1 IVVR vote-capture device, IVVR non-human-readable contents permitted is tested under RE 4.4.1-A.8 IVVR vote-capture device, IVVR public format.
RE 4.4.1-A.15 IVVR vote-capture device, IVVR machine-readable part contains same information as human-readable part:

If a non-human-readable encoding is used on the IVVR, it SHALL contain the entirety of the human-readable information on the record.  

AS 4.4.1-A.15-1 IVVR vote-capture device, IVVR machine-readable part contains same information as human-readable part:

If a non-human-readable encoding is used on the IVVR, it SHALL contain the entirety of the human-readable information on the record.  

Analysis:

AS 4.4.1-A.15-1 IVVR vote-capture device, IVVR machine-readable part contains same information as human-readable part verifies that the portion of the IVVR that is not human-readable is a superset of the portion that is human-readable.

*****TE 4.4.1-A.15-1.1 IVVR vote-capture device, IVVR machine-readable part contains same information as human-readable part:
TE 4.4.1-A.15-1.1 IVVR vote-capture device, IVVR machine-readable part contains same information as human-readable part is not applicable if the SUT does not perform the vote-capture function.
TE 4.4.1-A.15-1.1 IVVR vote-capture device, IVVR machine-readable part contains same information as human-readable part is not applicable if the SUT produces IVVR that contains only human readable information

TE 4.4.1-A.15-1.1 IVVR vote-capture device, IVVR machine-readable part contains same information as human-readable part shall be conducted after the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall identify all data on the IVVR that is not recorded in a human-readable format.

The tester shall convert all such data into human-readable format.

The tester shall verify that the converted data includes all data provided on the IVVR in human-readable format.

RE 4.4.1-A.16 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information:

If a non-human-readable encoding is used on the IVVR, the encoding MAY also contain information intended to ensure the correct decoding of the information stored within, including:

a. Checksums;

b. Error correcting codes;

c. Digital signatures; and

d. Message Authentication Codes.

AS 4.4.1-A.16-1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information:

If a non-human-readable encoding is used on the IVVR, the encoding MAY also contain information intended to ensure the correct decoding of the information stored within, including:

a. Checksums;

b. Error correcting codes;

c. Digital signatures; and

d. Message Authentication Codes.

Analysis:

AS 4.4.1-A.16-1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information is optional and manufacturers may choose whether to comply with AS 4.4.1-A.16-1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information.  Compliant devices must provide one or more of the listed options to provide tamper resistance.

MA 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information:

If the SUT produces IVVR with error detection code, the manufacturer documentation shall describe the error detection mechanism and procedures for error detection.[[Not in next VVSG Part 2]]

*****TE 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Positive:

TE 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information is not applicable if the SUT does not perform the vote-capture function.
TE 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Positive is not applicable if the IVVR does not contain information that is not human-readable.  In other words, TE 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Positive is not applicable if the IVVR only contains human-readable information.

TE 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Positive is not applicable if the SUT does not include error detection codes in the IVVR.

TE 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Positive shall be conducted after the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall examine the manufacturer documentation per MA 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information and verify that the error detection mechanism is one of the following:

1. Checksum

2. Error correcting code

3. Digital signature

4. Message Authentication Code

The tester shall verify the integrity of IVVR non-human readable information using the procedures per MA 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information.

*****TE 4.4.1-A.16-1.2 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Negative:
TE 4.4.1-A.16-1.2 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Negative is not applicable if the SUT does not perform the vote-capture function.
TE 4.4.1-A.16-1.2 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Negative is not applicable if the IVVR does not contain information that is not human-readable.  In other words, TE 4.4.1-A.16-1.2 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Negative is not applicable if the IVVR only contains human-readable information.

TE 4.4.1-A.16-1.2 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Negative is not applicable if the SUT does not include error detection codes in the IVVR.

TE 4.4.1-A.16-1.2 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Negative shall be conducted after the TE 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information – Positive.

The tester shall modify the IVVR data.  For example, for paper IVVR, the tester shall modify machine readable data by adding an extra marking on one of the vote choices.  For electronic IVVR, the tester shall modify one of the data bytes.

The tester shall attempt to verify the integrity of IVVR non-human readable information using the procedures per MA 4.4.1-A.16-1.1 IVVR vote-capture device, IVVR machine-readable contents may include error correction/detection information.  The tester shall verify that the attempt fails.

Any integrity verification mechanism is a probabilistic mechanism.  When mechanism such as check sum or error correcting code is used, and the number of redundant bits is small, it is possible that the integrity mechanism will succeed.  In that case, the tester shall make a second attempt to make yet another modification and verification.  Assuming that the redundancy has 16 bits of entropy, the fail of second attempt shall be judged as a failure of this test procedure (i.e., TE).

RE 4.4.1-A.17 IVVR vote-capture device, public format for IVVR non-human-readable data:

Any non-human-readable information on the IVVR SHALL be presented in a fully disclosed public format

AS 4.4.1-A.17-1 IVVR vote-capture device, public format for IVVR non-human-readable data:

Any non-human-readable information on the IVVR SHALL be presented in a fully disclosed public format

Analysis:

RE 4.4.1-A.17 IVVR vote-capture device, public format for IVVR non-human-readable data is tested by TE 4.4.1-A.8-1.1 IVVR vote-capture device, IVVR public format.

RE 4.4.2.1-A VVPAT, definition and components:

A VVPAT SHALL consist minimally of the following fundamental components:

a. A voting device, on which a voter makes selections and prepares to cast a ballot;

b. A printer that prints a VVPR summary of the voter’s ballot selections, and that allows the voter to compare it with the electronic ballot selections;

c. A mechanism by which the voter may indicate acceptance or rejection of the VVPR;

d. Ballot box/cartridge to contain accepted and voided VVPRs; and

e. A VVPR for each electronic CVR.  The VVPR may be printed on a separate sheet for each VVPR (“cut-sheet VVPAT”) or on a continuous paper roll (“paper-roll VVPAT”).

AS 4.4.2.1-A-1 VVPAT, definition and components:

A VVPAT SHALL consist minimally of the following fundamental components:

a. A voting device, on which a voter makes selections and prepares to cast a ballot;

b. A printer that prints a VVPR summary of the voter’s ballot selections, and that allows the voter to compare it with the electronic ballot selections;

c. A mechanism by which the voter may indicate acceptance or rejection of the VVPR;

d. Ballot box/cartridge to contain accepted and voided VVPRs; and

e. A VVPR for each electronic CVR.  The VVPR may be printed on a separate sheet for each VVPR (“cut-sheet VVPAT”) or on a continuous paper roll (“paper-roll VVPAT”).

Analysis:

If the manufacturer claims that the SUT is a VVPAT device then it must have the required components.

MA 4.4.2.1-A-1.1 VVPAT, definition and components:

The manufacturer documentation shall describe the major components of the system (see VVSG Part 2 Documentation, Chapter 4.1 and subchapters thereof.).

*****TE 4.4.2.1-A-1.1 VVPAT, definition and components – verifying components:

TE 4.4.2.1-A-1.1 VVPAT, definition and components – verifying components is not applicable if the SUT does not perform a VVPAT vote-capture device. 

The tester shall verify that the manufacturer documentation per MA 4.4.2.1-A-1.1 VVPAT, definition and components includes the following as the components of the SUT:

1. Voting device;

2. Printer; and

3. Ballot box/cartridge.

The tester shall inspect the SUT and verify that the SUT includes a printer and a ballot box or other secure storage to hold printed ballots.

Voter acceptance/rejection mechanism has been already verified under the requirement RE 4.4.1-A.12 IVVR vote-capture device, IVVR accepted or rejected.

Production of one VVPR for each electronic CVR is tested under the TE 4.2.2-A-1.1 IVVR, support for hand audit.

RE 4.4.2.2-A VVPAT, printer connection to voting system:

The VVPAT printer SHALL be physically connected via a standard, publicly documented printer port using a standard communications protocol.

AS 4.4.2.2-A-1 VVPAT, printer connection to voting system:

The VVPAT printer SHALL be physically connected via a standard, publicly documented printer port using a standard communications protocol.

Analysis:

It is not uncommon for manufacturers to use a standard signaling protocol with non-standard cables or connectors. AS 4.4.2.2-A-1 VVPAT, printer connection to voting system verifies that the printer is connected using a connector, cable, and signaling protocol that are approved by an open standards committee (e.g. IEEE, ANSI). Compliance with AS 4.4.2.2-A-1 VVPAT, printer connection to voting system will allow other brands of printer to communicate with the VVPAT vote capture device if required in the future.

MA 4.4.2.2-A-1.1 VVPAT, printer connection to voting system:

RE 4.4.2.2-A VVPAT, printer connection to voting system is not applicable if the SUT does not perform the VVPAT vote-capture function. 

The manufacturer documentation shall identify the standard(s) the printer connection complies with (e.g. USB, IEEE 1394, et. Al.).  If multiple connections are supported, then the manufacturer documentation shall identify which connection technology and standard are used to connect the printer to the VVPAT vote-capture device.

*****TE 4.4.2.2-A-1.1 VVPAT, printer connection to voting system – verifying cables:

TE 4.4.2.2-A-1.1 VVPAT, printer connection to voting system – verifying cables is not applicable if the SUT does not perform the VVPAT vote-capture function.
The tester shall review the printer documentation to determine the ports and protocol used by the printer.

The tester shall verify standards compliance. Verification shall include:

1. Checking the cable, and

2. Checking the connectors at each end of the cable.

To check the cable, the tester shall answer each of the following questions:

1. Does the printer documentation make a claim of standards compliance for this connection (e.g. USB, IEEE 1394)?

2. Are each of the applicable standards publicly documented?

3. Will the connection support printers from more than one manufacturer?

4. Does the cable match the physical specifications specified in the standard(s) (e.g. minimum length, maximum length, insulation)?

To check the connectors at each end of the cable the tester should answer each of the following questions:

1. Do the connectors match the physical specifications specified in the standard(s) (e.g. size, shape, and pinout)?

RE 4.4.2.2-B VVPAT, printer able to detect errors:

The VVPAT SHALL detect printer errors that may prevent VVPRs from being correctly displayed, printed or stored, such as lack of consumables such as paper, ink, or toner, paper jams/misfeeds, and memory errors.

Analysis: The term “displaying” is intended to convey viewing by the voter.  The term “displaying” is included as distinct from “printing” since paper jam can occur during printing or when printed paper is rolled 

Analysis: The term “storage” is intended to mean storing the VVPR cut-sheet in a box or paper in the paper roll.

AS 4.4.2.2-B-1 VVPAT, printer able to detect errors:

The VVPAT SHALL detect printer errors that may prevent VVPRs from being correctly displayed, printed or stored, such as lack of consumables such as paper, ink, or toner, paper jams/misfeeds, and memory errors.

Analysis:

AS 4.4.2.2-B-1 VVPAT, printer able to detect errors verifies that the SUT doesn’t silently complete the voting process if the printer fails to print the VVPR.

*****TE 4.4.2.2-B-1.1 VVPAT, printer able to detect errors – out of paper:

TE 4.4.2.2-B-1.1 VVPAT, printer able to detect errors – out of paper is not applicable if the SUT does not perform the VVPAT vote-capture function. 

TE 4.4.2.2-B-1.1 VVPAT, printer able to detect errors – out of paper shall be conducted after the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall remove all paper supply from the printer.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.2; 3.1 and 3.2. 
The tester shall attempt to print the VVPAT.

The tester shall verify that the SUT detects the printer error condition and displays an error message to the voter.

The tester shall verify that he/she can not see any previously printed ballots.

The tester shall verify that the SUT displays an unambiguous indication of whether the current vote has been cast, discarded, or is waiting to be completed.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an administrator.

The tester shall examine the event log and verify the following:

1. There is a printer error event.

2. The time of event is when TE 4.4.2.2-B-1.1 VVPAT, printer able to detect errors – out of paper was conducted.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall attempt to cancel the current vote.

The tester shall verify that the voter choices are not displayed.

The tester shall verify that the vote is cancelled by the SUT if and only if the voter indication was that the vote is cast.
The tester shall verify that the SUT is in suspended state.

The tester shall replenish the paper supply (e.g., paper-roll or cut sheets, etc.)

The tester shall verify that previously printed ballots are not visible.

The tester shall put the SUT in the activated state.

The tester shall terminate the authenticated session.
*****TE 4.4.2.2-B-1.2 VVPAT, printer able to detect errors – out of ink or toner:

TE 4.4.2.2-B-1.2 VVPAT, printer able to detect errors – out of ink or toner is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.2-B-1.2 VVPAT, printer able to detect errors – out of ink or toner is not applicable if the SUT does not use a printer that consumes ink or toner.
TE 4.4.2.2-B-1.2 VVPAT, printer able to detect errors – out of ink or toner shall be conducted immediately after the TE 4.4.2.2-B-1.1 VVPAT, printer able to detect errors – out of paper.

The tester shall remove all ink/toner supply from the printer. 

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.1; 3.1 and 3.2. 
The tester shall attempt to print the VVPAT.

The tester shall verify that the SUT detects the printer error condition and displays an error message to the voter.

The tester shall verify that the SUT displays an unambiguous indication of whether the current vote has been cast, discarded, or is waiting to be completed.

The tester shall verify that previously printed ballots are not visible.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an administrator.

The tester shall examine the event log and verify the following:

1. There is a printer error event.

2. The time of event is when TE 4.4.2.2-B-1.2 VVPAT, printer able to detect errors – out of ink or toner is conducted.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall attempt to cancel the current vote.

The tester shall verify that the voter choices are not displayed.

The tester shall verify that the vote is cancelled by the SUT if and only if the voter indication was that the vote is cast.
The tester shall verify that the SUT is in suspended state.

The tester shall replenish the printer with ink/toner.

The tester shall verify that previously printed ballots are not visible.

The tester shall put the SUT in the activated state.

The tester shall terminate the authenticated session.
*****TE 4.4.2.2-B-1.3 VVPAT, printer able to detect errors – power failure:

TE 4.4.2.2-B-1.3 VVPAT, printer able to detect errors – power failure is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.2-B-1.3 VVPAT, printer able to detect errors – power failure is not applicable if the printer cannot be powered off separately from the SUT.
TE 4.4.2.2-B-1.3 VVPAT, printer able to detect errors – power failure shall be conducted immediately after the TE 4.4.2.2-B-1.2 VVPAT, printer able to detect errors – out of ink or toner.

The tester shall power-off the printer.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to cast a sample ballot using the following choices: 1.1; 2.1; 3.3 and 3.4. 
The tester shall attempt to print the VVPAT.

The tester shall verify that the SUT detects the printer error condition and displays an error message to the voter.

The tester shall verify that the SUT displays an unambiguous indication of whether the current voter’s vote has been cast, discarded, or is waiting to be completed.

The tester shall verify that previously printed ballots are not visible.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an Election Judge.

The tester shall attempt to cancel the just cast vote.

The tester shall verify that the voter choices are not displayed.

The tester shall verify that the vote is cancelled by the SUT if and only if the voter indication was that the vote is cast.

The tester shall apply power to the printer.

The tester shall verify that previously printed ballots are not visible.

The tester shall verify that the SUT is in suspended state.

The tester shall put the SUT in the activated state.

The tester shall terminate the authenticated session.
*****TE 4.4.2.2-B-1.4 VVPAT, printer able to detect errors – paper jam/misfeed:

TE 4.4.2.2-B-1.4 VVPAT, printer able to detect errors – paper jam/misfeed is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.2-B-1.4 VVPAT, printer able to detect errors – paper jam/misfeed shall be conducted immediately after the TE 4.4.2.2-B-1.3 VVPAT, printer able to detect errors – power failure.

The tester shall open the printer and create a paper jam.  Alternatively, the tester may load very thick paper in the printer that prints the ballots.

During this operation, the tester shall verify that previously printed ballots are not visible.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.2; 3.2 and 3.5. 
The tester shall attempt to print the VVPAT.

The tester shall verify that the SUT detects the printer error condition and displays an error message to the voter.

The tester shall verify that the SUT displays an unambiguous indication of whether the current vote has been cast, discarded, or is waiting to be completed.

The tester shall verify that previously printed ballots are not visible.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an administrator.

The tester shall examine the event log and verify the following:

1. There is a printer error event.

2. The time of event is when TE 4.4.2.2-B-1.4 VVPAT, printer able to detect errors – paper jam/misfeed is conducted.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall attempt to cancel the current vote.

The tester shall verify that the voter choices are not displayed.

The tester shall verify that the vote is cancelled by the SUT if and only if the voter indication was that the vote is cast.

The tester shall verify that the SUT is in suspended state.

The tester shall remove the jammed paper.

The tester shall verify that previously printed ballots are not visible.

The tester shall terminate the authenticated session.

*****TE 4.4.2.2-B-1.5 VVPAT, printer able to detect errors – paper jam/misfeed after printing:

TE 4.4.2.2-B-1.5 VVPAT, printer able to detect errors – paper jam/misfeed after printing is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.2-B-1.5 VVPAT, printer able to detect errors – paper jam/misfeed after printing shall be conducted immediately after the TE 4.4.2.2-B-1.4 VVPAT, printer able to detect errors – paper jam/misfeed.

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to cast a sample ballot using the following choices: 1.1; 2.2; 3.3 and 3.4. 
The tester shall attempt to print the VVPAT.

The tester shall attempt to jam the printer after the ballot is printed.

The tester shall verify that the SUT detects the printer error condition and displays an error message to the voter.

The tester shall verify that the SUT displays an unambiguous indication of whether the current vote has been cast, discarded, or is waiting to be completed.

The tester shall verify that previously printed ballots are not visible.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an administrator.

The tester shall examine the event log and verify the following:

1. There is a printer error event.

2. The time of event is when TE 4.4.2.2-B-1.5 VVPAT, printer able to detect errors – paper jam/misfeed after printing is conducted.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall attempt to cancel the current vote.

The tester shall verify that the voter choices are not displayed.

The tester shall verify that the vote is cancelled by the SUT if and only if the voter indication was that the vote is cast.

The tester shall verify that the SUT is in suspended state.

The tester shall remove the jammed paper.

The tester shall verify that previously printed ballots are not visible.

*****TE 4.4.2.2-B-1.6 VVPAT, printer able to detect errors – storage:

TE 4.4.2.2-B-1.6 VVPAT, printer able to detect errors – storage is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.2-B-1.6 VVPAT, printer able to detect errors – storage shall be conducted immediately after the TE 4.4.2.2-B-1.5 VVPAT, printer able to detect errors – paper jam/misfeed after printing.

The tester shall make sure that the storage for VVPR is full (e.g., no more room for cut sheets or for rolls).

The tester shall authenticate to the SUT as a Voter.

The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.1; 3.1 and 3.5. 
The tester shall attempt to print the VVPAT.

The tester shall verify that the SUT displays an unambiguous indication of whether the current vote has been cast, discarded, or is waiting to be completed.

The tester shall verify that previously printed ballots are not visible.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an administrator.

The tester shall examine the event log and verify the following:

1. There is a printer error event.

2. The time of event is when TE 4.4.2.2-B-1.6 VVPAT, printer able to detect errors – storage is conducted.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall attempt to cancel the current vote.

The tester shall verify that the voter choices are not displayed.

The tester shall verify that the vote is cancelled by the SUT if and only if the voter indication was that the vote is cast.

The tester shall verify that the SUT is in suspended state.

The tester shall verify that previously printed ballots are not visible.

Note: The purpose of the following steps is to verify that the six printer errors in the six TEs did not result in a valid CVR.

The tester shall close the polls.

The tester shall obtain the electronic CVRs.

The tester shall verify the following:

1. There is no CVR for or a rejected CVR for 1.2; 2.2; 3.1 and 3.2.

2. There is no CVR for or a rejected CVR for 1.2; 2.1; 3.1 and 3.2.

3. There is no CVR for or a rejected CVR for 1.1; 2.1; 3.3 and 3.4.

4. There is no CVR for or a rejected CVR for 1.2; 2.2; 3.2 and 3.5.

5. There is no CVR for or a rejected CVR for 1.1; 2.2; 3.3 and 3.4.

6. There is no CVR for or a rejected CVR for 1.2; 2.1; 3.1 and 3.5.

The tester shall terminate the authenticated session.

RE 4.4.2.2-C VVPAT, error handling specific requirements:

If a printer error or malfunction is detected, the VVPAT SHALL:

a. Present a clear indication to the voter and election officials of the malfunction.  This must indicate clearly whether the current voter’s vote has been cast, discarded, or is waiting to be completed;

b. Suspend voting operations until the problem is resolved;

c. Allow canceling of the current voter’s electronic CVR by election officials in the case of an unrecoverable error; and

d. Protect the privacy of the voter while the error is being resolved.

AS 4.4.2.2-C-1 VVPAT, error handling specific requirements:

If a printer error or malfunction is detected, the VVPAT SHALL:

e. Present a clear indication to the voter and election officials of the malfunction.  This must indicate clearly whether the current voter’s vote has been cast, discarded, or is waiting to be completed;

f. Suspend voting operations until the problem is resolved;

g. Allow canceling of the current voter’s electronic CVR by election officials in the case of an unrecoverable error; and

h. Protect the privacy of the voter while the error is being resolved.

Analysis:

AS 4.4.2.2-C-1 VVPAT, error handling specific requirements is tested under RE 4.4.2.2-B VVPAT, printer able to detect errors.

RE 4.4.2.2-C.1 VVPAT, general recovery from misuse or voter error:

Voter actions SHALL NOT be capable of causing a discrepancy between the VVPR and its corresponding electronic CVR.

[[Negative requirements cannot be proven by testing. If this requirement remains a negative requirement then it is likely best handled as an OEVT requirement. The positive case of sample voting and getting exact correspondence between IVVR and electronic CVR has already been tested.]]

AS 4.4.2.2-C.1-1 VVPAT, general recovery from misuse or voter error:

Voter actions SHALL NOT be capable of causing a discrepancy between the VVPR and its corresponding electronic CVR.

Analysis:

We have already verified the correspondence between the IVVR and the electronic CVR during sample voting under TE 4.2.2-A-1.1 IVVR, support for hand audit.

*****TE 4.4. 2.2-C.1-1 VVPAT, general recovery from misuse or voter error:

The tester shall examine the code that handles voter actions.

The tester shall verify from the code examination that the action changes the CVR and VVPR the same way for each voter action.  

RE 4.4.2.3-A VVPAT, prints and displays a paper record:

The VVPAT shall provide capabilities for the voter to print a VVPR and compare with a summary of the voter’s electronic ballot selections prior to the voter casting a ballot.
Analysis: RE 4.4.2.3-A VVPAT, prints and displays a paper record is tested under the tests for RE 4.4.1-A IVVR vote-capture device, IVVR creation.

RE 4.4.2.3-B VVPAT, ease of record comparison:

The VVPAT format and presentation of the VVPR and electronic summaries of ballot selections SHALL be designed to facilitate the voter’s rapid and accurate comparison.

AS 4.4.2.3-B-1 VVPAT, ease of record comparison:

The VVPAT format and presentation of the VVPR and electronic summaries of ballot selections SHALL be designed to facilitate the voter’s rapid and accurate comparison.

Analysis:

The electronic summary and the printed VVPR shall list information in the same order from left to right and from top to bottom.  Additional testing is carried out under usability aspects of the Human Factors and Privacy requirements.

*****TE 4.4.2.3-B-1.1 VVPAT, ease of record comparison:

TE 4.4.2.3-B-1.1 VVPAT, ease of record comparison is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.3-B-1.1 VVPAT, ease of record comparison shall be conducted after the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall compare the voter choice information printed on the IVVR against the electronic summary displayed by the SUT during ballot approval. The tester shall verify that the information is printed in the same order left to right and top to bottom.

RE 4.4.2.3-C VVPAT, vote acceptance process requirements:

When a voter indicates that the VVPR is to be accepted, the VVPAT SHALL:

a. Immediately print an unambiguous indication that the vote has been accepted, in view of the voter;

b. Electronically store the CVR as a cast vote; and

c. Deposit the VVPR into the ballot box or other receptacle.

AS 4.4.2.3-C-1 VVPAT, vote acceptance process requirements:

When a voter indicates that the VVPR is to be accepted, the VVPAT SHALL:

a. Immediately print an unambiguous indication that the vote has been accepted, in view of the voter;

b. Electronically store the CVR as a cast vote; and

c. Deposit the VVPR into the ballot box or other receptacle.

Analysis:

Printing an indication of vote acceptance in view of the voter is tested under TE 4.4.1-A.12-1.1 IVVR vote-capture device, IVVR accepted or rejected – acceptance.  Verifying that the CVR is stored by the SUT is tested under TE 4.2.2-A-1.1 IVVR, support for hand audit.  Providing a container to hold the VVPR is tested under TE 4.4.2.1-A-1.1 VVPAT, definition and components – verifying components and depositing in the container is tested under TE 4.4.1-A.12-1.1 IVVR vote-capture device, IVVR accepted or rejected.

RE 4.4.2.3-D VVPAT, vote rejection process requirements:

When a voter indicates that the VVPR is to be rejected, the VVPAT SHALL:

a. Immediately print an unambiguous indication that the vote has been rejected, in view of the voter;

b. Electronically store a record that the VVPR was rejected including the summary of choices; and

c. Deposit the rejected VVPR into the ballot box or other receptacle.

AS 4.4.2.3-D-1 VVPAT, vote rejection process requirements:

When a voter indicates that the VVPR is to be rejected, the VVPAT SHALL:

a. Immediately print an unambiguous indication that the vote has been rejected, in view of the voter;

b. Electronically store a record that the VVPR was rejected including the summary of choices; and

c. Deposit the rejected VVPR into the ballot box or other receptacle.

Analysis:

Printing an indication of vote rejection in view of the voter is tested under TE 4.4.1-A.12-1.1 IVVR vote-capture device, IVVR accepted or rejected.  Verifying that the CVR is stored as by the SUT will be done under TE 4.4.2.3-D-1.1 VVPAT, vote rejection process requirements.  Providing a container to hold the VVPR is tested under TE 4.4.2.1-A-1.1 VVPAT, definition and components – verifying components and depositing in the container is tested under TE 4.4.1-A.12-1.1 IVVR vote-capture device, IVVR accepted or rejected.

*****TE 4.4.2.3-D-1.1 VVPAT, vote rejection process requirements:

TE 4.4.2.3-D-1.1 VVPAT, vote rejection process requirements is not applicable if the SUT does not perform the vote-capture function.
The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as central election official.

The tester shall configure the SUT for the Simple Test Ballot.

The tester shall put the SUT in activated state.

The tester shall configure the SUT to print CVR correspondence information on the VVPAT.

The tester shall terminate the authenticated session.

The tester shall cast five (5) sample ballots as follows, each time authenticating as a voter and terminating the authenticated session after casting the ballot.

Each time when the ballot is cast, the voter shall verify that the IVVR is not visible after the voter accepts the cast ballot and the ballot is printed.
Voter#1 – 1.2, 2.1, 3.1, 3.2 (accepted)
Voter#2 – 1.1, 2.2, 3.3, 3.5 (rejected)
Voter#3 – 1.1, 2.1, 3.4, 3.5 (rejected)
Voter#4 – 1.2, 2.2, 3.1, 3.5 (accepted)
Voter#5 – 1.1, 2.1, 3.3, 3.4 (accepted)
The tester shall authenticate to the SUT as an Election Judge.

The tester shall close the polls.

The tester shall compare the IVVR produced by the SUT with the electronic CVR.  TE 4.4.2.3-D-1.1 VVPAT, vote rejection process requirements is successful if all of the following are satisfied:

1. The tester can read and understand human-readable part of the IVVRs without any additional information that is already not on the IVVR.

2. There are three accepted IVVRs and they are as follows:

a) 1.2, 2.1, 3.1, 3.2

b) 1.2, 2.2, 3.1, 3.5

c) 1.1, 2.1, 3.3, 3.4
3. There are two rejected IVVRs and they are as follows:

a) 1.1, 2.2, 3.3, 3.5

b) 1.1, 2.1, 3.4, 3.5
4. There are three accepted CVR and they contain the following voter choices:

a) 1.2, 2.1, 3.1, 3.2

b) 1.2, 2.2, 3.1, 3.5

c) 1.1, 2.1, 3.3, 3.4
5. There are two rejected CVR and they contain the following voter choices:

a) 1.1, 2.2, 3.3, 3.5

b) 1.1, 2.1, 3.4, 3.5
6. The tester shall use optical scanning to read the random identifier on the IVVRs.

7. For each of the five CVR, if the CVR contains a random identifier, the random identifier matches the random identifier on a corresponding IVVR with the vote selections on the CVR and IVVR matching.  
RE 4.4.2.3-D.1 VVPAT, rejected vote configurable limits per voter:

The VVPAT SHALL have the capacity to be configured to limit the number of times a single voter may reject a VVPR without election official intervention.  The VVPAT SHALL support limits between zero (any rejected VVPR requires election official intervention) to five times, and MAY support an unlimited number of rejections without election official intervention.

AS 4.4.2.3-D.1-1 VVPAT, rejected vote configurable limits per voter:

The VVPAT SHALL have the capacity to be configured to limit the number of times a single voter may reject a VVPR without election official intervention.  The VVPAT SHALL support limits between zero (any rejected VVPR requires election official intervention) to five times.

Analysis:

AS 4.4.2.3-D.1-1 VVPAT, rejected vote configurable limits per voter will verify that the SUT supports a configurable rejection limit per voter and places the SUT in the suspended state when the limit is reached.

*****MA 4.4.2.3-D.1-1.1 VVPAT, rejected vote configurable limits per voter:

MA 4.4.2.3-D.1-1.1 VVPAT, rejected vote configurable limits per voter is not applicable if the SUT is not a VVPAT vote-capture device.
The manufacturer documentation shall provide procedures for configure the SUT for the number of times a single voter may reject a VVPR without election official intervention.  [[Not in next VVSG Part 2.]]

*****TE 4.4.2.3-D.1-1.1 VVPAT, rejected vote configurable limits per voter:

TE 4.4.2.3-D.1-1.1 VVPAT, rejected vote configurable limits per voter is not applicable if the SUT is not a VVPAT vote-capture device.
The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a central election official.

The tester shall configure the SUT for the Simple Test Ballot.

The tester shall put the SUT in activated state.

The tester shall terminate the authenticated session.
The tester shall repeat the following steps for each of N = 1, 2, 3, 4, 5, and 6:

1. .The tester shall authenticate to the SUT as an Election Judge.
2. Using the procedures per MA 4.4.2.3-D.1-1.1 VVPAT, rejected vote configurable limits per voter, the tester shall configure the SUT to have a VVPR rejection limit per voter of N-1 so that it will require election official intervention when N rejected VVPR(s) are generated by a voter.

3. Using the procedures per MA 4.4.2.3-D.2-2.1 VVPAT, rejected vote limits per machine – No Limit, the tester shall configure the SUT for total rejection limit of 50. (Note: This steps is carried out so that total machine rejection threshold does not require election official intervention.)

4. The tester shall put the SUT in the voting state.
5. The tester shall terminate the authenticated session.

6. The tester shall authenticate to the SUT as a Voter.

7. The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.2; 3.1 and 3.2. 

8. The tester shall reject the VVPR N times.  Each time, the voter shall verify that the rejected VVPR (including the Nth one) is put in the SUT vote receptacle and the rejected VVPR is not visible after being put in the receptacle.

9. The tester shall verify that the SUT screen does not display any voter choices.

10. The tester shall verify that the SUT screen displays a message that the vote has been rejected.

11. The tester shall verify that the SUT screen also displays a message indicating the need for an election official to intervene.
12. The tester shall authenticate to the device as an Election Judge.

13. The tester shall verify that the device is in the suspended state.
14. The tester shall put the SUT in the voting state.
15. The tester shall terminate the authenticated session.

AS 4.4.2.3-D.1-2 VVPAT, rejected vote configurable limits per voter:

The VVPAT MAY support an unlimited number of rejections without election official intervention.

Analysis:

AS 4.4.2.3-D.1-2 VVPAT, rejected vote configurable limits per voter does not require anything testable.

RE 4.4.2.3-D.2 VVPAT, rejected vote limits per machine:

The VVPAT SHALL have the capacity to limit the total number of VVPRs that a machine may reject before election official intervention is required.  The VVPAT SHALL permit the setting of no limit, so that no number of total rejected VVPRs requires immediate election official intervention.

[[Consider changing language to state ‘are rejected by voter(s) using the machine’.]]

AS 4.4.2.3-D.2-1 VVPAT, rejected vote limits per machine:

The VVPAT SHALL have the capacity to limit the total number of VVPRs that a machine may reject before election official intervention is required.  

Analysis:

AS 4.4.2.3-D.2-1 VVPAT, rejected vote limits per machine will verify that the SUT supports a configurable rejection limit per machine and places the SUT in the suspended state when the limit is reached.

*****TE 4.4.2.3-D.2-1.1 VVPAT, rejected vote limits per machine:

TE 4.4.2.3-D.2-1.1 VVPAT, rejected vote limits per machine is not applicable if the SUT is not a VVPAT vote-capture device.
The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a central election official.

The tester shall configure the SUT for the Simple Test Ballot.

The tester shall put the SUT in activated state.

Using the procedures per MA 4.4.2.3-D.1-1.1 VVPAT, rejected vote configurable limits per voter, the tester shall set the per voter rejection limit to 5.

Using the procedures per MA 4.4.2.3-D.2-2.1 VVPAT, rejected vote limits per machine – No Limit, the tester shall set the total rejection limit to 18.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an Election Judge.

The tester shall put the SUT in the voting state

The tester shall terminate the authenticated session.

The tester shall repeat the following steps three times.

1. The tester shall authenticate to the SUT as a Voter.

2. The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.2; 3.1 and 3.2. 

3. The tester shall reject the cast ballot five (5) times.  Each time, the voter shall verify that the rejected ballot (including the 5th one is put in the SUT vote receptacle.

4. The tester shall then accept the cast ballot.

5. The tester shall verify that the accepted/cast ballot is put in the SUT vote receptacle.

6. The tester shall verify that the printed ballot is not visible after being put in the ballot receptacle.
7. The tester shall terminate the authenticated session.
The tester shall carry out the following steps:

1. The tester shall authenticate to the SUT as a Voter.

2. The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.2; 3.1 and 3.2. 

3. The tester shall reject the cast ballot four (4) times.  Each time, the voter shall verify that the rejected ballot (including the 4th one is put in the SUT vote receptacle.

4. The tester shall verify that the SUT screen does not display any voter choices.

5. The tester shall verify that the SUT screen displays a message that the vote has been rejected.

6. The tester shall verify that the SUT screen also displays a message indicating the need for an election official to intervene.

7. The tester shall authenticate to the device as an Election Judge.
8. The tester shall verify that the device is in the suspended state.
9. The tester shall put the SUT in the voting state.

10. The tester shall terminate the authenticated session.

AS 4.4.2.3-D.2-2 VVPAT, rejected vote limits per machine – No Limit:

The VVPAT SHALL permit the setting of no limit, so that no number of total rejected VVPRs requires immediate election official intervention.

*****MA 4.4.2.3-D.2-2.1 VVPAT, rejected vote limits per machine – No Limit:

AS 4.4.2.3-D.2-2 VVPAT, rejected vote limits per machine is not applicable if the SUT does not perform the VVPAT vote-capture function.
Manufacturer documentation shall specify the procedure to be used for configuring the SUT for VVPR rejection limit for the machine.  [[Not in next VVSG Part 2.]]

*****TE 4.4.2.3-D.2-2.1 VVPAT, rejected vote limits per machine – No Limit:

TE 4.4.2.3-D.2-2.1 VVPAT, rejected vote limits per machine – No Limit is not applicable if the SUT is not a VVPAT vote-capture device.
The tester shall use the manufacturer procedures per MA 4.4.2.3-D.2-2.1 VVPAT, rejected vote limits per machine – No Limit to set the machine VVPAT rejection limit.

The tester shall verify that one of the options available is to set no limit, i.e., make the number of permitted rejections limitless or infinite.
RE 4.4.2.3-D.3 VVPAT, rejected vote election official intervention:

When a VVPAT reaches a configured limit of rejected VVPRs per voter or per machine, it SHALL do the following:

a. Remove any indication of the voter’s choices from the screen;

b. Place the VVPR that has been rejected into the ballot box or other receptacle;

c. Clearly display that a VVPR has been rejected and indicate the need for election official intervention; and

d. Suspend normal operations until re-enabled by an authorized election official.

Analysis:

RE 4.4.2.3-D.3 VVPAT, rejected vote election official intervention is tested by the following:

· Per voter limit requirement is tested by TE 4.4.2.3-D.1-1.1 VVPAT, rejected vote configurable limits per voter.

· Per machine limit requirement is tested by TE 4.4.2.3-D.2-1.1 VVPAT, rejected vote limits per machine.

RE 4.4.2.4-A VVPAT, machine readability of VVPAT VVPR:

The human-readable contents of the VVPAT VVPR SHALL be created in a manner that is machine-readable by optical character recognition.

AS 4.4.2.4-A-1 VVPAT, machine readability of VVPAT VVPR:

The human-readable contents of the VVPAT VVPR SHALL be created in a manner that is machine-readable by optical character recognition.

Analysis:

AS 4.4.2.4-A-1 VVPAT, machine readability of VVPAT VVPR verifies that the human-readable portion of the VVPAT VVPR can be scanned and read by OCR software.
*****MA 4.4.2.4-A-1.1 VVPAT, machine readability of VVPAT VVPR:

MA 4.4.2.4-A-1.1 VVPAT, machine readability of VVPAT VVPR is not applicable if the SUT does not perform the VVPAT vote-capture function.
If the IVVR has markings on both sides then manufacturer documentation must specify that the paper used to print the IVVR must have an opacity rating of 85%
 or greater to prevent text from showing through from the other side during scanning.

*****TE 4.4.2.4-A-1.1 VVPAT, machine readability of VVPAT VVPR:

TE 4.4.2.4-A-1.1 VVPAT, machine readability of VVPAT VVPR is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.4-A-1.1 VVPAT, machine readability of VVPAT VVPR shall be conducted after the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall verify that the IVVR is printed in a manner that will make it easy to scan and read using OCR software. The tester shall verify that the IVVR is printed:

1. Using only characters from the Latin alphabet (i.e. no accented or foreign characters such as ß, ü, ñ, or ú);
2. Using black characters on white paper (i.e. high contrast);

3. Does not make use of font formatting such as bold, italic, or underline;

4. Such that no watermark, overlaid image, or shading overlaps with the text; and

5. With individual letters laid out from left to right and appropriately spaced so that they are not overlapping.

RE 4.4.2.4-A.1 VVPAT, support for audit of machine-read representations:

The VVPAT SHALL include supporting software, hardware, and documentation of procedures to verify the agreement between the machine read content and the content as reviewed directly by an auditor.

AS 4.4.2.4-A.1-1 VVPAT, support for audit of machine-read representations:

The VVPAT SHALL include supporting software, hardware, and documentation of procedures to verify the agreement between the machine read content and the content as reviewed directly by an auditor.

Analysis:

AS 4.4.2.4-A.1-1 VVPAT, support for audit of machine-read representations verifies that the tester can verify that the data produced by using an OCR mechanism to read a paper IVVR can be audited.

*****MA 4.4.2.4-A.1-1.1 VVPAT, support for audit of machine-read representations:

AS 4.4.2.4-A.1-1 VVPAT, support for audit of machine-read representations is not applicable if the SUT does not perform the VVPAT vote-capture function. 

AS 4.4.2.4-A.1-1 VVPAT, support for audit of machine-read representations is not applicable if the VVPAT vote-capture device does not include OCR functionality for reading the VVPAT VVPR.

TE 4.4.2.4-A.1-1.1 VVPAT, support for audit of machine-read representations – documentation:

The tester shall verify that manufacturer documentation includes procedures for verifying the data read by the OCR device.

*****TE 4.4.2.4-A.1-1.2 VVPAT, support for audit of machine-read representations – test:

TE 4.4.2.4-A.1-1.2 VVPAT, support for audit of machine-read representations – test is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.4-A.1-1.2 VVPAT, support for audit of machine-read representations – test is not applicable if the VVPAT vote-capture device does not include OCR functionality for reading the VVPAT VVPR.

TE 4.4.2.4-A.1-1.2 VVPAT, support for audit of machine-read representations – test shall be conducted after the TE 4.4.1-A-1.1 IVVR vote-capture device, IVVR creation.

The tester shall use the provided OCR device to read the IVVR.

The tester shall follow the procedures in the manufacturer documentation for verifying the data read by the OCR device.

RE 4.4.2.4-B VVPAT, paper-roll, required human-readable content per roll:

Paper-roll VVPATs SHALL mark paper rolls with the following:

a. Polling place;

b. Reporting context;

c. Date of election;

d. If multiple paper rolls were produced during this election on this device, the number of the paper roll (e.g., Roll #2); and

e. A final summary line specifying how many total VVPRs appear on the roll, and how many accepted VVPRs appear on the roll.

AS 4.4.2.4-B-1 VVPAT, paper-roll, required human-readable content per roll:

Paper-roll VVPATs SHALL mark paper rolls with the following:

a. Polling place;

b. Reporting context;

c. Date of election;

d. If multiple paper rolls were produced during this election on this device, the number of the paper roll (e.g., Roll #2); and

e. A final summary line specifying how many total VVPRs appear on the roll, and how many accepted VVPRs appear on the roll.

Analysis:

AS 4.4.2.4-B-1 VVPAT, paper-roll, required human-readable content per roll verifies that the roll is marked as required.

Analysis:

It is assumed that the information on the roll may not be readable until the roll is finished.

*****MA 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll:

MA 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll is not applicable if the SUT does not perform the VVPAT vote-capture function.
The manufacturer documentation shall describe how to load the paper roll in the printer. [[Not in next VVSG Part 2]]

*****TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll:

TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll is not applicable if the SUT does not perform the VVPAT vote-capture function.

TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll is not applicable if the VVPAT vote-capture device does not include a printer that uses a paper-roll.
The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

Using the procedures per MA 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll, the tester shall load the SUT with a roll with only seven (7) pages length remaining.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a central election official.

The tester shall configure the SUT for the Complex Test Ballot.

The tester shall put the SUT in activated state.

The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an Election Judge.
The tester shall set the polling location as “TEST”

The tester shall put the SUT in the voting state

The tester shall terminate the authenticated session.
The tester shall create tester maintained manual counters for total ballots and for accepted ballots.

The tester shall set the tester’s counter of accepted ballots to zero (0).

The tester shall set the tester’s counter of total ballots to zero (0).

The tester shall conduct the following steps until the roll is finished.  Given the roll has seven pages, this should occur on the fourth ballot:

1. The tester shall authenticate to the SUT as a Voter.
2. The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.2; 3.1; 4.4 and 4.5; and Yes on referendum #1.

3. The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).  After the third ballot, the SUT may not product an IVVR or may produce an IVVR that is partial and they generate an “out of paper” error.

4. The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

5. The tester shall indicate their acceptance of the vote to the SUT.  Some of the times, the tester may reject the vote.  If the vote is accepted, increment the tester’s counter for accepted ballots by one.

6. The tester shall verify that the printed choices are no longer visible.

7. The tester shall increment the tester’s counter for total ballots by one.

8. The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT in a role authorized to open the printer and obtain the roll.

The tester shall note the roll number from the roll (say this is n).

The tester shall verify that the roll indicates the polling place as “TEST”

The tester shall verify that the roll indicates the reporting context as District1, Precinct1.

The tester shall verify that the roll indicates the date of election as the date TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll is conducted.

The tester shall verify that the total number ballots indicated on the roll matches the counter kept by the tester.

The tester shall verify that the number of accepted ballots indicated on the roll matches the counter kept by the tester.

The tester shall verify that last ballot is either fully printed or if partially printed, it was rejected by the SUT.

The tester shall insert a new roll in the printer.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a Voter.
The tester shall use the SUT to cast a sample ballot using the following choices: 1.2; 2.2; 3.1; and Yes for referendum 1.  (Note: The county commissioners contest is undervoted).

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their acceptance of the vote to the SUT.

The tester shall terminate the authenticated session

The tester shall authenticate to the SUT as a Voter.  The vote shall be marked provisional.

The tester shall use the SUT to complete a provisional ballot using the following choices: 1.1; 2.1; 3.2; Tom and Harry; and Yes to referendum 1.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their rejection of the provisional ballot to the SUT.

The tester shall use the SUT to cast a sample ballot using the following choices: 1.1; 2.2; 3.2; 4.2 and 4.3; and No to referendum 1.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).
The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their acceptance of the vote to the SUT.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall close the polls.

The tester shall retrieve the roll from the printer.

The tester shall verify that the roll number printed on the roll is n+1.

The tester shall verify that the roll indicates the polling place as “TEST”

The tester shall verify that the roll indicates the reporting context as District1, Precinct1

The tester shall verify that the roll indicates the date of election as the date TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll is conducted.

The tester shall verify that the total number ballots indicated on the roll is three (3).

The tester shall verify that the number of accepted ballots indicated on the roll is two (2).

RE 4.4.2.4-C VVPAT, paper-roll, information per VVPR:

Paper-roll VVPATs SHALL include the following on each VVPR:

a. Ballot configuration;

b. Type of voting (e.g., provisional, early, etc.);

c. Complete summary of voter’s choices;

d. For each ballot contest:

1. Contest name  (e.g., “Governor”);

2. Any additional information needed for unambiguous interpretation of the VVPR;

3. A clear indication, if the contest was undervoted; and

4. A clear indication, if the choice is a write-in vote.

e. An unambiguous indication of whether the ballot has been accepted or rejected by the voter.

AS 4.4.2.4-C-1 VVPAT, paper-roll, information per VVPR:

Paper-roll VVPATs SHALL include the following on each VVPR:

a. Ballot configuration;

b. Type of voting (e.g., provisional, early, etc.);

c. Complete summary of voter’s choices;

d. For each ballot contest:

1. Contest name  (e.g., “Governor”);

2. Any additional information needed for unambiguous interpretation of the VVPR;

3. A clear indication, if the contest was undervoted; and

4. A clear indication, if the choice is a write-in vote.

e. An unambiguous indication of whether the ballot has been accepted or rejected by the voter.

*****TE 4.4.2.4-C-1.1 VVPAT, paper-roll, information per VVPR:

TE 4.4.2.4-C-1.1 VVPAT, paper-roll, information per VVPR is not applicable if the SUT does not perform the VVPAT vote-capture function.

TE 4.4.2.4-C-1.1 VVPAT, paper-roll, information per VVPR is not applicable if the VVPAT vote-capture device does not include a printer that uses a paper-roll.
TE 4.4.2.4-C-1.1 VVPAT, paper-roll, information per VVPR shall be conducted after the TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll.

The tester shall examine last roll with three ballots on it.

The tester shall verify the following for the first ballot:

1. Ballot#1 is printed as the ballot configuration.

2. The ballot is marked as “regular” or there is no marking such as provisional, contested, or early.

3. The ballot indicates the following choices:

a) 1.2 for President/VP

b) 2.2 for Senator

c) 3.1 for House of Representatives

d) County Commissioners: None

e) Yes for referendum 1

f) None of the five contests are not marked “Write-In”

g) Only the representative contest is marked undervote.

h) None of the five contests are marked overvote.

4. The vote indicated accepted.

The tester shall verify the following for the second ballot:

1. Ballot#1 is printed as the ballot configuration.

2. The ballot is marked as “provisional”.

3. The ballot indicates the following choices:

a) 1.1 for President/VP

b) 2.1 for Senator

c) 3.2 for House of Representatives

d) County Commissioners: Tom and Harry

e) The county commissioners contest is clearly marked “Write-In”

f) None of the other contests are marked “Write-In”

g) None of the five contests is marked overvote or undervote

4. The vote indicated rejected.

The tester shall verify the following for the third ballot:

1. Ballot#1 is printed as the ballot configuration.

2. The ballot is marked as “provisional”.

3. The ballot indicates the following choices:

a) 1.1 for President/VP

b) 2.2 for Senator

c) 3.2 for House of Representatives

d) 4.2 and 4.3 for County Commissioners

e) None of the contests is marked “Write-In”

f) None of the contests is marked overvote or undervote

4. The vote indicated accepted.

RE 4.4.2.4-D VVPAT, paper-roll, VVPRs on a single roll:

Paper-roll VVPATs SHALL NOT split VVPRs across rolls; each VVPR must be contained in its entirety by the paper roll.

Analysis:

RE 4.4.2.4-D VVPAT, paper-roll, VVPRs on a single roll is tested under the test procedure TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll.

RE 4.4.2.4-E VVPAT, cut-sheet, content requirements per electronic CVR:

Cut-sheet VVPATs SHALL include the following on each VVPR:

a. Polling place;

b. Reporting context;

c. Date of election;

d. Ballot configuration

e. Type of voting (e.g., provisional, early, etc.);

f. Complete summary of voter’s choices;

g. For each ballot contest:

1. Contest name  (e.g., “Governor”);

2. Any additional information needed for unambiguous interpretation of the VVPR;

3. A clear indication, if the contest was undervoted; and

4. A clear indication, if the choice is a write-in vote.

h. An unambiguous indication of whether each sheet has been accepted or rejected by the voter.

[[Some of the prior requirements (e.g., 4.4.1-A.9) for IVVR do not require the same information to be human readable.  This discrepancy should be reconciled.]]

AS 4.4.2.4-E-1 VVPAT, cut-sheet, content requirements per electronic CVR:

Cut-sheet VVPATs SHALL include the following on each VVPR:

a. Polling place;

b. Reporting context;

c. Date of election;

d. Ballot configuration

e. Type of voting (e.g., provisional, early, etc.);

f. Complete summary of voter’s choices;

g. For each ballot contest:

1. Contest name  (e.g., “Governor”);

2. Any additional information needed for unambiguous interpretation of the VVPR;

3. A clear indication, if the contest was undervoted; and

4. A clear indication, if the choice is a write-in vote.

h. An unambiguous indication of whether each sheet has been accepted or rejected by the voter.

*****TE 4.4.2.4-E-1.1 VVPAT, cut-sheet, content requirements per electronic CVR:

TE 4.4.2.4-E-1.1 VVPAT, cut-sheet, content requirements per electronic CVR is not applicable if the SUT is not a vote-capture device that uses cut sheet VVPAT.
The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a central election official.

The tester shall configure the SUT for the Complex Test Ballot

The tester shall set the per voter rejection limit to 5.

The tester shall set the machine rejection limit to 50.

The tester shall put the SUT in activated state.
The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an Election Judge.
The tester shall set the polling location as “HOME”.

The tester shall configure the SUT to print the CVR correspondence information on the VVPAT.

The tester shall put the SUT in the voting state.
The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a Voter who is completing a provisional ballot.
The tester shall use the SUT to complete a provisional ballot using the following choices: 1.2; 2.2; 3.1, 4.1 and 4.2, and Yes.  The tester shall verify that the voter is asked to accept or reject the choices on each of the screens individually.

The tester shall verify that completing the ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their acceptance of the vote to the SUT.

The tester shall verify that the printed ballot is no longer visible.

The tester shall terminate the authenticated session
The tester shall authenticate to the SUT as a Voter.
The tester shall use the SUT to cast a ballot using the following choices: 1.1, 3.1, 4.1 and 4.2. (Note: The undervote on senate race and referendum is intentional).  The tester shall verify that he is asked to accept or reject the choices on each of the screens individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their acceptance of the vote to the SUT.

The tester shall verify that the printed ballot is no longer visible.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a Voter.
The tester shall use the SUT to cast a ballot using the following choices: 1.2; 2.1; 3.1; 4.2, 4.3; No.  The tester shall verify that he is asked to accept or reject the choices on each of the screens individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their rejection of the vote to the SUT.

The tester shall verify that the printed ballot is no longer visible.

The tester shall use the SUT to cast a ballot using the following choices: 1.2; 2.2; 3.2; 4.4, 4.5; Yes.  The tester shall verify that he is asked to accept or reject the choices on each of the screens individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their acceptance of the vote to the SUT.

The tester shall verify that the printed ballot is no longer visible.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a voter.

The tester shall use the SUT to cast a ballot using the following choices: 1.2; Tom Hanks; 3.2; 4.3 and 4.4; No.  The tester shall verify that he is asked to accept or reject the choices on each of the screens individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their acceptance of the vote to the SUT.

The tester shall verify that the printed ballot is no longer visible.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as an Election Judge.

The tester shall close the polls.

The tester shall retrieve the five cast ballots from the printer.

The tester shall verify the following for each of the five ballots:

1. The first sheet of each ballot has polling place as “HOME”.

2. Each sheet of each ballot has District1, Precinct1 as the reporting context.

3. The first sheet of each ballot has the date of election as the date TE 4.4.2.4-E-1.1 VVPAT, cut-sheet, content requirements per electronic CVR is conducted.

4. Each sheet of each ballot has Complex Test Ballot as the ballot configuration.

5. The first sheet of each ballot contains where is the ballot is provisional or not.  Thus, only one ballot should indicate provisional.  The remaining four ballots should be marked regular or not marked at all.

6. Only one ballot has undervote and those are for Senatorial Race and Referendum 1.  These are indicated on sheet 2 and sheet 4 of that ballot.

7. Only one ballot indicates write-in and that is one on sheet 2 for Senatorial Race.

8. One ballot has the following choices: provisional; 1.2; 2.2; 3.1, 4.1 and 4.2, and Yes; accepted, no write-ins and no overvote or undervote.  No contest is split across sheets.

9. One ballot has the following choices: 1.1, 3.1; 4.1 and 4.2; accepted, no write-ins and no overvote and the following undervotes: senate race and referendum.  No contest is split across sheets.

10. One ballot has the following choices: 1.2; 2.1; 3.1, 4.2, 4.3, No; rejected, no write-ins and no overvote or undervote.  No contest is split across sheets.

11. One ballot has the following choices: 1.2; 2.2; 3.2; 4.4, 4.5; Yes; accepted, no write-ins and no overvote or undervote.  No contest is split across sheets.

12. One ballot has the following choices: 1.2; Tom Hanks; 3.2; 4.3 and 4.4; No; accepted, one write-in (Senate contest); and no overvote or undervote.  No contest is split across sheets.

13. Each sheet of each ballot has proper accepted or rejected marking.  Only sheets for one ballot indicate rejected.

14. Each ballot is two (2) sheets long.

15. Each sheets of the ballot states page n of 2 (where n = 1 or 2).

16. Each sheet of each ballot contains the correspondence information for CVR.

17. Each printed correspondence information for CVR is not human readable.

The tester shall terminate the authenticated session.
RE 4.4.2.4-F VVPAT, cut-sheet, VVPR split across sheets:

If a cut-sheet VVPAT splits VVPRs across multiple sheets of paper, each sheet SHALL include:

a. Page number of this sheet and total number of sheets (e.g., page 1 of 4);

b. Ballot configuration

c. Reporting context

d. Unambiguous indication that the sheet’s contents have been accepted or rejected by the voter; and

e. Any correspondence information included to link the VVPR to its corresponding electronic CVR.

Analysis:

RE 4.4.2.4-F VVPAT, cut-sheet, VVPR split across sheets is tested under the TE 4.4.2.4-E-1.1 VVPAT, cut-sheet, content requirements per electronic CVR.

RE 4.4.2.4-F.1 VVPAT, cut-sheet, ballot contests not split across sheets:

If a cut-sheet VVPAT splits VVPRs across multiple sheets of paper, it SHALL NOT split ballot contests across sheets.

Analysis:

RE 4.4.2.4-F.1 VVPAT, cut-sheet, ballot contests not split across sheets is tested under the TE 4.4.2.4-E-1.1 VVPAT, cut-sheet, content requirements per electronic CVR.

RE 4.4.2.4-F.2 VVPAT, cut-sheet, VVPR sheets verified individually:

If a cut-sheet VVPAT splits VVPRs across multiple sheets of paper, the ballot choices on each sheet SHALL be submitted to the voter for verification separately according to the following:

a. The voter SHALL be presented a verification screen for the contents of each sheet separately at the same time as the voter is able to verify the contents of the part of the VVPR on the sheet;

b. When a voter accepts or rejects the contents of a sheet, the votes contained on that sheet and verification screen SHALL be committed to memory, regardless of the verification of any other sheet by the same voter;

c. Configurable limits on rejected VVPRs per voter SHALL count each rejected sheet as a rejected VVPR;

d. Configurable limits on rejected VVPRs per machine SHALL NOT count more than one rejected VVPR per voter; and

e. When a rejected VVPR requires election official intervention, the VVPAT SHALL indicate which sheets have been accepted and which rejected.

AS 4.4.2.4-F.2-1 VVPAT, cut-sheet, VVPR sheets verified individually:

If a cut-sheet VVPAT splits VVPRs across multiple sheets of paper, the ballot choices on each sheet SHALL be submitted to the voter for verification separately according to the following:

a. The voter SHALL be presented a verification screen for the contents of each sheet separately at the same time as the voter is able to verify the contents of the part of the VVPR on the sheet;

b. When a voter accepts or rejects the contents of a sheet, the votes contained on that sheet and verification screen SHALL be committed to memory, regardless of the verification of any other sheet by the same voter;

c. Configurable limits on rejected VVPRs per voter SHALL count each rejected sheet as a rejected VVPR;

d. Configurable limits on rejected VVPRs per machine SHALL NOT count more than one rejected VVPR per voter; and

e. When a rejected VVPR requires election official intervention, the VVPAT SHALL indicate which sheets have been accepted and which rejected.

Analysis:

AS 4.4.2.4-F.2-1 VVPAT, cut-sheet, VVPR sheets verified individually is tested by TE 4.4.2.4-F.2-1.1 VVPAT, cut-sheet, VVPR sheets verified individually below; part a of AS 4.4.2.4-F.2-1 VVPAT, cut-sheet, VVPR sheets verified individually is also tested under the TE 4.4.2.4-E-1.1 VVPAT, cut-sheet, content requirements per electronic CVR.

*****TE 4.4.2.4-F.2-1.1 VVPAT, cut-sheet, VVPR sheets verified individually:

TE 4.4.2.4-F.2-1.1 VVPAT, cut-sheet, VVPR sheets verified individually is not applicable if the SUT is not a vote-capture device that uses cut sheet VVPAT.
The tester shall authenticate to the SUT as an administrator.

The tester shall put the SUT in pre-voting state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a central election official.

The tester shall configure the SUT for the Complex Test Ballot.

The tester shall set the per voter rejection limit to 3.

The tester shall set the machine rejection limit to 2.

The tester shall put the SUT in activated state.
The tester shall terminate the authenticated session.
The tester shall authenticate to the SUT as an Election Judge.
The tester shall set the polling location as “HOME”.

The tester shall configure the SUT to not print the CVR correspondence information on the VVPAT using the procedures described in MA 4.2.2-A-1.1-3 IVVR, support for hand audit – Correspondence. 

The tester shall put the SUT in the voting state.
The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a Voter.
The tester shall use the SUT to cast a ballot using the following choices: 1.2; 2.2; 3.1; 4.1, 4.2; No.  The tester shall verify that he is asked to accept or reject the choices on each of the screens individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their acceptance of the vote to the SUT.

The tester shall terminate the authenticated session
The tester shall authenticate to the SUT as a Voter.
The tester shall use the SUT to cast a ballot using the following choices: 1.2; 2.1; 3.1; 4.2, 4.3; No.  The tester shall verify that he is asked to accept or reject the choices on each of the screens individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their rejection of each screen of the screens on the SUT.

The tester shall use the SUT to cast a ballot using the following choices: 1.2; 2.2; 3.2; 4.4, 4.5; Yes.  The tester shall verify that he is asked to accept or reject the choices on each screen individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their rejection of the first two screens.

The tester shall verify that the SUT screen does not display any voter choices.

The tester shall verify that the SUT screen displays a message that the vote has been rejected.

The tester shall verify that the SUT screen also displays a message indicating the need for an election official to intervene.

The tester shall authenticate to the device as an Election Judge.
The tester shall verify that the device is in the suspended state.
The tester shall put the SUT in the voting state.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a voter.
The tester shall use the SUT to cast a ballot using the following choices: 1.1; 2.1; 3.2; 4.3, 4.4; Yes.  The tester shall verify that he is asked to accept or reject the choices on each of the screens individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their acceptance of the vote to the SUT.

The tester shall terminate the authenticated session.

The tester shall authenticate to the SUT as a voter.
The tester shall use the SUT to cast a ballot using the following choices: 1.2; 2.2; 3.1; 4.3, 4.5; Yes.  The tester shall verify that he is asked to accept or reject the choices on each of the screens individually.

The tester shall verify that casting a sample ballot using the SUT causes the device to produce an IVVR (i.e., a paper record of the vote).

The tester shall verify that the printed IVVR matches the tester’s selected choices for the ballot.

The tester shall indicate their rejection of the first screen.

The tester shall verify that the SUT screen does not display any voter choices.

The tester shall verify that the SUT screen displays a message that the vote has been rejected.

The tester shall verify that the SUT screen also displays a message indicating the need for an election official to intervene.

The tester shall authenticate to the device as an Election Judge.
The tester shall verify that the device is in the suspended state.
The tester shall close the polls.

The tester shall retrieve the five cast ballots from the printer.

The tester shall verify the following for each of the five ballots:

1. The first sheet of each ballot has polling place as “HOME”.

2. Each sheet of each ballot has District1, Precinct1 as the reporting context.

3. The first sheet of each ballot has the date of election as the date TE 4.4.2.4-F.2-1.1 VVPAT, cut-sheet, VVPR sheets verified individually is conducted.

4. Each sheet of each ballot has the Complex Test Ballot as the ballot configuration.

5. The first sheet of each ballot contains where is the ballot is provisional or not.  Thus, all ballots should be marked regular or not marked at all.

6. No ballot has overvote.

7. No ballot indicates write-in.

8. One ballot is two sheets and has the following choices: 1.2; 2.2; 3.1; 4.1, 4.2; No; accepted.

9. One ballot is two sheets and has the following choices: 1.2; 2.1; 3.1; 4.2, 4.3; No; rejected.

10. One ballot is two sheets and has the following choices: 1.2; 2.2; 3.2; rejected; undervote for county commissioners and Referendum 1.

11. One ballot is two sheets and has the following choices: 1.1; 2.1; 3.2; 4.3, 4.4; Yes; accepted.

12. One ballot is one sheet and has the following choices:1.2; rejected; under vote for senate; representative, county commissioners, and referendum.

13. Each sheet of the ballot states page n of 2 (where n = 1 or 2).

14. No sheet of each ballot contains the correspondence information for CVR, i.e., a random identifier that matches the random numbers in the CVRs listed below.

The tester shall print the CVR and verify the following:

1. One CVR has the following choices: 1.2; 2.2; 3.1; 4.1, 4.2; No; accepted.  Its random correspondence number is not printed on the corresponding VVPAT.

2. One CVR has the following choices: 1.2; 2.1; 3.1; 4.2, 4.3; No; rejected.  Its random correspondence number is not printed on the corresponding VVPAT.

3. One CVR has the following choices: 1.2; 2.2; 3.2; rejected.  It has no votes for county commissioners and Referendum 1.  Its random correspondence number is not printed on the corresponding VVPAT.

4. One CVR has the following choices: 1.1; 2.1; 3.2; 4.3, 4.4; Yes; accepted.  Its random correspondence number is not printed on the corresponding VVPAT.

5. One CVR has the following choices: 1.2; rejected; It has no votes for senate; representative, county commissioners, and referendum.  Its random correspondence number is not printed on the corresponding VVPAT.

The tester shall terminate the authenticated session.
RE 4.4.2.5-A VVPAT, identification of electronic CVR correspondence:

The VVPAT SHALL provide a capability to print information on each VVPR sufficient for auditors to identify from an electronic CVR its corresponding VVPR and from a VVPR its corresponding electronic CVR.  This capability SHALL be possible for election officials to enable or disable.
Analysis:

The matching of CVR correspondence information is verified in several tests including the TE 4.4.2.3-D-1.1 VVPAT, vote rejection process requirements.

The ability to disable printing CVR correspondence information is verified in the TE 4.4.2.4-F.2-1.1 VVPAT, cut-sheet, VVPR sheets verified individually.

RE 4.4.2.5-A.1 VVPAT, CVR correspondence identification hidden from voter:

Any information on the VVPAT VVPR that identifies the corresponding electronic CVR SHOULD NOT be possible for the voter to read or copy by hand.

[[Consider changing ‘NOT be possible’ to ‘NOT be practical’ within the limited time allowed for a voter to occupy the booth.]]

Analysis:

RE 4.4.2.5-A.1 VVPAT, CVR correspondence identification hidden from voter is tested under the TE 4.4.2.4-E-1.1 VVPAT, cut-sheet, content requirements per electronic CVR.

RE 4.4.2.5-A.2 VVPAT, CVR correspondence identification viewable to auditors:

The VVPAT manufacturer SHALL include a capability for auditors to verify the correspondence between the electronic CVR and VVPR pairs, if the correspondence information is printed on the VVPR.

Analysis:

RE 4.4.2.5-A.2 VVPAT, CVR correspondence identification viewable to auditors is tested under RE 4.4.2.5-A VVPAT, identification of electronic CVR correspondence.

RE 4.4.2.5-A.3 VVPAT, CVR correspondence identification in reported ballot images:

When electronic CVR correspondence identification is printed on the VVPAT VVPR, the correspondence information SHALL be included in the ballot images sent to the EMS by collection of ballot images record.

AS 4.4.2.5-A.3-1 VVPAT, CVR correspondence identification in reported ballot images:

When electronic CVR correspondence identification is printed on the VVPAT VVPR, the correspondence information SHALL be included in the ballot images sent to the EMS by collection of ballot images record.

Analysis:

AS 4.4.2.5-A.3-1 VVPAT, CVR correspondence identification in reported ballot images verifies that the correspondence information can be reported by the EMS after the polls close.

*****TE 4.4.2.5-A.3-1.1 VVPAT, CVR correspondence identification in reported ballot images:

TE 4.4.2.5-A.3-1.1 VVPAT, CVR correspondence identification in reported ballot images is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.5-A.3-1.1 VVPAT, CVR correspondence identification in reported ballot images shall be conducted immediately after the TE 4.4.2.4-E-1.1 VVPAT, cut-sheet, content requirements per electronic CVR.

Using the procedures per MA 4.2.2-A.1-2.1 IVVR, information to support hand auditing – Tabulator Interface, the tester shall send the ballot images to the EMS.

The tester shall authenticate to the EMS at an Election Judge.

The tester shall examine the CVRs on the EMS and verify that each CVR contains the same correspondence information as that obtained during the execution of the TE 4.4.2.4-E-1.1 VVPAT, cut-sheet, content requirements per electronic CVR.

The tester shall terminate the authenticated session.

RE 4.4.2.6-A VVPAT, paper-roll, VVPRs secured immediately after vote cast:

Paper-roll VVPATs SHALL store the part of the paper roll containing VVPRs in a secure, opaque container, immediately after they are verified.

AS 4.4.2.6-A-1 VVPAT, paper-roll, VVPRs secured immediately after vote cast:

Paper-roll VVPATs SHALL store the part of the paper roll containing VVPRs in a secure, opaque container, immediately after they are verified.

Analysis:

Providing a container to hold the VVPR was verified under TE 4.4.2.1-A-1.1 VVPAT, definition and components – verifying components.

The following tests verify that the printed ballot on the paper roll is not visible after being cast.

· TE 4.4.2.3-D-1.1 VVPAT, vote rejection process requirements

· TE 4.4.2.3-D.1-1.1 VVPAT, rejected vote configurable limits per voter

· TE 4.4.2.3-D.2-1.1 VVPAT, rejected vote limits per machine

· TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll
*****TE 4.4.2.6-A-1 VVPAT, paper-roll, VVPRs secured immediately after vote cast – immediate storage:

TE 4.4.2.6-A-1 VVPAT, paper-roll, VVPRs secured immediately after vote cast – immediate storage is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.6-A-1 VVPAT, paper-roll, VVPRs secured immediately after vote cast – immediate storage is not applicable if the SUT does not use paper roll for printing ballots.

The tester shall verify that the manufacturer provided paper-roll storage container is opaque.

The tester shall verify that the manufacturer provided VVPR storage container includes physical security measures including a locking mechanism (e.g. key, combination) to prevent unprivileged election personnel from opening the container.

The tester shall verify that the paper-roll receptacle was listed as one of the secure access points in RE 5.8.1-A Unauthorized physical access requirement and associated tests.

RE 4.4.2.6-B VVPAT, paper-roll, privacy during printer errors:

Procedures for recovery from printer errors on paper-roll VVPATs SHALL NOT expose the contents of previously cast VVPRs.

Analysis:

RE 4.4.2.6-B VVPAT, paper-roll, privacy during printer errors is tested by the tests under RE 4.4.2.2-B VVPAT, printer able to detect errors.

RE 4.4.2.6-C VVPAT, paper-roll, support tamper-seals and locks:

Paper-roll VVPATs SHALL be designed so that when the rolls are removed from the voting device according to the following:

a. All paper containing VVPRs are contained inside the secure, opaque container;

b. The container supports being tamper-sealed and locked; and

c. The container supports being labeled with the device serial number, precinct, and other identifying information to support audits and recounts.

AS 4.4.2.6-C-1 VVPAT, paper-roll, support tamper-seals and locks:

Paper-roll VVPATs SHALL be designed so that when the rolls are removed from the voting device according to the following:

a. All paper containing VVPRs are contained inside the secure, opaque container;

b. The container supports being tamper-sealed and locked; and

c. The container supports being labeled with the device serial number, precinct, and other identifying information to support audits and recounts.

Analysis:

The description under RE 4.4.2.6-C VVPAT, paper-roll, support tamper-seals and locks implies that container to transfer the paper-roll should be secured. 

*****MA 4.4.2.6-C-1.1 VVPAT, paper-roll, support tamper-seals and locks:

MA 4.4.2.6-C-1.1 VVPAT, paper-roll, support tamper-seals and locks is not applicable if the SUT is not a VVPAT vote capture device.

MA 4.4.2.6-C-1.1 VVPAT, paper-roll, support tamper-seals and locks is not applicable if the SUT does not use paper-roll.

The manufacturer documentation shall describe how to label the paper roll container.

*****TE 4.4.2.6-C-1.1 VVPAT, paper-roll, support tamper-seals and locks:

TE 4.4.2.6-C-1.1 VVPAT, paper-roll, support tamper-seals and locks is not applicable if the SUT is not a VVPAT vote capture device.

TE 4.4.2.6-C-1.1 VVPAT, paper-roll, support tamper-seals and locks is not applicable if the SUT does not use paper-roll.

The tester shall examine the container to hold the paper roll when removed from the SUT.

The tester shall verify that the container is listed as one of the secure access points in RE 5.8.1-A Unauthorized physical access requirement and associated tests.

The tester shall verify that this access point (paper-roll container) was secured using security locks per RE 5.8.1-A Unauthorized physical access requirement and associated tests.

The tester shall verify that this access point (paper-roll container) was secured using tamper-evident seals per RE 5.8.1-A Unauthorized physical access requirement and associated tests.

Using the procedures per MA 4.4.2.6-C-1.1 VVPAT, paper-roll, support tamper-seals and locks, the tester shall label the container with device serial number, precinct, and container number, and roll number ranges (e.g., roll number n to roll number m). 

RE 4.4.2.6-D VVPAT, paper-roll, mechanism to view spooled records:

If a continuous paper spool is used to store VVPRs, the manufacturer SHALL provide a mechanism for an auditor to unspool the paper, view each VVPR in its entirety, and then respool the paper, without modifying the paper in any way or causing the paper to become electrically charged.

AS 4.4.2.6-D-1 VVPAT, paper-roll, mechanism to view spooled records:

If a continuous paper spool is used to store VVPRs, the manufacturer SHALL provide a mechanism for an auditor to unspool the paper, view each VVPR in its entirety, and then respool the paper, without modifying the paper in any way or causing the paper to become electrically charged.

Analysis:

AS 4.4.2.6-D-1 VVPAT, paper-roll, mechanism to view spooled records verifies that the manufacturer has documented appropriate procedures for examining the VVPRs printed using a thermal printer on a continuous paper spool without modifying them. Thermal printer paper can be activated by a sufficient amount of heat or electric charge.  If the paper is activated it may obscure the record of VVPRs that was already printed on it.

*****MA 4.4.2.6-D-1.1 VVPAT, paper-roll, mechanism to view spooled records:

AS 4.4.2.6-D-1 VVPAT, paper-roll, mechanism to view spooled records is not applicable if the SUT does not perform the VVPAT vote-capture function.
AS 4.4.2.6-D-1 VVPAT, paper-roll, mechanism to view spooled records is not applicable if the SUT does not use a paper-roll to print ballots.

AS 4.4.2.6-D-1 VVPAT, paper-roll, mechanism to view spooled records is not applicable if the SUT separates each VVPR from the paper-roll after printing.

Manufacturer documentation for the SUT shall document the procedures necessary to unroll and re-roll the paper without activating it.

*****TE 4.4.2.6-D-1.1 VVPAT, paper-roll, mechanism to view spooled records:

TE 4.4.2.6-D-1.1 VVPAT, paper-roll, mechanism to view spooled records is not applicable if the SUT does not perform the VVPAT vote-capture function.
TE 4.4.2.6-D-1.1 VVPAT, paper-roll, mechanism to view spooled records is not applicable if the SUT does not use a paper-roll to print ballots.

TE 4.4.2.6-D-1.1 VVPAT, paper-roll, mechanism to view spooled records is not applicable if the SUT separates each VVPR from the paper-roll after printing.

TE 4.4.2.6-D-1.1 VVPAT, paper-roll, mechanism to view spooled records shall be conducted after the TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll.

The tester shall use the two printed rolls from the TE 4.4.2.4-B-1.1 VVPAT, paper-roll, required human-readable content per roll.

The tester shall unroll and re-roll each of the two paper-roll using the manufacturer procedures per MA 4.4.2.6-D-1.1 VVPAT, paper-roll, mechanism to view spooled records to verify the following:

1. The manufacturer procedures work.

2. No part of the paper-roll was visibly changed or obscured by the test.

RE 4.4.3-A Optical scanner, optional marking:

Optical scanners MAY add markings to each paper ballot, such as:

a. Unique record identifiers to allow individual matching of paper and electronic CVRs;

b. Digital signatures; and

c. Batch information.

AS 4.4.3-A-1 Optical scanner, optional marking:

Optical scanners MAY add markings to each paper ballot, such as:

a. Unique record identifiers to allow individual matching of paper and electronic CVRs;

b. Digital signatures; and

c. Batch information.

Analysis:

RE 4.4.3-A Optical scanner, optional marking not a requirement. 

RE 4.4.3-A.1 Optical scanner, optional marking restrictions:

Optical scanners that add markings to paper ballots scanned SHALL NOT be capable of altering the contents of the human-readable CVR on the ballot.  Specifically, optical scanners capable of adding markings to the scanned ballots SHALL NOT permit:

a. Marking in the regions of the ballot that indicate voter choices;

b. Marking in the regions of the ballot that contain the human-readable description of the marked choice; and

c. Marking in regions reserved for timing marks.

AS 4.4.3-A.1-1 Optical scanner, optional marking restrictions:

Optical scanners that add markings to paper ballots scanned SHALL NOT be capable of altering the contents of the human-readable CVR on the ballot.  Specifically, optical scanners capable of adding markings to the scanned ballots SHALL NOT permit:

a. Marking in the regions of the ballot that indicate voter choices;

b. Marking in the regions of the ballot that contain the human-readable description of the marked choice; and

c. Marking in regions reserved for timing marks.

Analysis:

AS 4.4.3-A.1-1 Optical scanner, optional marking restrictions verifies that the SUT when properly configured does not print over any markings already on the VVPR and does not print within an inch of markings that record voter choices, human-readable description of those choices, or date/time.
*****MA 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions:

MA 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions is not applicable if the SUT does not perform the PCOS vote-capture function.
MA 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions is not applicable if the SUT cannot be configured to mark the ballot with a unique record identifier, digital signature, or batch information.  

The manufacturer documentation shall describe how the SUT can be configured to print on ballot.  [[Not in next VVSG Part 2]]

*****TE 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions – properly configured:

TE 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions – properly configured is not applicable if the SUT does not perform the PCOS vote-capture function.
TE 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions – properly configured is not applicable if the SUT cannot be configured to mark the ballot with a unique record identifier, digital signature, or batch information.

The tester shall verify that manufacturer documentation of voting procedures per MA 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions does not permit printing in the wrong region on a ballot.

The tester shall authenticate to the SUT as an Election Official.

Using the manufacturer procedures per MA 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions, the tester shall configure the SUT to mark the VVPR with as many of the following fields as possible, including: unique record identifier, digital signature, and/or batch information.

The tester shall configure the SUT for Simple Test ballot.

The tester shall fill out some ballots based on the Simple Test ballot.

The tester shall feed the optical scanner the filled out ballots.

The tester shall examine the scanned ballots to verify that the location where the SUT marked the VVPR was half inch (0.5”)
 or more away from markings for the following information:

1. voter choice information, or

2. human-readable description of the voter choices, or

3. timing marks.

The tester shall verify that the SUT did not print over any markings already on the VVPR.

The tester shall terminate the authenticated session.

*****TE 4.4.3-A.1-1.2 Optical scanner, optional marking restrictions – improperly configured:

TE 4.4.3-A.1-1.2 Optical scanner, optional marking restrictions – improperly configured is not applicable if the SUT does not perform the PCOS vote-capture function.
TE 4.4.3-A.1-1.2 Optical scanner, optional marking restrictions – improperly configured is not applicable if the SUT cannot be configured to mark the ballot with a unique record identifier, digital signature, or batch information.

The tester shall authenticate to the SUT as an Election Official.

Using the manufacturer procedures per MA 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions, the tester shall configure the SUT to mark the VVPR with as many of the following fields as possible, including: unique record identifier, digital signature, and/or batch information.

The tester shall examine the SUT configuration and capabilities and (as far as possible) attempt to configure
 the SUT to mark the VVPR on top of existing markings and less than half inch (0.5”) from voter choice, human-readable description of voter choice, and timing marks on the VVPR.

The tester shall configure the SUT for Simple Test ballot.

The tester shall fill out some ballots based on the Simple Test ballot.

The tester shall feed the optical scanner the filled out ballots.

The tester shall examine the VVPR to verify that the location where the SUT marked the VVPR was half inch (0.5”) or more away from markings for the following information:

1. voter choice information, or

2. human-readable description of the voter choices, or

3. timing marks.

The tester shall verify that the SUT did not print over any markings already on the VVPR.

The tester shall terminate the authenticated session.

*****TE 4.4.3-A.1-1.3 Optical scanner, optional marking restrictions – source code capabilities:

TE 4.4.3-A.1-1.3 Optical scanner, optional marking restrictions – source code capabilities is not applicable if the SUT does not perform the PCOS vote-capture function.
TE 4.4.3-A.1-1.3 Optical scanner, optional marking restrictions – source code capabilities is not applicable if the SUT cannot be configured to mark the ballot with a unique record identifier, digital signature, or batch information.

The tester shall examine the printer driver and print layout software to identify the mechanism used to prevent the SUT from marking or printing over or too close to existing VVPR markings.

The tester shall verify by source code analysis that the print region restriction mechanism is correctly implemented.

4 Audit Test Ballot Specification – Simple

This section contains the specification for simple test ballot used in TEs in Section 12.

Information applicable to whole ballot

	Date and Time 
	2004-nov-02, 7:00 AM to 8:00 PM 

	State 
	Maryland 

	County 
	Madison 

	Party Line Voting Method 
	Enabled for partisan contests 


Information applicable to every contest

	Full-term or partial-term election 
	Full-term 

	Voting Method 
	Simple vote for N candidate(s) - (i.e. no ranked voting) 


· Contest #1: 

	Title of Office 
	President and Vice-President of the United States 

	District of Office 
	United States 

	Partisanship 
	Partisan 

	Minimum Votes Allowed 
	0 

	Maximum Votes Allowed 
	1 

	Maximum Write-in Votes Allowed 
	0 


· Candidate #1.1: Joseph Barchi and Joseph Hallaren / Blue 

· Candidate #1.2: Adam Cramer and Greg Vuocolo / Yellow 
· Contest #2: 

	Title of Office 
	US Representative 

	District of Office 
	6th Congressional District 

	Partisanship 
	Partisan 

	Minimum Votes Allowed 
	0 

	Maximum Votes Allowed 
	1 

	Maximum Write-in Votes Allowed 
	1 


· Candidate #2.1: Brad Plunkard / Blue 

· Candidate #2.2: Bruce Reeder / Yellow 

· Contest #3: 

	Title of Office 
	County Commissioners 

	District of Office 
	Countywide 

	Partisanship 
	Partisan 

	Minimum Votes Allowed 
	0 

	Maximum Votes Allowed 
	2 

	Maximum Write-in Votes Allowed 
	2


· Candidate #3.1: Camille Argent / Blue 

· Candidate #3.2: Chloe Witherspoon / Blue 

· Candidate #3.3: Clayton Bainbridge / Blue 

· Candidate #3.4: Amanda Marracini / Yellow 

· Candidate #3.5: Charlene Hennessey / Yellow 

5 Audit Test Ballot Specification – Complex

This section contains the specification for complex test ballot used in TEs in Section 12.

The ballot shall be designed such that each IVVR is exacty two pages.  This may require adding referendum text and/or adding page breaks.

Information applicable to whole ballot

	Date and Time 
	2004-nov-02, 7:00 AM to 8:00 PM 

	State 
	Maryland 

	County 
	Madison 

	Party Line Voting Method 
	Enabled for partisan contests 


Information applicable to every contest

	Full-term or partial-term election 
	Full-term 

	Voting Method 
	Simple vote for N candidate(s) - (i.e. no ranked voting) 


· Contest #1: 

	Title of Office 
	President and Vice-President of the United States 

	District of Office 
	United States 

	Partisanship 
	Partisan 

	Minimum Votes Allowed 
	0 

	Maximum Votes Allowed 
	1 

	Maximum Write-in Votes Allowed 
	0 


· Candidate #1.1: Joseph Barchi and Joseph Hallaren / Blue 

· Candidate #1.2: Adam Cramer and Greg Vuocolo / Yellow 
· Contest #2: 

	Title of Office 
	Senator 

	District of Office 
	Maryland 

	Partisanship 
	Partisan 

	Minimum Votes Allowed 
	0 

	Maximum Votes Allowed 
	1 

	Maximum Write-in Votes Allowed 
	1 


· Candidate #2.1: Brad Plunkard / Blue 

· Candidate #2.2: Bruce Reeder / Yellow

· Contest #3: 

	Title of Office 
	US Representative 

	District of Office 
	6th Congressional District 

	Partisanship 
	Partisan 

	Minimum Votes Allowed 
	0 

	Maximum Votes Allowed 
	1 

	Maximum Write-in Votes Allowed 
	1 


· Candidate #3.1: Brad Plunkard / Blue 

· Candidate #3.2: Bruce Reeder / Yellow 

· Contest #4: 

	Title of Office 
	County Commissioners 

	District of Office 
	Countywide 

	Partisanship 
	Partisan 

	Minimum Votes Allowed 
	0 

	Maximum Votes Allowed 
	2

	Maximum Write-in Votes Allowed 
	2


· Candidate #4.1: Camille Argent / Blue 

· Candidate #4.2: Chloe Witherspoon / Blue 

· Candidate #4.3: Clayton Bainbridge / Blue 

· Candidate #4.4: Amanda Marracini / Yellow 

· Candidate #4.5: Charlene Hennessey / Yellow 

· Referendum #1: 

	Title of proposition 
	PROPOSED CONSTITUTIONAL AMENDMENT C 

	Wording of proposition 
	Shall there be amendments to the State constitution intended to have the collective effect of ensuring the separation of governmental power among the three branches of state government: the legislative branch, the executive branch and the judicial branch? 

a. Article III, Section 6 of the Constitution shall be amended to read as follows: 

Section 6. Holding of offices under other governments. - Senators and representatives not to hold other appointed offices under state government. --No person holding any office under the government of the United States, or of any other state or country, shall act as a general officer or as a member of the general assembly, unless at the time of taking such engagement that person shall have resigned the office under such government; and if any general officer, senator, representative, or judge shall, after election and engagement, accept any appointment under any other government, the office under this shall be immediately vacated; but this restriction shall not apply to any person appointed to take deposition or acknowledgement of deeds, or other legal instruments, by the authority of any other state or country. 

No senator or representative shall, during the time for which he or she was elected, be appointed to any state office, board, commission or other state or quasi-public entity exercising executive power under the laws of this state, and no person holding any executive office or serving as a member of any board, commission or other state or quasi-public entity exercising executive power under the laws of this state shall be a member of the senate or the house of representatives during his or her continuance in such office. 

b. Article V of the Constitution shall be amended to read as follows: The powers of the government shall be distributed into three (3) separate and distinct departments: the legislative, the executive and the judicial. 

c. Article VI, Section 10 of the Constitution shall be deleted in its entirety. 

d. Article IX, Section 5 of the Constitution shall be amended to read as follows: 

Section 5. Powers of appointment.- The governor shall, by and with the advice and consent of the senate, appoint all officers of the state whose appointment is not herein otherwise provided for and all members of any board, commission or other state or quasi-public entity which exercises executive power under the laws of this state; but the general assembly may by law vest the appointment of such inferior officers, as they deem proper, in the governor, or within their respective departments in the other general officers, the judiciary or in the heads of departments.


� Stimulus ( response testing refers to a testing method where a system is stimulated by providing some input and the system’s response/output is observed and analyzed. (See Definitions section)


� Provisional





� All totals in this table exclude provisional and challenged ballot.





� Challenged





� DT is the date and time few minutes before this test is conducted.





� 85% is an educated guess after researching several paper manufacturer's sites for quality paper that is not see-through.


� A printer's Point is defined to be 1/72 inch (a 9 or 10 pt character font fits into a 12 pt line spacing, called leading, altho fonts vary in actual size). The space for 12 point leading or line spacing should be 12/72 = 1/6 = 0.167 inches tall.  Assuming 3 line spacing, the gaps should be 0.5 inches.





� Using procedures per MA 4.4.3-A.1-1.1 Optical scanner, optional marking restrictions as well as any other means that appear plausible to the tester.











PAGE  
25

