Applicability of the next VVSG Test Suite to the 2005 VVSG

Introduction

The Help America Vote Act of 2002 (HAVA) established the Technical Guidelines Development Committee (TGDC) to assist the Election Assistance Commission (EAC) with the development of a new set of voluntary voting system guidelines.  NIST was directed to provide technical support to the TGDC in the development of these guidelines.  HAVA imposed a nine-month deadline on the development of the first set of guidelines.  The resulting document, the 2005 Voluntary Voting System Guidelines (VVSG) built upon the previous 2002 Voting System Standards, and was intended to be a stopgap measure that could be put in place until a more extensive rewrite could be performed.  A draft of that rewrite, tentatively called the next VVSG, was completed in August of 2007, after more than two years work by the TGDC and NIST.  

NIST is currently developing derived test requirements to facilitate testing of the security requirements and support voting system certification process under the next VVSG.  This document provides an analysis of the challenges faced by using the next VVSG test suite to test the security-related requirements in the 2005 VVSG, discusses how the test suite could be used to construct a 2005 test suite, and considers the impact of additional certification testing on the security of voting systems.

Overview of VVSG Guidelines

The security sections of the 2005 VVSG and the next VVSG cover most of the same topic areas.  However, the many of the requirements differ significantly between these two documents.  This section provides an overview of the security changes made between the 2005 VVSG and the next VVSG.

Access Control: The primary requirement in 2005 VVSG is manufacturer documentation of the access control mechanisms implemented in a system.   There are no clear requirements mandating the use of access control mechanisms on voting systems in general. The next VVSG also includes documentation requirements, but further mandates specific access control functionality.  All systems must incorporate access control mechanisms to meet next VVSG.   

Physical Security: The 2005 VVSG requires that manufacturers document election-day procedures to prevent or detect tampering.  The next VVSG does not include procedural requirements; the physical security section places specific requirements on the voting equipment, such as lock requirements and protections on voting device access ports.

Software Security: The 2005 VVSG requires that manufacturers develop and document a process to verify that correct software is loaded on a machine, whereas the next VVSG mandates a specific procedure which uses cryptographic software reference information. The 2005 VVSG includes a Software Distribution subsection which is mainly procedural, and was determined to be outside the scope of the next VVSG equipment requirements.  

Telecommunications and Data Transmission: The next VVSG Communications Security section provides requirements for the communication mechanisms between system components.  The 2005 VVSG has similar requirements but the scope is limited.  For example, both documents mandate the use of cryptographic algorithms to maintain data integrity, and the use of intrusion detection systems capable of detecting and preventing attacks against systems. However, the next VVSG provides several additional requirements, such as mutual authentication of communicating parties, not found in the 2005 VVSG.

Use of Public Communications Networks: The 2005 VVSG allows voting system components to communicate over public communications networks if certain requirements, including cryptographic integrity protection and a back up system, are met. The next VVSG prohibits most use of public communications networks, with the exceptions of transmitting unofficial results and connecting to voter registration databases.

Wireless Communications: The 2005 VVSG contains extensive guidelines on the use of wireless communications in voting systems.  The next VVSG prohibits use of wireless communications with the exception of infrared technology.  

Voter Verifiable Paper Audit Trail Requirements: The 2005 VVSG and the next VVSG include basic requirements on voter verifiable paper trails.  Many of the requirements in the two documents are very similar, although the 2005 VVSG includes reliability and usability requirements found outside of the security sections of the next VVSG.  The next VVSG includes more general requirements on independent voter verifiable records (IVVRs) which allow for the use of non-paper voter verifiable records.

Analysis 

The next VVSG is a significant update of the 2005 VVSG which would make it difficult to apply the next VVSG test suite to the 2005 VVSG.  In general, there are (a) many security requirements in the 2005 VVSG that do not appear in the next VVSG; (b) security requirements in the 2005 VVSG were un-testable so were highly modified in the next VVSG to be testable; and (c) different approaches to the security requirement in next VVSG and 2005 VVSG.
The 2005 VVSG contains several requirements not found in the next VVSG; some of these requirements contradict those found in the next VVSG.  Several requirements were replaced with alternative requirements that met the same security goals.  Other requirements were removed after it was determined that the requirement posed a threat which could not be effectively mitigated.  In a few cases, the scope of the next VVSG was narrowed to no longer match that of the 2005 VVSG.  For example, the requirements specified in section 7.6.2 of the 2005 VVSG entitled “Casting Individual Ballots” are absent from the next VVSG since the scope of the next VVSG did not include requirements for casting ballots outside of a polling place.  The requirements related to wireless technology found in the VVSG 2005 are absent from the next VVSG since the next VVSG prohibits the use of wireless technology.  Tests for the requirements in the 2005 VVSG, but absent from the next VVSG, would need to be newly developed since test for these requirements do not appear in the next VVSG test suite.
Some requirements in the 2005 VVSG were determined to be un-testable.  For instance, Section 2.1.1 (b) requires that manufacturers “Provide system functions that are executable only in the intended manner and order, and only under the intended conditions”, without specifying what is meant by the intended manner and conditions.  This requirement was removed from the next VVSG and replaced by the concept of voting system states.  Instead of a single requirement, the next VVSG has several requirements scattered throughout the document that specify the functionality allowed in each state.  Similarly, the access control and system event logging sections were expanded greatly in the next VVSG by mandating specific functionality, whereas the 2005 VVSG were written at a very high-level and ambiguous.  Although some of the next VVSG security requirements originated from the 2005 VVSG, the requirements are so different  the next VVSG test suite would not be useful in the development of tests for the 2005 VVSG; requiring an additional effort to develop tests for the 2005 VVSG. .
The next VVSG takes a very different approach to security requirements.  The requirements in the next VVSG are based on the concept of software independence.  That is, that an undetected modification of voting system software cannot cause an undetectable change in election results. Software independence is met in the next VVSG through the requirements on independent voter verifiable records.  NIST and the TGDC developed new security requirements that were appropriate in the context of a software independent system.  As a result, certain security requirements could be loosened, such as those related to system software integrity.  For instance, Section 7.4.6 (e) of the 2005 VVSG required that voting systems include a trusted external interface that could be used to verify the correct software was loaded on the device.  This requirement was removed from the next VVSG. 

Despite the differences between the 2005 VVSG and the next VVSG, there are a number of areas where the two documents line up.  In many cases, the next VVSG includes some requirements that are only a little more specific or restrictive than those found in the 2005 VVSG.  For example, both the next VVSG and the 2005 VVSG include guidelines on software integrity verification.  The 2005 VVSG requires that manufacturers develop a software integrity verification procedure.  One likely way to implement this procedure, using cryptographic software reference information, is specifically required in the next VVSG.  In some cases the similarities between requirements from the 2005 VVSG and the next VVSG are greater.  For instance, many of the voter verifiable paper audit trail requirements found in Section 7.9 of the 2005 VVSG are found in Part I Chapter 4 of the next VVSG, with slight rewordings.  In these cases the next VVSG test suite could be modified to test the corresponding 2005 requirements with relatively little additional effort.

In summary, since the next VVSG test suite is based on a different set of the security requirements than the VVSG 2005, most of the tests for the security requirements found in the VVSG 2005 would have to be newly developed. There are security requirements that appear in the VVSG 2005 but not in the next VVSG. Next VVSG security requirements that originated from the VVSG 2005 have been highly modified limiting the usefulness of the next VVSG test suite for 2005 VVSG conformance testing.

Developing a 2005 VVSG Test Suite

The next VVSG test suite could be used to create an incomplete test suite for the 2005 VVSG, or as a starting point for a new comprehensive test suite.  An initial analysis of the 2005 VVSG, the next VVSG, and the next VVSG test suite suggests that sections of the next VVSG test suite, such as those belonging to software integrity verification and voter verifiable paper trails, could be modified to support testing equipment manufactured to the 2005 standards.  Specific tests from the various sections of the next VVSG test suite would also be relevant to 2005 VVSG testing.  A more thorough analysis would be needed to identify these scattered tests and incorporate them into a 2005 test suite.

Many of the 2005 VVSG security requirements mandate that manufacturers document the security functionality implemented on the system.  Requirements of this type are found in Part II of the next VVSG.  The next VVSG test suite includes documentation review tests based on these requirements that could be applied to the 2005 VVSG documentation requirements.

However, this approach to the development of a security test suite would leave large holes in testing.  As indicated in the previous sections of this document, many of the 2005 VVSG requirements significantly differ from those in the next VVSG, or do not appear in the updated guidelines at all.  It would be necessary to identify the 2005 requirements not covered in the next VVSG test suite, and develop additional tests from scratch.

Modifying the next VVSG test suite and developing new tests for 2005 VVSG testing could present challenges.  One of the weaknesses in the 2005 VVSG security requirements, and an area targeted for improvement in the next VVSG, is that many requirements are not testable statements.  In many cases this is due to ambiguity in the 2005 requirements.  It would be necessary to conduct an extensive interpretation of the security requirements in order to determine what is and is not allowed in the 2005 VVSG.  It may be difficult to create a test suite that does not effectively add or modify requirements in the 2005 VVSG.

Impact of Additional Testing on Security

The overall security of voting system is dependent on the weakest link.  Incomplete or inadequate testing could create more problems than it solves.  Such testing could provide a false sense of security and lead to a reduction in the number of procedural defenses at polling places.  An incomprehensive 2005 test suite would not provide any additional level of assurance of a voting system’s security.  Any test suite used for conformance testing would have to comprehensively verify every security requirement is satisfied.

Furthermore, the next VVSG significantly improved upon the comprehensiveness of the 2005 VVSG security requirements.  During the development of the next VVSG, NIST and the TGDC found many requirements that were omitted or incomplete in the 2005 VVSG. When developing the next VVSG, NIST and the TGDC created a set of cohesive requirements that would complement each other to improve voting system security.  It is not clear what level of security would be achieved from simply satisfying the 2005 VVSG requirements.

As previously noted, one disadvantage to the 2005 VVSG requirements, from a testing perspective, is that they are written at a high-level.  It would be necessary to either create tests with a narrow interpretation of 2005 VVSG requirements, or write tests that are also written at a high-level.  Each approach has its own advantages and disadvantages.  High-level tests would require voting system test labs to create their own tests for specific systems under testing.  The completeness and consistency of these tests could not be guaranteed.  But, these tests would be universal to all voting system labs and systems.  Alternatively, low-level tests written with a narrow interpretation of the VVSG could provide test labs with detailed testing procedures.  However, it may be difficult for labs to distinguish between when a voting system fails to conform to the requirements, and when a voting system takes a different approach to meeting the requirements than the approaches anticipated in the test suite. 

A voting system must be designed to be resistant to any and all attacks; an attacker need only discover one flaw to compromise a system.  Any holes in the approach taken when developing the 2005 VVSG security requirements or test suite, or when conducting conformance tests, would create opportunities for system vulnerabilities.  

Conclusion

The security sections of the next VVSG represent a massive overhaul of the 2005 VVSG requirements.  In addition to performing a new analysis of the necessary security requirements, NIST in conjunction with the TGDC developed a new set of requirements with the goal of unambiguous and testable.  The new requirements both raised the bar for voting system security and provided significantly more specific guidelines for voting system manufacturers.  This is reflected by the expansion of the security guidelines, from approximately 30 pages in the 2005 document to over 100 pages in the next VVSG.  

While the security sections of the next VVSG cover roughly the same security topics as the 2005 VVSG, there are significant differences between the two documents.  The next VVSG requirements are a result of a new security analysis of voting systems and, with the introduction of the concept of software independence, take a different approach to improve the security of voting systems.  While many of the next VVSG requirements have an ancestor in the 2005 VVSG, other requirements in the 2005 VVSG are specifically forbidden in the next VVSG, such as wireless communications.  Finally, there is a wide specificity gap between the two documents, with the 2005 VVSG providing high-level requirements that are difficult to test and the next VVSG focusing on more specific, testable requirements.

Development of a new 2005 VVSG test suite could use the next VVSG test suite as a starting point.  Because of the ambiguity in the 2005 VVSG requirements, continued work on this suite would require interpretations of the security requirements and an understanding of the methods voting system manufacturers are likely to use to meet these requirements.  However, it is not clear that detailed test suites for the 2005 VVSG requirements would provide additional assurance about the level of security offered by these systems. 




