The big difference between the NIST funding for FY05 and the FY06 request is the development of comprehensive test suites.  The FY05 funding was directed at developing the Voluntary Voting System Guidelines (VVSG).  The FY06 request continues the development of the next iteration of those guidelines, as well as the development of test suites to determine that all VVSG requirements are met, as well as specific test suites to perform thorough security testing and testing for human factors and privacy.

Standards or guidelines are a means to an end.  Precise, well specified standards lead to the final goal of high quality, reliable, secure implementations.  Test suites check to determine whether each requirement in the standard/guideline has been correctly implemented and serve two extremely important functions.

First, comprehensive test suites are necessary for certification.  Certification to the VVSG must be based on objective, publicly available, transparent test suites.  All test laboratories can then all use the same test suite to determine whether or not a particular voting system should be certified.  This is in direct contrast to voting system certification in the past where each test laboratory developed their own test methods, leading to possibly inconsistent results with respect to certification.  In addition, there was no assurance, since the test methods were not publicly available, that the test methods were comprehensive.
Second, in order to develop test suites, the tester must examine each requirement in the standard/guideline to develop test specifications and ultimately test cases.  This scrutiny often results in the discovery of ambiguous, unclear or un-testable requirements.  The development of the test suite thus results in a feedback process to the standards developers, which often results in dramatic improvements to the standard/guideline.

The development of these test suites is a very time-consuming labor-intensive process.   Each and every requirement must be carefully examined and specific test assertions (testing requirements) developed, followed by actual test cases.  Although NIST has developed automatic test generation tools to help make this process more efficient, more comprehensive and less costly, the development of test suites is still a major effort requiring significant resources.
