1. Volume Testing - The requirements that appear in the VVSG Recommendations draft could be expanded with informative material to flesh out the chapter and provide more guidance to test labs.
2. Hardware and Software Performance Benchmarks and Test Method - Including this material requires that the Logic Model of Part 1 Chapter 8 also be included to provide a basis for the assessment of accuracy.

· Part 1 Section 6.3.1 (Reliability) of the VVSG Recommendations replaces Volume I Section 4.3.3 of the VVSG 2005. To maintain coherency, the reliability requirements that were pulled in from other sections (single point of failure, protect against failure) would be deleted.

· The revised reliability benchmarks are divided up by device classes, whose definitions would need to be included in the amended VVSG 2005. 

· Part 1 Section 6.3.2 (Accuracy) replaces Volume I Section 4.1.1 of the VVSG 2005.  

· Part 1 Section 6.3.3 (Misfeed rate) replaces I.4.1.5.1.e.ii (under Ballot Handling) and I.4.1.5.2.f (under Ballot Reading Accuracy).  The old requirements would be deleted and a new section added.

· To update the test method, Volume II Appendix C of the VVSG 2005 would be completely replaced by Part 3 Section 5.3 of the VVSG Recommendations and Volume II Sections 4.7.1.1 and 4.7.3 of the VVSG 2005 would be deleted.  In addition, Volume II Section 4.5 must be harmonized with Part 3 Section 2.5.3 of the VVSG Recommendations to close a loophole that can invalidate the test results.

3. Software Workmanship - Software workmanship requirements in the VVSG 2005 appear in three groups:

a. Volume I Section 5.2.1 through Section 5.2.7 is where the software workmanship requirements logically belong, and many do appear there.

b. Volume II Sections 5.4.1 and 5.4.2 contain many additional requirements on software workmanship, most of which are slated for elimination in the VVSG Recommendations.

c. Additional requirements related to software integrity (e.g., error checking) are mixed in with other material scattered throughout Volume I.

4.  (Non-EMC) Environmental Hardware - Most of these requirements derive from predecessors in the VVSG 2005.  The requirements in the VVSG Recommendations consist of the requirements in sections 6.4.3 (General Build Quality), 6.4.4 (Durability), 6.4.5 (Maintainability), 6.4.6 (Temperature and Humidity), and 6.4.7 Testing) and 5.1.5 (Operating Environmental Testing) in Part 3.

The VVSG 2005 requirements that would be replaced include the Volume I sections 4.1.2.13 (Environmental Control – Operating Environment, 4.1.2.14 (Environmental Control – Transit and Storage), 4.2 (Physical Characteristics), and 4.3 (Design, Constructions, and Maintenance Characteristics).  With the inclusion of these requirements, introductory and transitional material would need to be created or revised for the amended VVSG 2005.

With respect to Volume II of VVSG 2005, sections 4.6 (Non-Operating Environmental Tests) and 4.7.1 (Temperature and Power Variation Tests), and 4.7.2 (Maintainability Test) would be removed; most of the text in these sections is devoted to test materials, including detailed test scenarios, the equivalents of which were not included in the VVSG Recommendations.

5. Quality Assurance and Configuration Management - The requirements for Quality Assurance (QA) and Configuration Management (CM) are contained in the VVSG 2005 (Volume I, Sections 8 and 9, and Volume II, Sections 2.6, 2.7, and 7).  In the VVSG Recommendations, the QA and CM requirements are contained in Part 1, Section 6.4.2, Part 2, Chapter 2, and Part 3, Section 4.4.  The QA and CM material was totally rewritten for the VVSG Recommendations and is not derived from the 2005 text.  This effort would involve replacing the VVSG 2005 chapters with the VVSG Recommendations chapters. 

6. Test Plan, Test Report, and Public Information Package - Appendices A and B of Volume II of the VVSG 2005 could be replaced modularly with Chapters 5 and 6 of Part 2 of the VVSG Recommendations.  This would have the following effects:

· The test plan and test report outlines provided in the VVSG 2005 would be replaced by content-based requirements. 

· The implied specification of a minimum scope of testing in Appendix A of Volume II of the VVSG 2005 would go away.  If needed, a new section could be added to the VVSG 2005 to supply the displaced material.  (In the VVSG Recommendations, these testing requirements moved to Part 3.)

· The VVSG 2005 requirements about reporting benchmarks would need adjustment if the cross-referenced benchmarks and test methods are not included in the amended version.

Part 2 Chapter 7 of the VVSG Recommendations is minimal and is new material.

7. TDP and Voting Equipment User Documentation - The few new and/or substantially changed requirements in the VVSG Recommendations could be integrated with the VVSG 2005.

8. Chapter 3 of the VVSG Recommendations - Part 1 Chapter 3 (except for the performance benchmark requirements) could replace Volume I Chapter 3 with few differences. The VSS 2002 contained almost no usability, accessibility, and privacy requirements. As a result, the VVSG 2005 Chapter 3 is mostly new material based on research, best practices, and standards relating to human factors and the design of user interfaces as they apply to voting systems. Part 1 Chapter 3 of the VVSG Recommendations was primarily a maintenance level upgrade to the VVSG 2005 with minor modifications and clarifications.  However, there are a few additions including performance and poll worker usability requirements.

9. VVPAT - The VVSG Recommendations and the VVSG 2005 both include requirements for Voter Verifiable Paper Audit Trail (VVPAT) systems.  The VVPAT requirements in the Recommendations (Part 1 Section 4.4.2) were developed as an update and, as a result, could replace those requirements and VVSG 2005.  The newer requirements improve the auditability and usability of the paper records and ensure that sufficient information is printed on the record so that the systems can be used for early voting and in multi-precinct vote centers.  

10. System Security Specifications - The system security specification documentation requirements of Part 2 Section 3.5.1 are new; including them in an amended VVSG 2005 could help test labs understand how a voting system has been designed to handle.  Other security documentation requirements related to specific security features (e.g., access control, system event logging) also could be included depending on whether the corresponding security feature is included. 

11. Strengthening the External Interface requirement – The VVSG 2005 contains a setup validation requirement that requires voting systems to optionally include an external interface that permits an inquiry of the voting system software that would be independent of the voting system software itself.  This capability is especially important in that the VVSG 2005 (unlike the VVSG Recommendations) permits DREs without an immutable, independent audit trail and does not specifically require an independent capability to inspect the running software on a DRE (or other voting systems).  This requirement could be strengthened such that the optional aspect could be removed: all voting systems would then include this capability.  

12. Communications Security - The VVSG Recommendations limits the scope of communication by prohibiting the use of wireless technology (except for infrared technology) and only allowing communications to a network outside the polling place when an air gap exists between the communicating device (such as an electronic pollbook) and devices that capture cast ballots. The VVSG 2005 does not limit the scope of communication and explicitly allows wireless technology.  The amended VVSG 2005 could prohibit the use of wireless technology and restricting communications on public communication networks as per the VVSG Recommendations. 

13. Electronic Records - The VVSG Recommendations includes extensive requirements for producing and signing electronic reports and records.  The VVSG 2005 also addresses reports in Volume I, Section 2.4.3- Producing Reports.  It would be possible to develop requirements to digitally sign the reports already defined in VVSG 2005.  These changes would not be the same requirements as the VVSG Recommendations, but would draw upon the general approach to signing records.  The amended VVSG 2005 would not include any of the requirements for a hardware cryptographic module (a software module could be used).

