1 Conformance Clause
1.1 Scope and Applicability
The Voluntary Voting System Guidelines (VVSG) define requirements for conformance of voting systems. Conformance is defined in terms of requirements that voting system vendors claiming conformance to these Guidelines shall meet. The VVSG also provides the framework, procedures, and requirements that testing authorities responsible for the qualification of voting systems shall follow in order to qualify a voting system for EAC Certification.  The requirements and procedures in the VVSG may also be used by States to certify voting systems.  Additionally, the VVSG provides guidance in the form of procedural requirements to voting officials.  These procedural requirements are not mandated and are not subject to testing by testing authorities to qualify voting systems.  They are provided as adjuncts to the technical requirements for voting systems in order to ensure the integrity of the voting process and to assist States in properly setting up, deploying, and operating voting systems.  They should be considered “Best Practices” for use by the States.  
These guidelines define the minimum requirements for voting systems and the process of testing voting systems.  The guidelines are intended for use by:
1. Designers and manufacturers of voting systems,
2. Test authorities responsible for the analysis and testing of voting systems in support of qualification of systems for purchase within a designated jurisdiction,
3. (Optionally) Voting officials, including election judges, poll workers, ballot designers and officials responsible for the installation, operation, and maintenance of voting machines, and

4. (Optionally)  Test authorities responsible for the State certification of voting systems.

Minimum requirements specified in these guidelines include:

· Functional requirements,
· Performance characteristics,
· Documentation requirements,
· Test evaluation criteria, and
· Procedural requirements.

1.2 Conformance Framework
This section provides the framework in which conformance is defined.  It identifies the entities for which these guidelines apply, the relationship among the various entities and these guidelines, and the terminology used to indicate conformance.  
1.2.1 Applicable entities

The requirements, prohibitions, options, and guidance specified in these guidelines apply to voting systems, voting system vendors, voting officials, and test authorities. 

In general, requirements for designers and manufacturers of voting systems in these guidelines apply to all voting systems, unless prefaced with explanatory narrative describing unique applicability. Other terms in these guidelines shall be construed as synonymous with “all voting systems”.  They are: 

· “all systems”,
· “systems”,
· “the system”,
· “the voting system”, and
· “each voting system”.  

The term “voting system vendors” imposes documentation or testing requirements on voting systems, via the manufacturer or vendor. Other terms in these guidelines shall be construed as synonymous with “voting system vendors.  They are:

· “vendors”, 
· “the vendor”, 
· “manufacturer or vendor”, 
· “voting system designers”, and
· "implementer".

The terms used to designate requirements and procedural guidelines for test authorities are indicated by referring to Independent Testing Authorities (ITAs) and test agencies. Under HAVA, ITAs have been replaced by EAC accredited test authorities.  In these guidelines, EAC accredited test authority and ITA shall be considered equivalent. In addition, the National Association of State Election Directors (NASED) activities specified in these guidelines shall be performed by the Election Assistance Commission (EAC).   

Procedural requirements and guidance for voting officials are expressed by stating “Voting officials shall . . .”
1.2.2 Relationship among entities

Although conformance is defined for voting systems, it is the voting system vendor that needs to implement these requirements and provide the necessary documentation with the system.  In order to claim conformance to the Voluntary Voting Systems Guidelines, the voting system vendor shall satisfy the minimum requirements specified in the VVSG, including implementation of functionality, prescribed software coding and assurance practices, and preparation of the Technical Data Package (TDP). In order to claim that a voting system is qualified, the voting system vendor shall satisfy the requirements for qualification testing and successfully complete the test campaign with an ITA/Test Authority.   

An ITA/Test Authority shall satisfy the requirements for conducting qualification testing.  The ITA/Test Authority may use an operational environment that is derived from the VVSG procedural guidelines for voting officials as part of their testing to ensure that the voting system can be configured and operated in a secure and reliable manner according to the voting system vendor’s documentation and as specified by the VVSG. Additionally, the ITA/Test Authority shall coordinate and deliver the requisite documentation to the EAC.  Note that in the VVSG, these requirements and the relationship between the ITA/Test Authority and the certification authority is with NASED, not the EAC.   
The EAC is assuming the responsibility for certification of voting systems from NASED.  

The VVSG provides guidance for voting officials.  This guidance may be used to allow jurisdictions to incorporate appropriate procedures to help ensure that their voting systems are reliable, accessible, usable, and secure.  Furthermore, this guidance may be used in training and incorporated into written procedures for properly conducting the election and operating voting systems. 
Figure 1 provides an illustration of these relationships. 
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Figure 1 Relationship between entities
1.2.3 Conformance designations
A voting system conforms if all the mandatory requirements that apply to the voting system are fulfilled. An implementation statement (see section 1.6) or similar mechanism is used to describe the capabilities, features and optional functions that have been implemented and are subject to conformance and qualification testing.  There is no concept of partial conformance, e.g., a voting system is 80% conforming. 

1.3 Normative Language

The following keywords are used to convey conformance requirements.  

· Shall – to indicate a mandatory requirement to be followed (implemented) in order to conform.  Synonymous with “is required to”. 

· Is prohibited – to indicate a mandatory requirement that indicates something that is not permitted (allowed), in order to conform.  Synonymous with “shall not”.

· Is encouraged - to indicate an optional recommended action, one that is particularly suitable, without mentioning or excluding others. Synonymous with “is permitted and recommended” or “should”. 

· May - to indicate an optional, permissible action. Synonymous with “is permitted”.

Normative text is directly applicable to achieving conformance to this document. Informative parts of the Standard include examples, extended explanations, and other matter that contain information necessary for proper understanding of the VVSG and conformance to it. Some sections in the VSSG have narrative text prefixed by the keywords: Responsible entity, Process, and Discussion.  This text is informative and has no bearing on conformance. 
1.4 Categorizing Requirements

In addition to defining a common set of requirements that apply to all voting systems, the VVSG categorizes some requirements into related groups of functionality to address equipment type, ballot tabulation location, and voting system component (e.g., election management system).  
Among the categories defined in the VVSG, are two types of voting systems with respect to mechanisms to cast votes – Paper-Based Voting Systems and Direct Record Electronic (DRE) Voting Systems. Additionally, voting systems are further categorized, in these guidelines, by the locations where ballots are tabulated – Precinct Count Voting Systems, which tabulate ballots at the polling place, and Central Count Voting Systems, which tabulate ballots from multiple precincts at a central location.  The VVSG defines specific requirements for systems that fall within these four categories as well as various combinations of these categories.  

Other categories for which requirements are defined include: election management systems (EMS), methods of independent verification, and telecommunication components.
1.5 Extensions
Extensions are additional functions, features, and/or capabilities included in a voting system that are not required by the VVSG.  To accommodate the needs of States that may impose additional requirements beyond those listed in these guidelines and to accommodate changes in technology, these guidelines allow extensions.  Thus, a voting system may include extensions and still be conformant to the VVSG.  The use of extensions shall not contradict nor cause the non-conformance of functionality defined in the VVSG.  
1.6 Implementation Statement

An implementation statement provides information about a voting system, by documenting the requirements that have been implemented by the voting system. It can also be used to highlight optional features and capabilities supported by the voting system, as well as to document any extensions (i.e., additonal functionality beyond what is required in the standard).   An implementation statement may take the form of a checklist, to be completed for each voting system for which a claim of conformance to the VVSG or subset of the VVSG is desired.

An implementation statement provides a concise summary and a quick overview of requirements that have been implemented.  The implementation statement may also be used to identify the subset of a test suite that would be applicable to the voting system being tested.

If an implementation statement is provided, it shall include identifying information about the voting system, including at a minimum versioning and date information.  Additionally, a narrative description of the voting system shall be included in the implementation statement. 
