LynnE Rosenthal, computers scientist, manager within NIST’s Information Technology Laboratory, Oversee the NIST Voting Project
Thank you for your interest in our Voting project efforts.

Please stop me if you need clarification or if you want me to move to another topic.  

Also, I tend to use acronyms, so please let me know if you need me to explain. 

Help America Vote Act (HAVA) of 2002 established the Election Assistance Commission (EAC) and established the relationship between NIST and the EAC

A goal of HAVA is to improve voting systems.  One way to do this is to develop voluntary voting system guidelines – basically, a new standard with precise requirements for what voting systems need to do – e.g., functionality or capabilities of the systems

Due to our technical expertise in information technology and standards, NIST, which is a non-regulatory agency, was assigned by HAVA, to chair the EAC’s Technical Guidelines Development Committee (TGDC).  This committee, with NIST’s scientists providing technical research and support developed the Voluntary Voting System Guidelines.  The TGDC is comprised of 15 members from the voting community, accessibility community, standards organizations, and technical experts.  

Once the VVSG was produced, it is sent as a recommendation to the EAC.  The EAC publically vets this document.  Once the public review and comment resolution is completed, the EAC adopts the VVSG.  
The TGDC made 2 sets of VVSG recommendations.  The first VVSG, was adopted by the EAC in December 2005, and is called, VVSG 2005.  The second set of VVSG recommendations was provided to the EAC in Dec 2007.  This document was a major revision of the previous standard and underwent extensive public review.  NIST is currently working with the EAC to resolve comments.

VVSG 2005: usability section includes requirements for voting system controls, displays, font sizes, lighting, and response times. It also requires voting systems to alert voters who make errors such as over-voting so as to reduce the overall number of spoiled ballots.  The new section on security includes the first Federal standard for Voter Verified Paper Audit Trails 

VVSG next: rewrote requirements and structure of the VVSG – precise, testable.  Added many new security requirements (expanded access control), performance benchmarks for usability.  

Additionally, NIST is also working on developing test materials to complement the VVSG.  For any standard to be fully useful, it needs to be implemented correctly – else it is just a piece of paper.  We have been developing test suites in order that manufacturers or testing laboratories can determine that the requirements specified in the VVSG have been correctly implemented as part of the voting system.  

Test labs.  The EAC conducts a certification program, in which independent test labs test voting systems.  NIST has a role --- again via HAVA, NIST recommends labs to the EAC after it has done an evaluation of the technical competency of an organization to carry out testing of voting systems.  
Currently working on:

Research areas;

   UOCAVA:  just delivered to the EAC 1st report.  There will be a 2nd phase to follow-up. 

Usability and Accessibility research continues – making sure that the requirements in the VVSG can be tested.   Get more info
Timeline
Begin work with EAC 
2003

First TGDC meeting

July 2004

VVSG to EAC 

April 2005

EAC Adopt VVSG2005
Dec 2005

VVSG 2007 to EAC

Sep 2007

VVSG 2205: manufacturers must build to it

Dec 2007

Test Labs first accreditation – NIST notify EAC
Jan 2007

