NIST Voting Program

1. Background

After the 2000 election, Americans needed assurance that their votes count and are recorded accurately.   Questions of voting system integrity, usability, and security arose.  The existing 2002 Voting System Standard (VSS) and certification regime were inadequate – lacking precision, scientific-based requirements, and transparency.  Moreover, the VSS was outdated, in need of revision to reflect advances in the state of the art in both voting systems and in the underlying information technology.   The 2002 Help America Vote Act (HAVA) was passed to address these concerns.  Assuring the reliability, usability, accessibility, and especially, security of current and future voting systems would require a completely new voting systems standard and certification process.
2. NIST Role

HAVA gave NIST specific responsibilities, specifically with regard to the Election Assistance Commission’s Technical Guidelines Development Committee (TGDC) and with regard to recommending testing laboratories to the Election Assistance Commission (EAC). This resulted in the creation of the NIST voting program.

· HAVA

· Created the EAC and TGDC (an EAC FACA committee)

· NIST to chair the TGDC 

· NIST to provide technical support to the TGDC in the development of Voluntary Voting System Guidelines (VVSG)

· NIST to recommend testing laboratories to the EAC for accreditation (via NVLAP)

· The TGDC

· 15 members, different disciplines, chaired by NIST Director

· EAC and NIST Director jointly appoint members to the TGDC

· Delivered initial VVSG 2005 to EAC in May 2005; VVSG 2005 is partial fix to 2002 VSS

· Delivered 1st draft of VVSG 2007 to EAC in September 2007; VVSG 2007 is complete rewrite of VVSG 2005

· NVLAP and Voting
· NVLAP assesses potential voting system testing laboratories

· NIST Director recommends them to the EAC

· EAC makes decision whether to accredit them to test voting systems
· Five labs recommended to the EAC for accreditation to test for VSS 2002 and VVSG 2005

· NIST HAVA Voting Program Staff and Budget
· Project Leads: Mark Skall, John Wack, ITL’s SSD

· Staff from ITL’s CSD, IAD, and SSD, work with TS’s NVLAP

· $3.5 - $5M annual pass-thru via the EAC (acts like NIST STRS), additional $500K from NIST STRS

· MOU negotiated with EAC annually

3. Constituents 

NIST, via its voting work, serves the following constituent groups:

· Voters in general

· Voters with disabilities and the disability community in general (e.g., U.S. Access Board)

· Overseas voters via the Uniformed Overseas Citizens Absentee Voting Act (UOCAVA)

· Election officials and the election community in general

· The academic research community (e.g., cryptographers, computer security researchers, social science researchers)

4. Other Agency Partners

· NIST works primarily with the Election Assistance Commission (EAC), as stipulated by HAVA.

· Four EAC commissioners, appointed by the White House (2 Democrats, 2 Republicans)
· Small agency, 25-30 staff, contracts much of its work

· Good working relationship with NIST, monthly meetings, many interactions

5. Issues / Concerns for the Transition
· Overseas voting work interest high

· Overseas voters are disenfranchised

· Some states already exploring Internet voting

· EAC likely to publicize the NIST report

· Amended VVSG 2005 – EAC wants NIST to assist, EAC may be criticized because it delays work on 2nd draft and final versions of VVSG 2007

· Appointing a vendor to the TGDC 

· TGDC involvement in research and future work – EAC inclined not to involve them

· Quality of lab testing alleged to be poor

· EAC has reported some lab problems back to NVLAP

· ITL to assist NVLAP & EAC in surprise inspection of SysTest

· GAO report regarding NVLAP and voting

· Some concerns with NVLAP procedures

· NVLAP has responded
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