#1 - Non-EMC environmental benchmarks
1. Several Participants felt that these tests are not a major area of concern in the testing of voting systems.

2. Many felt that the EAC’s RFI process could serve to clarify the few areas that need clarification in this area of testing.

3. These tests were labeled as not being a “high priority” issue.

4. There was general agreement that the less the EAC changed these areas the better because there are already defined test procedures for this kind of testing.

5. The only area of the purposed changes that was identified as useful in this category is the addition of the humidity test in the 2005 VVSG.

NIST response: it is true that the only major change in this material in the Next Iteration was the addition of the humidity requirement. However, this material in general was reorganized from VVSG 2005; test related material in the 2005 text was removed and essentially placed where it belongs, in the tests. Replacing the entire non-EMC environmental material in VVSG 2005 with the reorganized material in the NI would result in a cleaner document, and offers the advantage of including the associated tests in a separate test document.

#2 - Volume testing
1. Almost all participants agreed that while the volume testing from Next Iteration of the VVSG could be useful it is prohibitively expensive to carry out as part of the EAC’s program given the requirement for the use of 100 units in conducting the testing.

2. An idea was purposed that the EAC create an optional volume test that would allow manufacturers or states to request that the volume test from the Next Iteration be conducted while the system is in for testing under the EAC’s program.

3. Most participants agreed that a cost analysis needs to be conducted regarding this kind of volume testing in order to determine exactly how much a test involving 100 units would cost the feasibility of conducting this kind of testing.

4. Most agreed that you can’t look into this kind of volume testing without also taking a look at the accuracy and reliability requirements.  NIST officials pointed out that the accuracy and reliability requirements (not including benchmarks) would be moved from the Next Iteration.

5. It was suggested that a simple clarification of the 2005 requirements for Volume testing using work that the EAC has already done with labs on current testing engagements would solve many of the problems that exist with the testing right now.

6. There was general agreement that flexibility regarding this kind of testing is desired so that states can receive the kind of testing they need in this area.

NIST response: the vendors do have a point in that this testing will be more expensive. One way of reducing the cost would be to use fewer units when conducting the testing. Another approach might be to permit a system to essentially achieve conformance without the volume test, thus permitting the vendor to begin production of more systems, which would then be submitted to a final volume test. However, the volume test will likely find more errors, and one would just hope that the errors would not be show stoppers.

David Flater has produced a spreadsheet to address bullet 4, which confuses volume testing with the accuracy requirements with the benchmarks, which are related but at the same time distinct.

There were several points made at the meeting that seem to boil down to the issue of cost: vendors do not want to pay for federal volume testing and like better the current situation in which they only undergo volume testing if a particular state requires it. However, the states themselves may very much like the idea of federal volume testing as long as costs are low or some sort of cost sharing is enacted.

In bullet 5, there is likely no amount of clarification that can be made to the existing testing requirements in VVSG 2005 that will solve many of the problems today.  The way in which testing is done today, e.g., test harnesses that bypass the touch screen interface, is substantially different from the volume test approach.

NIST is unclear about how to proceed here; more in-depth discussion is needed.
#3 - Software workmanship, coding standards, source code reviews
1. There was general agreement that improvement to the coding standards would be beneficial.

2. However, many agreed that they have spent a lot of time and money adjusting their coding practices to conform to the 2005 VVSG and did not want that effort to go to waste.

3. Many agreed that the coding practices outlined in the Next Iteration of the VVSG would help to improve systems but encouraged building in flexibility in the implementation of the requirements so systems already designed and being tested to the 2005 wouldn’t need to be pulled back and re-coded at great expense.

4. Some suggested that an interpretation of the Next Iteration Coding requirements would allow for the use of the 2002 coding standards by labeling the 2002 VSS standards as “published” and therefore acceptable.  This would eliminate the concerns regarding already coded systems and testing.

5. All agreed that there is a need to move the standards away from focusing on coding “style” and place more focus on coding “content”.  And most agreed that the Next Iteration standards did a better job of achieving this goal.

6. Some suggested that less “shall” requirements and more “should” guidelines would be useful in this area in order to create flexibility.

NIST response: NIST is ready to begin work on this material. There exists, however, an overall problem in terminology between the two standards. One approach would be to continue what was done in VVSG 2007: for every use of a term with special meaning, a hypertext link was created to the definition of the terms. This could be continued, i.e., every 2007 requirement that is placed in the amended 2005 would continue to include hypertext links to the definitions (this may not be necessary in all cases, such as when the term in the definition substantially agrees with how it is already used in the 2005 document).

#4 – Documentation

1. All participants agreed that if the 2005 VVSG is to be revised there needs to be focus on harmonizing the 2005 VVSG with the EAC manuals.

2. Several participants felt that the Next Iteration User Guide documentation requirements went well beyond what is useful for poll workers.

3. Many agreed that any additional requirements that would lead to the need to re-write already existing TDP’s is a non-starter due to the expense of re-writing the TDP.

4. All agreed that templates for the TDP, Test Plan, and Test Report are needed and would help many of the documentation issues that are being faced now.

5. Many agreed that it doesn’t matter whether documentation requirements are moved from the VVSG to the EAC’s manuals as long as there is 1 place to look and find the requirements for documentation.

6. One participant strongly stressed the need to bring back the sub-bullet formatting in the 2005 VVSG that was originally approved but not printed correctly in the 2005 VVSG.

NIST response: with regard to bullet 2, Sharon Laskowski submitted a separate response. With regard to bullets 3 and 4, David Flater submitted a separate plan that addressed which documentation requirements would be updated and suggested templates. There is still the question of which document should contain certain of these requirements -- the EAC manual or the VVSG. It seems confusing to have some in each document.  For bullet 6, SET consulting can take care of the formatting.

#5 - Quality assurance/ configuration management 
1. Many agreed that this section of the 2005 VVSG has led to problems during testing.

2. Many stressed the need for the testers to fully understand the voting system under test if the Next Iteration standards were going to be applied to this section.

3. There was general agreement that the 2005 VVSG doesn’t really have pass/fail criteria in this area.

4. Some suggested that additional discussion regarding this section was needed.

5. It was again stressed that the VVSG and the EAC manuals needed to be harmonized regarding these requirements.

6. Many stressed the need for agreement between the VVSG and the EAC manual regarding testing to take place at the manufacturer’s facility.  These requirements would make it necessary for lab testers to go to manufacturing facilities to check QA/CM protocols.

NIST response: it is not clear where the material in the EAC manual was derived from, but it is partially superseded by the material in the (subsequent) 2007 VVSG. There is a need, first, to decide where the QA/CM material should go, and then secondly, whether that material needs to be updated with the material in the 2007 VVSG.

#6 - Human Factors 
1. Many participants sited a need for the EAC to clarify whether or not there is an expectation that all DRE’s be accessible.  Currently the 2005 VVSG has a couple requirements that would require all DRE’s to be accessible.  EAC made it clear that it was not the intention of the 2005 VVSG to have it that way and there is a need to clarify this issue when working with the 2005 VVSG.

2. A participant sited specific examples where hardware changes would be necessary as a result of including the Next Iteration requirements from this section e.g. the requirements regarding marginal mark detection.

3. Many expressed a great deal of concern regarding the VVPAT and OCR requirements in the Next Iteration and the fact that those requirements would likely obsolete all existing VVPAT technology.

4. In the end most agreed that the human factors requirements in the Next Iteration were loaded with land mines and needed additional discussion before being required by the EAC.

NIST response: Sharon Laskowski submitted a separate response to these points.

#7 – VVPAT Requirements

1. Most agreed that improvement to the 2005 VVSG VVPAT standards would be extremely helpful.

2. Several participants suggested that a clarification of the 2005 VVSG requirements regarding the OCR requirement of the op-scan ballot being the ballot of record needed to be done.

3. It was agreed that a concern regarding the printing of VVPAT in alternative languages could be easily resolved and should not stand in the way of including these requirements.

4. The only concern regarding inclusion of these requirements from the Next Iteration were concerns regarding the OCR requirement and some minor language conflicts that could be easily resolved. 

NIST response: NIST is ready to begin work on this material. NIST recommends retaining the requirement for printing paper records such that they can be optically scanned, but recommends not including the existing 2007 requirement that essentially requires the vendor to produce hardware and software to actually perform the scan. NIST perhaps could find an applicable standard for the quality of the print, e.g., "The print quality shall meet such and such a standard for optical character recognition."
#8 – System Security Specifications

1. NIST stated that most of these specifications are documentation requirements and that NIST is working on creating templates for this documentation.

2. Several of participants agreed that this documentation would go a long way to helping the development of test cases and would lessen the amount of time in creating test cases for security.

3. All agreed that there was value in requiring this kind of documentation and guidance as long as templates were offered with the changes in the VVSG.

NIST response: NIST is ready to begin work on this material. NIST could develop less detailed templates for this material or could create essentially document skeletons, which would provide more detail for vendors and for test labs. NIST favors the latter, but recommends that the vendors not be required to strictly follow the format if they are doing something else currently that essentially meets the spirit of the overall requirement.

Discussion Question #1 - What is the current state of practice regarding the requirement to verify that no unauthorized software is present on voting equipment? What means are being used for this purpose?

1. All agreed that currently the test labs are doing this document review and hash values as required by the VVSG.

2. Goal should be to create something useable for the customer so they can quickly and easily verify that nothing in the system has changed since certification.

3. As written the Next Iteration would require a big hardware change in this area.

4. Many agreed that there is a way to write the requirements in order to allow easy and secure verification.  Further refinement of the requirements is needed but clarification would be useful.

NIST recommends that the requirement in question for the external interface be clarified so that the "escape clause" can be removed. However, NIST is not ready at this time to propose specific language -- NIST may wish to consult more with vendors first so as to arrive at a requirement that is realistic for vendors to meet and that provides the necessary level of security. An open question that needs to be addressed is how "easy" it should be to verify the software on the voting system -- whether this is something that could be done as part of logic and accuracy testing, for example, or whether more skilled personnel would be required to perform the verification.

Discussion Question #2 - What are the pros and cons of using hardware-based versus software-based crypto modules for the purpose of protecting electronic voting records used for auditing?  Is a software based crypto module something that can be achieved in a manageable amount of time?  Can a software based module be implemented in an affordable manner?
1. Key Management is vital with software crypto modules.  While hardware is easier to manage right now it is not practical to require a hardware module.

2. If there is a way to change the requirements for Crypto to be performance requirements then manufacturers can make a choice on how to build to the standard.  This would eliminate the need for a hardware change.

NIST is ready to begin including requirements for FIPS-validated cryptographic modules; as was stated in the earlier paper produced for the EAC, relatively few of these requirements would be added and hardware cryptographic modules would not be required. As part of this, though, NIST would add some of the VVSG 2007 requirements for electronic records that, in essence, require the records to be digitally signed. NIST could add additional requirements, which would be brand-new, for ensuring that software cryptographic modules can be readily re-keyed.

