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Rev. 2005-02-15
Changes from 2005-02-14:  Moved To-Do list to the top.  Numbered compliance points and requirements as FR4.x.y.z (per JC’s proposal).  Added general requirements.  Made note to move error rate during testing language to testing document.  Created section for requirements punted to S&T.  Improved some requirements and testing hints.
Changes from 2005-02-11:  Reorganized according to process model.  Added missing compliance points from I.3.2.1 (accuracy requirements).  Multiplied the voting variations compliance points for A1.1.1/A1.1.6 and A.1.4.  Made minor changes to other compliance points, added missing references.
TO DO:

Apart from readiness reports, the requirements having to do with L&A testing aren’t here – so where are they?  Contrariwise, we have a smattering of election management and other possibly out-of-scope compliance points here but none of the context.  I am not sure when we plan to reconcile all of the scopes.  General review of old requirements w.r.t. new organization needs to be done.
Update the process model (missing central pre-voting).
Resolve outstanding issues indicated in Word comments.

Move all testing-related notes and discussion into CRT Testing.

Define and use roles (e.g., designated election officials).

Fix all cross-references.
“Recall issues, with options” – “options” is unclear, suggested interpretation clashes with terminology.  Awaiting clarification on what “options” were intended.
The formal model in Logic Verification might be expanded to define each of the things listed in I.4.4.4, which would clarify FR4.3.14 and other reporting compliance points.
For each compliance point of the form “the system shall support X,” we should elaborate by specifying detailed requirements for what it means to support X, to enable a tester to determine more objectively whether X is supported.  This probably cannot be accomplished by April and will probably incur a need for many more interpretations.

Draft Requirements for Organizing Principle #4: The voting process shall accurately accumulate, count and report legitimate votes
The following requirements have been extracted from the 2002 VSS and IEEE 1583
Most requirements have been refactored from the structured text of the 2002 VSS to make them self-contained compliance points.  Many have undergone additional rewording to improve their precision and clarify them.  Those that are slated to be moved or removed are listed at the end.

The compliance points are organized according to the process model rev. 2004-12-27.

General requirements

FR4.1 All systems shall support all voting variations indicated in the claim of conformance.  {Extrapolated from VSS I.2.2.8.2}

FR4.2 All systems shall achieve an error rate of no more than one in 10,000,000 ballot positions.  {Extrapolated from VSS I.3.2.1}
FR4.3 All systems shall be capable of generating the required reports.  {Generalized from many VSS requirements}
FR4.4 All systems shall be auditable by election officials.  {Generalized from many VSS requirements}
FR4.5 All systems shall maintain the integrity of voting and audit data, including Cast Vote Records, during an election and for a period of at least 22 months afterward.  {Reworded from VSS I.2.11} <Testable wrt during election, otherwise procedural>  Test by verifying integrity of voting and audit data during test scenarios and archival data after running test scenarios (not materially different from #0, verifying that extracted/duplicated information is identical).  Wrt archivalness, in general, an expert design review is required.  However, writing all archival data to optical disk and/or paper may be considered an acceptable design without further review.  Magnetic media are generally NOT archival in this time span without special design and handling.  (Cite some authority on this – library sciences)
A1.1  Prepare for election

There are significant variations among the election laws of the 50 states with respect to permissible ballot contents, voting options, and the associated ballot counting logic.  {VSS 2.2.8.2}
FR4.1.1 The Election Management System shall support all voting variations indicated in the claim of conformance.  {Extrapolated from VSS I.2.2.8.2}
A1.1.1  Define precincts

FR4.1.1.1 In systems claiming conformance to the Split precincts profile, the Election Management System shall support split precincts.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with split precinct scenario.
A1.1.6  Define election (races and questions)

FR4.1.1.2 In systems claiming conformance to the Closed primaries profile, the Election Management System shall support closed primaries.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with closed primary scenario.
FR4.1.1.3 In systems claiming conformance to the Open primaries profile, the Election Management System shall support open primaries.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with open primary scenario.
FR4.1.1.4 In systems claiming conformance to the Partisan offices profile, the Election Management System shall support partisan offices.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with partisan office scenario.
FR4.1.1.5 In systems claiming conformance to the Non-partisan offices profile, the Election Management System shall support non-partisan offices.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with non-partisan office scenario.
FR4.1.1.6 In systems claiming conformance to the Write-ins profile, the Election Management System shall support write-in voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with write-in scenario.
FR4.1.1.7 In systems claiming conformance to the Primary presidential delegation nominations profile, the Election Management System shall support primary presidential delegation nominations.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with primary presidential delegation nomination scenario.
FR4.1.1.8 In systems claiming conformance to the Ballot rotation profile, the Election Management System shall support ballot rotation.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with ballot rotation scenario.
FR4.1.1.9 In systems claiming conformance to the Straight party voting profile, the Election Management System shall support straight party voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with straight party voting scenario.
FR4.1.1.10 In systems claiming conformance to the Cross-party endorsement profile, the Election Management System shall support cross-party endorsement.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with cross-party endorsement scenario.
FR4.1.1.11 In systems claiming conformance to the N of M voting profile, the Election Management System shall support N of M voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with N of M voting scenario.
FR4.1.1.12 In systems claiming conformance to the Recall issues with options profile, the Election Management System shall support recall issues, with options.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with recall scenario.
FR4.1.1.13 In systems claiming conformance to the Cumulative voting profile, the Election Management System shall support cumulative voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with cumulative voting scenario.
FR4.1.1.14 In systems claiming conformance to the Ranked order voting profile, the Election Management System shall support ranked order voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with ranked order voting scenario.
FR4.1.1.15 In systems claiming conformance to the Provisional / challenged ballots profile, the Election Management System shall support provisional/challenged ballots.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with provisional/challenged ballot scenario.
A1.2  Prepare for voting
A1.2.4  Test equipment (precinct)

FR4.3.1
As a pre-voting function, all systems at the polling place shall provide a record of the following, in any media, upon verification of the authenticity of the command source: a. The election's identification data; b. The identification of all equipment units; c. The identification of the polling place; d. The identification of all ballot formats; e. The contents of each active candidate register by office and of each active measure register at all storage locations (showing that they contain only zeros); f. A list of all ballot fields that can be used to invoke special voting options; and g. Other information needed to confirm the readiness of the equipment, and to accommodate administrative reporting requirements.  {Reworded from VSS I.2.3.5}  <Testable>  Test by generating and inspecting this readiness report.

Activity missing from process model:  Central Pre-voting (or more accurately pre-counting)
This does not necessarily need to be done before it is time to start tabulating.
FR4.3.2
As a pre-voting function, all systems at the central location shall provide a record of the following, in printed form, upon verification of the authenticity of the command source: a. The election's identification data; b. The contents of each active candidate register by office and of each active measure register at all storage locations (showing that they contain all zeros); and c. Other information needed to ensure the readiness of the equipment and to accommodate administrative reporting requirements.  (Reworded from VSS I.2.3.5}  <Testable>  Test by generating and inspecting this readiness report.

A.1.4  Gather in-person vote

FR4.1.2 In systems claiming conformance to the DRE profile, the vote-gathering functionality of each DRE shall support all voting variations indicated in the claim of conformance.  {Extrapolated from VSS I.2.2.8.2}
FR4.1.2.1 In systems claiming conformance to the Closed primaries and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support closed primaries.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with closed primary scenario.
FR4.1.2.2 In systems claiming conformance to the Open primaries and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support open primaries.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with open primary scenario.
FR4.1.2.3 In systems claiming conformance to the Partisan offices and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support partisan offices.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with partisan office scenario.
FR4.1.2.4 In systems claiming conformance to the Non-partisan offices and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support non-partisan offices.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with non-partisan office scenario.
FR4.1.2.5 In systems claiming conformance to the Write-ins and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support write-in voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with write-in scenario.
FR4.1.2.6 In systems claiming conformance to the Primary presidential delegation nominations and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support primary presidential delegation nominations.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with primary presidential delegation nomination scenario.
FR4.1.2.7 In systems claiming conformance to the Ballot rotation and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support ballot rotation.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with ballot rotation scenario.
FR4.1.2.8 In systems claiming conformance to the Straight party voting and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support straight party voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with straight party voting scenario.
FR4.1.2.9 In systems claiming conformance to the Cross-party endorsement and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support cross-party endorsement.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with cross-party endorsement scenario.
FR4.1.2.10 In systems claiming conformance to the Split precincts and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support split precincts.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with split precinct scenario.
FR4.1.2.11 In systems claiming conformance to the N of M voting and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support N of M voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with N of M voting scenario.
FR4.1.2.12 In systems claiming conformance to the Recall issues with options and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support recall issues, with options.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with recall scenario.
FR4.1.2.13 In systems claiming conformance to the Cumulative voting and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support cumulative voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with cumulative voting scenario.
FR4.1.2.14 In systems claiming conformance to the Ranked order voting and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support ranked order voting.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with ranked order voting scenario.
FR4.1.2.15 In systems claiming conformance to the Provisional / challenged ballots and DRE profiles, the ballot presentation, voting, and recording functionality of each DRE shall support provisional/challenged ballots.  {Extrapolated from VSS I.2.2.8.2}  <Testable>  Test with provisional/challenged ballot scenario.
A1.4.12  Accept ballot
FR4.2.1
For systems claiming conformance to the DRE profile, the acceptable voting system error rate (no more than one in 10,000,000 ballot positions) applies to recording the voter selections of candidates and contests into voting data storage.  (From VSS I.3.2.1.b.1)

FR4.2.2
For systems claiming conformance to the DRE profile, the acceptable voting system error rate (no more than one in 10,000,000 ballot positions) applies to recording voter selections of candidates and contests into ballot image storage independently of voting data storage
.  (From VSS I.3.2.1.b.2)
A1.5  Count (precinct count) + A1.6.5  Count (central)
The following requirements apply equally to counting that occurs in the precinct and in the central location.
FR4.1.3 All tabulators shall support all voting variations indicated in the claim of conformance.  {VSS I.2.2.8.1 plus I.2.2.8.2}
FR4.1.3.1 In systems claiming conformance to the Closed primaries profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support closed primaries.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with closed primary scenario.
FR4.1.3.2 In systems claiming conformance to the Open primaries profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support open primaries.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with open primary scenario.
FR4.1.3.3 In systems claiming conformance to the Partisan offices profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support partisan offices.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with partisan office scenario.
FR4.1.3.4 In systems claiming conformance to the Non-partisan offices profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support non-partisan offices.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with non-partisan office scenario.
FR4.1.3.5 In systems claiming conformance to the Write-ins profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support write-in voting.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with write-in scenario.
FR4.1.3.6 In systems claiming conformance to the Primary presidential delegation nominations profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support primary presidential delegation nominations.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with primary presidential delegation nomination scenario.
FR4.1.3.7 In systems claiming conformance to the Ballot rotation profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support ballot rotation.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with ballot rotation scenario.
FR4.1.3.8 In systems claiming conformance to the Straight party voting profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support straight party voting.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with straight party voting scenario.
FR4.1.3.9 In systems claiming conformance to the Cross-party endorsement profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support cross-party endorsement.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with cross-party endorsement scenario.
FR4.1.3.10 In systems claiming conformance to the Split precincts profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support split precincts.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with split precinct scenario.
FR4.1.3.11 In systems claiming conformance to the N of M voting profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support N of M voting.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with N of M voting scenario.
FR4.1.3.12 In systems claiming conformance to the Recall issues with options profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support recall issues, with options.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with recall scenario.
FR4.1.3.13 In systems claiming conformance to the Cumulative voting profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support cumulative voting.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with cumulative voting scenario.
FR4.1.3.14 In systems claiming conformance to the Ranked order voting profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support ranked order voting.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with ranked order voting scenario.
FR4.1.3.15 In systems claiming conformance to the Provisional / challenged ballots profile, the vote tabulating functionality of each voting device, vote count server, or other devices shall support provisional/challenged ballots.  {VSS I.2.2.8.1 plus I.2.2.8.2}  <Testable>  Test with provisional/challenged ballot scenario.
FR4.2.3
For systems claiming conformance to the Marksense or Punchcard profile, the acceptable voting system error rate (no more than one in 10,000,000 ballot positions) applies to scanning ballot positions on paper ballots to detect selections for individual candidates and contests.  (From VSS I.3.2.1.a.1)

FR4.2.4
For systems claiming conformance to the Marksense or Punchcard profile, the acceptable voting system error rate (no more than one in 10,000,000 ballot positions) applies to conversion of selections detected on paper ballots into digital data.  (From VSS I.3.2.1.a.2)
A1.5  Count (precinct count)

FR4.2.5
For systems claiming conformance to the Precinct count profile, the acceptable voting system error rate (no more than one in 10,000,000 ballot positions) applies to consolidation of vote selection data from multiple precinct-based systems to generate jurisdiction-wide vote counts, including storage and reporting of the consolidated vote data. {Reworded from VSS I.3.2.1} <Testable>  Subsumed by end-to-end accuracy tests.
A1.6  Wrap up voting

A1.6.1  Close polls
FR4.3.3
Systems claiming conformance to the Precinct count profile shall provide designated functions for generating post-election reports.  {Reworded from VSS I.2.5} <Testable>  Test with scenario that includes closing the polls.
FR4.3.4
Systems claiming conformance to the Precinct count profile shall consolidate the data contained in each unit into a single report for the polling place when more than one voting machine or precinct tabulator is used. {Reworded from VSS I.2.5.3.2}  <Testable>  Test is similar to #0 except for equipment used (must be only precinct equipment).
FR4.3.5
Systems claiming conformance to the DRE profile shall, if the consolidation of polling place data is done locally, perform this consolidation in a time not to exceed 5 minutes for each device in the polling place. {Reworded from VSS I.3.2.6.2.1}  <Testable> <Performance>  Test #0, but time it for some number of devices.
FR4.6 Systems claiming conformance to the Precinct count profile shall provide designated functions for closing the polling place.  {Reworded from VSS I.2.5} <Testable>  Test with scenario that includes closing the polls.
A1.6.3  Diagnose and correct problem (precinct)
FR4.7 Any discrepancy in reports, regardless of source, shall be resolvable to a procedural error, to the failure of a non-memory device, or to an external cause. {Reworded from VSS I.3.2.6.2.2}  We already specified that there shall be no discrepancies, so if you can get here at all, you’ve already failed some other test (your reports are inconsistent).
A1.6.4  Deliver / transmit ballots, ballot images and/or precinct totals to central
FR4.5.1
All systems shall ensure that extracted or duplicated information, including Cast Vote Records extracted from DRE machines, is identical to that on the original storage medium.  {Reworded from IEEE 5.6.9.2} <Testable>  Test by verifying that extracted/duplicated information is identical after running test scenarios.  Verify by code / design review that information extracted to machine-readable media is accuracy and integrity checked.
FR4.5.2
All systems shall prevent data from being altered or destroyed by the transmission of results over telecommunications lines, including data in transportable memory. {Reworded from VSS I.2.5.3.1 and I2.5.3.2d}  <Testable>  There are two pieces to this:  preserving integrity in the source system and preserving integrity through transmission.  The former, test by transmitting results and verifying integrity at the source.  The latter, test by intentionally disrupting transmission and verifying integrity at both ends.  Test methods needed for each type of telecom.  E.g., if modem, then connect a handset to the line, pick up during transmission, count 1 to 10 out loud into the handset, hang up, and then follow any instructions the system gives regarding retransmission attempts.  Overlaps with #0.  Verify by code / design review that integrity is maintained and checked.
A1.6.5  Count (central)
FR4.2.6
For systems claiming conformance to the Central count profile, the acceptable voting system error rate (no more than one in 10,000,000 ballot positions) applies to consolidation of vote selection data from multiple counting devices to generate jurisdiction-wide vote counts, including storage and reporting of the consolidated vote data.  {Reworded from VSS I.3.2.1} <Testable>  Subsumed by end-to-end accuracy tests.
FR4.3.6
All election management systems shall be capable of accumulating vote totals at the precinct, election district, and jurisdiction reporting levels.  {Reworded from VSS I.2.2.6} <Testable>  Test by generating the referenced reports after running test scenarios.
FR4.3.7
Sytems claiming conformance to the In-person voting profile shall provide a means to consolidate vote data from all polling places at the jurisdiction reporting level and include this data in the accumulated vote totals.  (Reworded from VSS I.2.5.2 and I.2.5.3)  <Testable>  Test is similar to #0.
FR4.3.8
Systems claiming conformance to the Absentee voting profile shall provide a means to consolidate vote data from absentee ballots at the jurisdiction reporting level and include this data in the accumulated vote totals.  (Reworded from VSS I.2.5.2 and I.2.5.3)  <Testable>  Test is similar to #0.
FR4.3.9
Systems claiming conformance to the Provisional / challenged ballots profile shall provide a means to consolidate vote data from provisional ballots at the jurisdiction reporting level and include this data in the accumulated vote totals.  (Reworded from VSS I.2.5.2 and I.2.5.3)  <Testable>  Test is similar to #0.
FR4.3.10
Systems claiming conformance to the Review-required ballots profile shall provide a means to consolidate vote data from voted ballots requiring human review at the jurisdiction reporting level and include this data in the accumulated vote totals.  (Reworded from VSS I.2.5.2 and I.2.5.3)  <Testable>  Test is similar to #0.
A1.6.7  Diagnose and correct problem (central)
See A1.6.3 (same requirements apply here).

A1.6.8  Report
Note:  see A1.2.4 for pre-voting reports

FR4.3.11
All devices that tabulate ballots shall record and report the number of ballots cast during a particular test cycle or election.  {DWF, phrasing the functional requirement that was implied by design requirements in I.2.2.9}

FR4.3.12
All systems shall be capable of producing a printed report of the number of ballots counted by each tabulator.  {From VSS I.2.2.6.h and I.2.5.3.1.b}  <Testable>  Test by generating the referenced reports after running test scenarios.
FR4.3.13
Systems claiming conformance to the DRE profile shall produce reports that account for all votes on all accepted ballots with no discrepancy among reports of voting device data at any level.  {Reworded from VSS I.3.2.6.2.2} <Testable>  Test by verifying consistency of all of those reports we generated earlier.
FR4.3.14
All systems shall produce an accurate
 
report of all votes cast.  {Reworded from VSS I.2.2.2.1} <Testable>  Same as #0, but add requirement that it be accurate.
FR4.3.15
All systems shall support geographic reporting, which requires the reporting of all results for each contest at the precinct, election district, and jurisdiction levels.  {From VSS I.2.2.6.h and I.2.5.3.1.a}  <Testable>  Same as #0
FR4.3.16
All systems shall be capable of producing a printed report for each tabulator of the results of each contest that includes the votes cast for each selection, the count of undervotes, and the count of overvotes.  {From VSS I.2.2.6.h and I.2.5.3.1.c}  <Testable>  Test by generating the referenced reports after running test scenarios.
FR4.3.17
All systems shall be capable of producing a consolidated printed report of the results for each contest of all votes cast (including in-person ballots, absentee ballots, provisional / challenged ballots, and review-required ballots, as applicable, according to the claimed profiles) that includes the votes cast for each selection, the count of undervotes, and the count of overvotes.  {From VSS I.2.2.6.h and I.2.5.3.1.d}  <Testable>  Test by generating the referenced reports after running test scenarios.
FR4.3.18
All systems shall be capable of producing a consolidated printed report of the combination of overvotes for any contest that is selected by an authorized official (e.g.; the number of overvotes in a given contest combining candidate A and candidate B, combining candidate A and candidate C, etc.).  {From VSS I.2.2.6.h and I.2.5.3.1.e}  <Testable>  Test by generating the referenced reports after running test scenarios.
FR4.3.19
All systems shall be capable of producing all of the pre-election audit records, system readiness audit records, in-process audit records and vote tally data defined below in the form of printed reports, or in electronic memory for printing centrally.  {From VSS I.2.2.6.h and I.2.5.3.1.f}  <Testable>  Test by generating the referenced reports after running test scenarios.
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FR4.3.20
All systems shall provide the capabilities to obtain status and data reports
 from each set of equipment.  {Reworded from VSS I.2.3.4.1} <Testable>  Test by producing the applicable reports.
FR4.3.21
All systems shall provide the capabilities to generate consolidated data reports at the precinct and jurisdiction levels.  {Reworded from VSS I.2.3.4.1} <Testable>  Same as #0
FR4.3.22
Systems claiming conformance to the Unofficial results generation profile shall provide only aggregated results, and not data from individual ballots. {Reworded from VSS I.2.5.4a} <Semi Testable>  Test by generating an unofficial report and checking that individual ballots are not indicated.  (This does not prove that no such capability exists.)
FR4.3.23
Systems claiming conformance to the Unofficial results generation profile shall clearly indicate on each report or file that the results it contains are unofficial.  {Reworded from VSS I.2.5.4c}  <Testable>  Test by generating an unofficial report and verifying the presence of the disclaimer.

FR4.5.3
All systems shall prevent data from being altered or destroyed by report generation, including data in transportable memory.  {From VSS I.2.2.6.h, I.2.5.3.1.g, and I2.5.3.2d}  <Testable>  Test by generating reports and verifying integrity.  Verify by code / design review that report generation cannot alter data.
A2.2  Conduct official audits

FR4.4.1
All devices that tabulate ballots shall enable election officials to determine the number of ballots cast so far during a particular test cycle or election at any time during the test cycle or election without disrupting any operations in progress.  {DWF, phrasing the functional requirement that was implied by design requirements in I.2.2.9}

FR4.4.2
Systems claiming conformance to the DRE profile shall maintain an accurate Cast Vote Record of each ballot cast.  {Reworded from VSS I.2.2.4.2} <Testable>  Test by validating the ballot images after running test scenarios.
FR4.5.4
All printed copy records produced by the election database and ballot processing systems shall be labeled and archived for a period of at least 22 months after the election.  {Reworded from VSS I.2.2.11} <Procedural>
Requirements to be subsumed by test methods document
· All of the accuracy requirements contained language saying “no more than one in 10,000,000 ballot positions, with a maximum acceptable error rate in the test process of one in 500,000 ballot positions.”  The latter half belongs in the testing document.
· The procedure to simulate closing of polls shall perform 
any 
hardware operations required to disable ballot counting and close the polls.  {Reworded from VSS II.3.3.1} <Part of testing strategy>

· For all systems, the total number of ballots to be processed by each precinct counting device during system level integration testing shall reflect the maximum number of active voting positions and the maximum number of ballot styles that the TDP claims the system can support.  {Reworded from VSS I.6.2.3} <Part of testing strategy>
· The procedure to simulate closing of polls shall obtain data reports and verify correctness.  {Reworded from VSS I.3.3.1} <Part of testing strategy>

· The procedure to simulate election reports shall obtain reports at the precinct, polling place and jurisdiction levels.  {Reworded from VSS I.3.3.2.c.1} <Part of testing strategy>

· The procedure to simulate election reports shall obtain consolidated reports.  {Reworded from VSS I.3.3.2.c.2} <Part of testing strategy>

· The procedure to simulate election reports shall test ad-hoc  query access, if this is a feature of the system.  {Reworded from VSS II.3.3.2.c.3} <Part of testing strategy>

· The procedure to simulate election reports shall verify correctness of all reports and queries.  {Reworded from VSS I.3.3.2.c.4} <Part of testing strategy>
The procedure to simulate counting ballots shall cast test ballots in a number sufficient
 to demonstrate proper processing, error handling, and generation of audit data. {Reworded from VSS I.3.3.1} <Part of testing strategy>
· The procedure to simulate counting ballots shall count test ballots in a number sufficient
 to demonstrate proper processing, error handling, and generation of audit data. {Reworded from VSS I.3.3.2} <Part of testing strategy>
Design requirements

The following requirements constrain the design rather than specify the function.  There may be good reasons to constrain the design.  However, in the absence of rationale for constraining the design, they will be deleted.

· Systems claiming conformance to the DRE profile shall maintain Cast Vote Records using a process and storage location that differs from the main vote detection, interpretation, processing, and reporting path.  {Reworded from VSS I.2.2.4.2} <Testable> <Design>


· The vote tabulating program software resident in each voting device, vote count server, or other devices shall include all software modules required to accumulate votes.  {Reworded from VSS I.2.2.8.1} <Verifiable by inspection> <Design>
· Systems claiming conformance to the Precinct count profile shall provide a means to extract information from a transportable programmable memory device or data storage medium for vote consolidation. {Reworded from VSS I.2.5.3.2} <Testable> <Design>

· All devices that tabulate ballots shall provide a counter that must be set to zero before any ballots are submitted for tally or DRE units are activated for voting. {Reworded from VSS I.2.2.9}  <Testable> <Design>
· All devices that tabulate ballots shall provide a counter that records the number of ballots cast during a particular test cycle or election. {Reworded from VSS I.2.2.9} <Testable> <Design>
· All devices that tabulate ballots shall provide a counter that increases the count only by the acceptance of a cast ballot record.  {Reworded from VSS I.2.2.9} <Testable> <Design>
· All devices that tabulate ballots shall provide a counter that prevents or disables the resetting of the counter by any person other than authorized persons at authorized points in the election cycle. {Reworded from VSS I.2.2.9} <Testable> <Design>
· All devices that tabulate ballots shall provide a counter that is visible to
 designated election officials. {Reworded from VSS I.2.2.9} <Testable> <Design>
· All election management systems shall generate and maintain a database, or one or more interactive databases, that enables election officials or their designees to generate the required post-voting reports. {Reworded from VSS I.2.2.6.h, which references I.2.5.3.1} <Testable> <Design>
· All election management systems shall generate and maintain a database, or one or more interactive databases, that enables election officials or their designees to process and produce audit reports of the audit record data required by [#0 above].  {Reworded from VSS I.2.2.6.i, which references I.4.5 but means I.4.4} <Testable> <Design>
Requirements to be dealt with by Security & Transparency Subcommittee

· Systems claiming conformance to the Unofficial results generation profile shall provide no access path from unofficial electronic reports or files to the storage devices for official data.  {Reworded from VSS I.2.5.4b}  <Semi Testable>  Punt to STS.  (Access paths might not be obvious.)

· Systems claiming conformance to the Precinct count profile shall prevent the printing of reports and the unauthorized extraction of data prior to the official close of the polling place. {Reworded from VSS I.2.5.3.2}  <Testable>  Test by trying to do it / punt to STS.
· For systems claiming conformance to the Central count profile, the Voting Equipment User Documentation shall detail the measures to be taken related to the physical and procedural controls for handling of ballot boxes.  {Reworded from VSS I.6.3.2} <Verifiable by inspection>

· For systems claiming conformance to the Central count profile, the Voting Equipment User Documentaton shall detail the measures to be taken related to the physical and procedural controls for preparing of ballots for counting.  {Reworded from VSS I.6.3.2} <Verifiable by inspection>

· For systems claiming conformance to the Central count profile, the Voting Equipment User Documentation shall detail the measures to be taken related to the physical and procedural controls for counting operations. {Reworded from VSS I.6.3.2} <Verifiable by inspection>

· For systems claiming conformance to the Central count profile, the Voting Equipment User Documentation shall detail the measures to be taken related to the physical and procedural controls for reporting data.  {Reworded from VSS I.6.3.2} <Verifiable by inspection>

Deleted compliance points
The following was deleted because it was completely redundant with other compliance points that separately and more clearly required (1) all kinds of reports and (2) error-freeness.  The separation of mere “reports” from “consolidated reports” in 2002VSS I.3.2.6.2.2 seems gratuitous.
· DRE voting systems shall produce consolidated reports containing absentee, provisional, or other voting data that are error-free.  {Reworded from VSS I.3.2.6.2.2} <Testable>
�This relates to the “separate path” design requirement that is currently in limbo.


�Accurate needs to be more precisely defined.


�^^ The formal model in Logic Verification might be expanded to define each of the things listed in I.4.4.4.


�All of the line items from I.4.4 should be made into separate compliance points.  Note, there is some redundancy in I.4.4.4 with the reporting requirements above.


�Needs interpretation.  BW says “In general, status refers to the status of the equipment:  ready, off-line, battery charge level, etc.  Data reports are the various reports derived from the vote data.”  The requirement for data reports here is redundant.  It’s unclear exactly what equipment is required to provide status reports.  “Each set of equipment” – hmm.  How do you get a status report from a lever machine, hole puncher, or suchlike?  Needs scoping.


�I.2.4 refers to separate “election counter” and “life-cycle counter,” but only the election counter is required in I.2.2.9


�Shouldn’t there be a separate requirement mandating the simulation procedure?


�^^ Implementation-specific.  II.3.3.1 tries to enumerate steps while remaining completely general.


�completely ambiguous


�completely ambiguous


�Awaiting interpretation.


�everyone hates this wording… tried to improve on it in FR4.4.1
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