Three Versions of Voting Systems EM Requirements
For more information, please contact Alan Goldfine at goldfine@nist.gov or 301-975-3252.  Thanks.

Review Notes:

This document presents three versions of each of the nine electromagnetic requirements for voting systems.

The first version is from the 2002 Voting Systems Standards (VSS), which is being phased out by the Election Assistance Commission.  It's the set of specifications that most existing voting systems were qualified against.  The entire document can be found at

http://www.eac.gov/election_resources/vss.html, with the EM requirements found in Volume I, Section 3.

The second version, in blue, is from the 2005 Voluntary Voting System Guidelines (VVSG), currently the official standard.  The EM requirements in this version are slightly modified from those in the 2002 VSS.  The entire document can be found at 

http://www.eac.gov/VVSG Volume_I.pdf, with the EM requirements found in Volume I, Section 4.

The third version, in red, is a set of draft EM requirements, prepared by a NIST researcher who is no longer working on the voting project.  The goal of this revision was to develop, starting from scratch, requirements that would:

· reflect the latest available information

· reference applicable standards, rather than repeating or excerpting text from those standards

· clearly separate requirements from testing specifications

· distinguish between requirements unique to a voting device and requirements of any electrical device (e.g., FCC Part 15).

The stated scopes of the three versions use different wording but are in fact consistent with each other, namely electrical voting devices for 4.1.2.4, and electronic voting devices for the others.

4.1.2.4 Electrical Supply

	Components of voting systems that require an electrical supply shall meet the following standards:

a) Precinct count systems shall operate with the electrical supply ordinarily found in polling places (120vac/60hz/1);

b) Central count systems shall operate with the electrical supply ordinarily found in central tabulation facilities or computer room facilities (120vac/60hz/1, 208vac/60hz/3, or 240vac/60hz/2); and

c) All systems shall also be capable of operating for a period of at least 2 hours on backup power, such that no voting data is lost or corrupted, nor normal operations interrupted.  When backup power is exhausted the system shall retain the contents of all memories intact.

The backup power capability is not required to provide lighting of the voting area.


	Components of voting systems that require an electrical supply shall meet the following

standards:

a) Precinct count voting systems shall operate with the electrical supply ordinarily found in polling places (Nominal 120 Vac/60Hz/1 phase)

b) Central count voting systems shall operate with the electrical supply ordinarily found in central tabulation facilities or computer room facilities (Nominal 120 Vac/60Hz/1, nominal 208 Vac/60Hz/3 or nominal 240 Vac/60Hz/2)

c) All voting machines shall also be capable of operating for a period of at least 2 hours on backup power, such that no voting data is lost or corrupted nor normal operations interrupted. When backup power is exhausted the voting machine shall retain the contents of all memories intact. 

The backup power capability is not required to provide lighting of the voting area.


	For all voting system that requires an electrical supply that is not direct current (DC) (battery supplied):

a) The voting system shall operate on standard alternating current (AC) circuits according to [1] and [2].

<Reason: We should follow generally accepted standards so as not to have any special electrical requirements that would prevent easy installation and use of commonly found electrical outlets and public utility supply.>

b) The voting system shall also be capable of operating for a period of at least two (2) hours on backup power, such that no voting data is lost or corrupted or normal operations are interrupted.  When backup power is exhausted the voting machine shall retain the contents of all memories intact.

The backup power should last for the entire duration between the opening and the closing of the polls, or the period necessary to perform the function of the voting machine in a timely manner without disrupting any step or phase of the voting process

For battery supplied DC voting systems, no special battery shall be required.  Any batteries needed shall be commonly available.

The backup power capability is not required to provide lighting of the voting area.


4.1.2.5 Electrical Power Disturbance

	Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand, without disruption of normal operation or loss of data:

a) Surges of 30% dip @10 ms;

b) Surges of 60% dip @100 ms & 1 sec;

c) Surges of >95% interrupt @5 sec; 

d) Surges of +15% line variations of nominal line voltage; and

e) Electric power increases of 7.5% and reductions of 12.5% of nominal specified power supply for a period of up to four hours at each power level.


	Vote scanning and counting equipment for paper-based voting systems, and all DRE voting equipment, shall be able to withstand, without disruption of normal operation or loss of data:

a) Voltage dip of 30% of nominal @10 ms;

b) Voltage dip of 60% of nominal @100 ms & 1 sec

c) Voltage dip of >95% interrupt @5 sec

d) Surges of +15% line variations of nominal line voltage

e) Electric power increases of 7.5% and reductions of 12.5% of nominal specified power supply for a period of up to four hours at each power level.


	All electronic voting systems shall comply with the applicable and appropriate requirements defined in [8].


4.1.2.6 Electrical Fast Transient

	Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand, without disruption of normal operation or loss of data, electrical fast transients of:

a) 2 kV AC & DC external power lines;

b) +1 kV all external wires >3m no control; and

c) +2 kV all external wires control.


	Vote scanning and counting equipment for paper-based systems, and all DRE equipment,

shall be able to withstand, without disruption of normal operation or loss of data, electrical fast transients of:

a) + 2 kV and - 2 kV on External Power lines (both AC and DC)

b) + 1 kV and - 1 kV on Input/Output lines(signal, data, and control lines) longer than 3 meters

c) Repetition Rate for all transient pulses will be 100 kHz.


	All electronic voting systems shall comply with the applicable and appropriate requirements defined in [5].


4.1.2.7 Lightning Surge

	Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand, without disruption of normal operation or loss of data, surges of:

a) +2 kV AC line to line;

b) +2 kV AC line to earth;

c) +.5 kV DC line to line >10m;

d) +.5 kV DC line to earth >10m; and

e) +1 kV I/O sig/control >30m.


	Vote scanning and counting equipment for paper-based systems, and all DRE equipment,

shall be able to withstand, without disruption of normal operation or loss of data, surges of:

a) +2 kV AC line to line

b) +2 kV AC line to earth

c) + or – 0.5 kV DC line to line >10m

d) + or – 0.5 kV DC line to earth >10m

e) +1 kV I/O sig/control >30m.


	Lightning surge can occur in at least three areas that can affect the voting systems:

1) The cable supplying the electrical power;

2) Any cable other than the electrical cable, such as cables used in telecommunications, data networks, or cable networks; and

3) The building structure in which the equipment is housed.

The electrical power supply entering a building from a public utility AC mains power supply is already protected to some level from lightning surges.  This is defined in [2].  The public telephone system entering a building is also protected to some extent from lightning.  This is defined in [10] and [1].  However it is the cabling within the building and the building construction itself that remains for the most part unprotected or lacks a standard protection level, it is to this unknown that the voting system must be protected.

Note:  The section on Lightning Surge may need to be informative, as above.  [1] defines what should be provided, but also states that it is dependent upon the devices attached.  So if the building and its wiring are protected to, say, level X, and the voting device needs a higher protection level, then the system's documentation will have to explicitly state so.  Would we be specifying requirements for the building that houses the voting device, or for the voting device?  If it is the former, it is out of scope for this section.  If it is the latter, what base reference should be used?  Should it be for the worst or best case or somewhere in between?  The answer is the answer to a multivariable question on cost, probability and intensity of lightning surge.  [1] would classify the voting device as a sensitive electrical device and consider applying additional protection at the device itself.  But no level of protection is given.


4.1.2.8 Electrostatic Disruption

	Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand ±15 kV air discharge and ±8 kV contact discharge without damage or loss of data. The equipment may reset or have momentary interruption so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the voter.


	Vote scanning and counting equipment for paper-based systems, and all DRE equipment,

shall be able to withstand ±15 kV air discharge and ±8 kV contact discharge without damage or loss of data. The equipment may reset or have momentary interruption so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the voter.


	All electronic voting systems shall comply with the applicable and appropriate requirements defined in [3].


4.1.2.9 Electromagnetic Emissions

	Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall comply with the Rules and Regulations of the Federal Communications Commission, Part 15, Class B requirements for both radiated and conducted emissions.


	Vote scanning and counting equipment for paper-based systems, and all DRE equipment,

shall comply with the Rules and Regulations of the Federal Communications Commission, Part 15; Class B requirements for both radiated and conducted emissions.


	All electronic voting systems shall comply with the Rules and Regulations of the Federal Communications Commission, Part 15; Class B requirements for both radiated and conducted emissions.


4.1.2.10 Electromagnetic Susceptibility

	Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand an electromagnetic field of 10 V/m modulated by a 1 kHz 80% AM modulation over the frequency range of 80 MHz to 1000 MHz, without disruption of normal operation or loss of data.


	Vote scanning and counting equipment for paper-based systems, and all DRE equipment,

shall be able to withstand an electromagnetic field of 10 V/m modulated by a 1 kHz 80% AM modulation over the frequency range of 80 MHz to 1000 MHz, without disruption of normal operation or loss of data.


	All electronic voting systems shall comply with the applicable and appropriate requirements defined in [4].


4.1.2.11 Conducted RF Immunity

	Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand, without disruption of normal operation or loss of data, conducted RF energy of:

a) 10V AC & DC power; and

b) 10V, 20 sig/control >3m.


	Vote scanning and counting equipment for paper-based systems, and all DRE equipment,

shall be able to withstand, without disruption of normal operation or loss of data, conducted RF energy of:

a) 10V rms over the frequency range 150 KHz to 80 MHz with an 80% amplitude modulation with a 1 KHz sine wave AC & DC power

b) 10V sig/control >3 m over the frequency range 150 KHz to 80 MHz with an 80% amplitude modulation with a 1 KHz sine wave.


	All electronic voting systems shall comply with the applicable and appropriate requirements defined in [6].


4.1.2.12 Magnetic Fields Immunity

	Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand, without disruption of normal operation or loss of data, AC magnetic fields of 30 A/m at 60 Hz.


	Vote scanning and counting equipment for paper-based systems, and all DRE equipment,

shall be able to withstand, without disruption of normal operation or loss of data, AC

magnetic fields of 30 A/m at 60 Hz.


	All electronic voting systems shall comply with the applicable and appropriate requirements defined in [7].


The references for the third set of requirements are:

[1] National Fire Protection Association (NFPA) 70, “National Electrical Code” (2002) Edition

[2] ANSI C84.1-1995 (R2005), “Electrical Power Systems and Equipment Voltage Rating (60 Hertz)”

[3] IEC 61000-4-2, Testing and measurement techniques – Electrostatic discharge immunity test.

[4] IEC 61000-4-3, Testing and measurement techniques – Radiated radio-frequency, electromagnetic field immunity test.

[5] IEC 61000-4-4, Testing and measurement techniques – Electrical fast transient/burst immunity test.

[6] IEC 61000-4-6, Testing and measurement techniques – Immunity to conducted disturbances, induced by radio-frequency fields.

[7] IEC 61000-4-8, Testing and measurement techniques – Power frequency magnetic field immunity test.

[8] IEC 61000-4-11, Testing and measurement techniques – Voltage dips, short interruptions and voltage variations immunity tests.

[9] IEC 61000-6-1-2001 Generic Standards - Section 1: Immunity for residential, commercial and light-industrial environments.

[10] IEEE Std. C62.64-1997, “IEEE Standard Specifications for Surge Protectors Used in Low-Voltage Data, Communications, and Signaling Circuits.







