DRAFT Talking points for Mark for ‘voting advocates’ roundtable question 1, risk assessment
(1) What are the essential elements of a risk assessment?  
· A risk assessment is the initial step in a risk management process.  Risk assessment is the determination of quantitative or qualitative value of risk related to a concrete situation and a recognized threat. 
· Quantitative risk assessment requires calculations of two components of risk R, the magnitude of the potential loss L, and the likelihood p that L will occur.  
· One basically arrives at a value for R by examining L and p and factoring them according to a formula that is often qualitative.  L can be considered as the loss that would occur if a certain threat exploited a certain vulnerability.
· Threat analysis is often used interchangeably with risk assessment.

· Risk assessment is very difficult and prone to error.  Part of the difficulty is that measurement of magnitudes of loss and likelihood of risk (i.e., the likelihoods of threats exploiting vulnerabilities) can easily become subjective. 
· Uncertainty in these measurements is often large, in part due to differing opinions as to what constitutes a threat/vulnerability, likelihoods of exploitation, and the resultant loss.  Furthermore, in the calculations, one may have to treat equal assessments of risk in unequal, subjective ways:

· For example, a risk of value X that has been calculated from a large potential loss and a low probability of the loss occurring might be treated very differently from another risk of equal value X that has been calculated from a low potential loss but a high likelihood of occurring. 
· To reduce subjectivity in the assessment, one requires a very broad and detailed analysis of the general environment that is being assessed (e.g., voting in our case) as well as expert judgment. If the general environment being assessed is itself difficult to characterize objectively, the risk assessment will likely need to be more detailed and lengthy.  
· Thus, a risk assessment can be very expensive, time-consuming, and even when complete, still open to question as to its conclusions, especially if there is a fairly wide level of disagreement within the environment as to what represents threats, and other factors necessary for the assessment of risk and determination of mitigating controls.  
· Often, for that reason, risk assessments are not attempted in detail, and organizations arrive at a determination of controls based also on what others in similar environments do, i.e., what sorts of controls are used in similar environments or what may have become known as standard practice or due diligence.
(2) NIST’s experience in conducting a threat analysis for voting systems workshop and in subsequent threat analysis for writing requirements in the next VVSG

· The workshop was very useful and thought-provoking in raising the awareness of threats to voting systems and overall awareness of the need to base requirements for voting systems on objective measures of risk.  
· However, from the workshop alone it would have been impossible to arrive at an objective assessment of risk and the resultant controls (i.e., security-related requirements in the VVSG) because the threats submitted and considered at the workshop were not extensive (and thus incomplete).  Furthermore, there was insufficient participation from election officials and vendors, who were expected to be more familiar with mitigating procedures for some of the threats that were submitted.

· NIST utilized the material from the workshop but also utilized material from other risk assessments and discussions of risk, including the Brennan Center’s analysis, various other resources, and numerous interviews with election officials and vendors.  
· NIST also examined what constitutes standard practice in environments similar to voting and how voting systems are developed, tested, and used.
· NIST was fortunate to have performed, for many years, extensive work in risk assessments for Federal and state-level government and for industry in general, and to have conducted extensive analysis of threats and vulnerabilities to IT products employed in a variety of different environments.  
· NIST has assisted many organizations in developing IT security policies whose basis has relied on risk assessments and incorporation of standard government/industry practices.  
· NIST has effectively developed a dictionary of threats, vulnerabilities, and controls for IT programs and products, and has worked closely with major vendors of IT products such as Microsoft and Oracle in cataloging these items.  
(3) How can the EAC best create a risk assessment that recognizes all possible risks and assesses the plausibility and nature of such risks?  How do you evaluate what is an allowable level of risk?
· A risk assessment for voting, in order to be useful, must be very thorough, yet a thorough risk assessment of voting systems inherently will be difficult and thus expensive and time-consuming.  There are a large number of reasons for this, including:
· There is open disagreement as to the threats and the likelihood of their exploitation; the election official community professes in general a lack of IT expertise yet asserts that their procedures are sufficient to mitigate threats, whereas security advocates may not have adequate knowledge of voting procedures yet assert that these procedures are inadequate to address the threats.
· Voting procedures vary widely across all states and territories, and the quality as to those procedures and how well they are performed is very difficult to assess.  If procedures are not uniform or relatively little is known to their quality, this argues for stronger IT controls (e.g., digital signatures on removable memory cards used to transport election results).  
· Magnitudes of losses in voting can be very difficult to quantify.  There is not agreement on the actual threats themselves.  For example, some assert that the threat to a loss of public confidence in elections is important to consider, but at the same time it is very difficult to measure.

· Ultimately, the security requirements in the next VVSG reflect the efforts of the TGDC and NIST to arrive at an appropriate trade-off as to what sorts of controls are needed and are realistic to require.  Election officials assert that voting is not well-funded and cannot afford some of the controls already recommended in the next VVSG, such as cryptographic hardware modules.  Subsequently, there is pressure to scale back the recommended controls.  This is very difficult to address.
· Ultimately, if the EAC is to create a risk assessment that recognizes all possible risks and assesses the plausibility and nature of such risks, AND to have this risk assessment viewed in general as an objective, well-researched study, it must be prepared to spend a significant amount of time and money.  It may take several years.  At the end of this study, it still may well be open to attack.

· Again, NIST’s experience is that it may be more cost-effective to utilize what other similar environments effectively employ.  In this regard, there is ample documentation of security policies and practices of other IT environments that overlap in various ways with that of voting.
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