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Introduction

Chair Davidson, Commissioners Hillman, Hunter, and Rodriguez, thank you for the opportunity to testify today on “NIST’s Role in Voluntary Voting System Guidelines and Testing.”

HAVA

The major items assigned to NIST by HAVA include:

1. A human factors report, delivered in 2004;

2. Chairing and providing technical support to the Technical Guidelines Development Committee (TGDC) in the following areas:  security of computers, methods to detect and prevent fraud, privacy of voting and accessibility and usability of voting systems;

3. Conducting an evaluation of independent, non-Federal laboratories in order to submit to the EAC a list of those laboratories that NIST proposes to be accredited by the EAC to test voting systems.
2005 VVSG and Prior Voting System Standards

HAVA provided for the creation of the TGDC and mandated that the first set of recommendations for voluntary voting system guidelines be delivered to the EAC nine months after the final creation of the TGDC.   

The VVSG 2005 built upon the strengths of the previous voting systems standards, enhanced areas needing improvement and included new material primarily in usability, accessibility and security.  The resulting document, was delivered on schedule to the EAC in May 2005.  

Next Iteration of the VVSG

Immediately after completing its work on the VVSG 2005, NIST and the TGDC began working on the next iteration of the VVSG, which is currently planned for delivery to the EAC in July 2007.  
The new VVSG differs from VVSG 2005 in significant ways.  It will:

1. Be a complete rewrite, with requirements that are clear and unambiguous

2. Contain significantly expanded security material

3. Contain updated requirements for reliability and accuracy

4. Contain usability requirements based on benchmarks from user testing.

Let me describe a few of the major changes:

1.  In December 2006, the TGDC approved a resolution to include requirements in the VVSG only for those voting systems that are “software independent.”  This means essentially that the voting system can be audited through the use of voter-verified paper records so that election fraud and errors that would result in changes to election outcomes can be reliably detected.   

2. To encourage innovations in voting systems that could produce more usable, accessible, and reliable designs the new VVSG will include an Innovation Class.  Some innovations, resulting from this class, could result in secure voting systems that do not rely on voter-verified paper records. 

3. Other security requirements have been updated and expanded to make them more comprehensive and robust.  These include areas such as access control,  cryptography, physical security, and open-ended vulnerability testing.
4. The Mean Time Between Failure reliability metric has been replaced with benchmarks used with rigorous volume testing that simulates election conditions.
5. Upgraded software coding standards and software development practices will enable vendors to produce code that is easier to examine and test.  The Commercial Off-the-Shelf-Software (COTS) exemption has been narrowed, resulting in more comprehensive testing of COTS.

6. Usability requirements are now based on performance benchmarks for voting accuracy and ease. 
NIST will be hosting a public meeting of the TGDC next week, on May 22 and 23, to discuss TGDC subcommittee reports on the remaining draft material for the new VVSG.  Details of this meeting, including all reports to be presented, are being posted on NIST’s voting web site. 

Laboratory Accreditation

NIST has been directed to recommend qualified testing laboratories to the EAC for accreditation.  In order to accomplish this, NIST is utilizing its National Voluntary Laboratory Accreditation Program (NVLAP).  Simply stated, NVLAP offers an unbiased third party evaluation and formal recognition that a laboratory is competent to carry out specific tests or calibrations.  NIST first accredits voting system testing laboratories according to NVLAP’s criteria, and then recommends them to the EAC.  
  
In January, 2007, NIST proposed that iBeta Quality Assurance and SysTest Labs be accredited by the EAC under the provisions of HAVA.  On May 11, NIST proposed Infogard Laboratories, Inc., to the EAC for accreditation.  Currently, NVLAP is proceeding with the evaluation of four other applicant laboratories.  
 

Test Suites
NIST is also developing open, comprehensive test suites so that the requirements in the draft VVSG can be tested uniformly and consistently by all of the testing labs.  NIST will be developing these tests throughout 2007 and 2008, and will release them incrementally to the public as they are developed.  These tests will help to increase public confidence that voting systems are tested uniformly, regardless of which lab has performed the testing.  Currently, NIST is developing a formal structure for specifying test inputs and outputs to be used for testing ballot variations.
Conclusion

NIST is pleased to be working on this matter of national importance with our EAC and TGDC partners.  Thank you for the opportunity to testify.  I would be happy to answer any questions that you might have.
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