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This white paper describes how the National Institute of Standards and Technology‘s National Software Reference Library can be used to add trust and confidence to voting software.  It presents four areas in which the NSRL can be applied.  

Background

The National Institute of Standards and Technology (NIST) has run the National Software Reference Library (NSRL) project since 2000. The NSRL provides the means to match files that are found on a computer with known files from software applications, thus making it possible to verify that two files are either the same or different.

The NSRL is a collection of software. This collection exists in three forms; 

1. a physical “library” of thousands of original, commercial off-the-shelf (COTS) software applications kept in a secured room on shelves,

2. a database that stores information describing every file in the applications that are kept on the shelves, and

3. a freely available, published collection of file profiles that enable precise identification of files known by the NSRL, known as the Reference Data Set (RDS).

The RDS is primarily used by law enforcement, government and industry organizations in conjunction with commercially available digital forensics tools to review files on a computer by matching file profiles in the RDS. This automated process alleviates much of the effort involved in determining which files are important as evidence on computers or file systems that have been seized as part of criminal investigations. This process identifies unknown or suspect files that are not expected on the computer. The concept can be turned around and used to verify that specific files do exist on the computer.

The NSRL technology and the RDS have also been used by researchers to quickly and automatically reduce the amount of data involved in experiments, where known files need to be identified. Digital librarians also apply the RDS to collections in order to identify computer system applications versus user data.

All of the software in the NSRL is in the form that the researchers would find on a computer. The NSRL software is not available for use, it remains in escrow and is handled as potential evidence for admission to court. 

The critical technology in the NSRL is a “hash” or “fingerprint” of a file. A hash uniquely identifies a file, and is similar to a human fingerprint, in that a person cannot be recreated from a fingerprint – likewise, a file cannot be recreated from a hash. The hashing algorithm primarily used in the NSRL is the Secure Hash Algorithm (SHA-1) specified in Federal Information Processing Standard (FIPS) 180-1.

The NSRL concept can potentially assist in addressing voting systems needs in several areas. Officials could determine that the software used during elections is the expected software. The tested, certified version is definitively identifiable. Verification that the software remains the same during distribution, installation, setup, or use is possible, supporting a “chain of custody.” 

The technology used in the NSRL can stand up to the call for transparency in the voting process. The NSRL methodology is in the public domain, available for inspection, as are the underlying algorithms.

How can this technology specifically strengthen the voting process? An official can verify that operating system file contents have not been modified on a computer, that the device is configured as intended. An official can verify that application file contents have not been modified, that the voting software is the expected, certified, undisturbed version. An official or automated monitor can verify that known static sections of files have not been modified, providing assurance during the time of use.

Applying the NSRL to the Voting Software Chain of Custody

For the purpose of voting system software, the NSRL considers source code to have very minimal value, and currently refuses to accept source code that is not publicly available. At this time, NSRL is concentrating on the executable files and supporting files that are distributed by the vendor, qualified by an agency, and/or certified by a State.

There are four points along the chain of custody that voting software traverses where we believe the NSRL can add trust and confidence. Those points correspond to the software/system vendor, the testing agencies, the State, and the local jurisdiction. (see diagram)
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Software/System Vendor

1. What appears to be needed at this point?  A mechanism to easily identify versions of software released by the vendor. A mechanism to verify purported files or software from a vendor is in fact that file or software. A repository of metadata describing original released software that is publicly accessible.

2. Why should the NSRL be used at this point? The NSRL can calculate digital signatures of files and software that are released by the vendor. The NSRL can provide public access to the metadata describing files and software. This is an established practice for the NSRL.

3. What are potential benefits of NSRL involvement? For the vendors, there will be a method available to any interested party to decisively determine the authenticity of voting system software, and the version of any voting software. Another benefit is the ability to protect the intellectual property investment in the voting software.

4. Research questions, sensibility of action – seems sensible

5. If this makes sense, what resources/actions are needed to enable this? NSRL needs to receive software from vendors. In the case of vendor-delivered pre-built devices, some forensic data capturing may be needed.

Testing Agency

1. What appears to be needed at this point?  A mechanism to easily identify versions of software released by the vendor. A mechanism to verify purported files or software from a vendor is in fact that file or software. A mechanism to easily identify versions of software qualified by the testing agency. A mechanism to verify purported files or software from a testing agency is in fact that file or software. A mechanism to verify that COTS software on the voting system is the expected software. A repository of metadata describing qualified software that is publicly accessible.

2. Why should the NSRL be used at this point? The NSRL can calculate digital signatures of files and software that are qualified by the testing agency.  The NSRL RDS has digital signatures of known COTS software. The NSRL can provide public access to the metadata describing files and software. This is an established practice for the NSRL.

3. What are potential benefits of NSRL involvement? For the testing agency, there will be a method available to identify and verify incoming vendor software, to identify and verify COTS software residing in the voting system, for any interested party to decisively determine the authenticity of  qualified voting system software, and determine the version of any  qualified voting software.

4. Research questions, sensibility of action – seems sensible

5. If this makes sense, what resources/actions are needed to enable this? NSRL needs to receive software from testing agencies. In the case of pre-built devices, some forensic data capturing may be needed. NSRL needs to obtain COTS software corresponding to the software that should be found on voting systems.

State

1. What appears to be needed at this point?  A mechanism to easily identify versions of software qualified by the testing agency. A mechanism to verify purported files or software from a testing agency is in fact that file or software. A mechanism to easily identify versions of software certified by the State. A mechanism to verify purported files or software from the State is in fact that file or software. A mechanism to verify that COTS software on the voting system is the expected software. A repository of metadata describing certified software that is publicly accessible.

2. Why should the NSRL be used at this point? The NSRL can calculate digital signatures of files and software that are certified by the State.  The NSRL RDS has digital signatures of known COTS software. The NSRL can provide public access to the metadata describing files and software. This is an established practice for the NSRL.

3. What are potential benefits of NSRL involvement? For the State, there will be a method available to identify and verify incoming qualified software, to identify and verify COTS software residing in the voting system, for any interested party to decisively determine the authenticity of  certified voting system software, and determine the version of any  certified voting software.

4. Research questions, sensibility of action – seems sensible

5. If this makes sense, what resources/actions are needed to enable this? NSRL needs to receive software from States. In the case of pre-built devices, some forensic data capturing may be needed. NSRL needs to obtain COTS software corresponding to the software that should be found on voting systems.

Local Jurisdiction

1. What appears to be needed at this point? A mechanism to easily identify versions of software certified by the State. A mechanism to verify purported files or software from a State is in fact that file or software. A mechanism to easily identify versions of software distributed for use in the jurisdiction. A mechanism to verify purported files or software for use in the jurisdiction is in fact that file or software. A mechanism to verify that COTS software on the voting system is the expected software. A repository of metadata describing the distributed software that is publicly accessible.

2. Why should the NSRL be used at this point? The NSRL can calculate digital signatures of files and software that are used by the jurisdiction.  The NSRL RDS has digital signatures of known COTS software. The NSRL can provide public access to the metadata describing files and software. This is an established practice for the NSRL.

3. What are potential benefits of NSRL involvement? For the jurisdiction, there will be a method available to identify and verify incoming certified software, to identify and verify COTS software residing in the voting system, for any interested party to decisively determine the authenticity of voting system software used in the jurisdiction, and determine the version of any voting software in use.

4. Research questions, sensibility of action – seems sensible

5. If this makes sense, what resources/actions are needed to enable this? NSRL needs to receive software from the jurisdictions. In the case of pre-built devices, some forensic data capturing may be needed. NSRL needs to obtain COTS software corresponding to the software that should be found on voting systems.

Research questions 

The NSRL staff has begun to identify research issues in this field. Issues include:

1. There can be differences in the hashes made from software distribution media vs. hashes made from the certified installation. 

2. Forensic capture of pre-built voting devices vs. delivery of software on hard media.

3. If there is any setup after the hashes are made, how are valid changes tracked andmanaged?

4. Can it be possible and/or practical to have on-location, time-of-certification hashing by a trusted agent?

5. Given system specifications, can the hashing technology provide the requested verification within time, space and security constraints?

General NSRL research that may be applicable 

The NSRL project uses a custom open source boot CD on the majority of the computers that calculate digital signatures. This CD is available to any person or organization that wishes to duplicate the environment at NIST. The CD will allow an Intel-based personal computer to be booted and perform work without disturbing the data residing on that machine, if an external USB hard drive can be attached.

The NSRL project can provide reference data to allow a third party SHA-1 hashing algorithm to be informally checked for consistency with the FIPS tests.

