Voting Software + NSRL = trust and confidence

A “White” paper

Purpose is to describe how NSRL can be used to add trust and confidence to voting software.  It presents 4 areas in which the NSRL can be applied.  

Can let the TGDC can determine which areas are the highest priority and get the most impact – thus determining where we would put the most effort. 

Background: What is the NSRL and why use it.

Doug’s diagram of NSRL and Voting Software – with the 4 areas

For each area:

1. Why use NSRL at this point (e.g. identify COTS software

2. Benefits or why bother (e.g., ITAs not test COTS, confidence by labs and public that COTS is truly COTS) 

3. What is needed (e.g., vendor software, vendor identify what is COTS)

4. Research questions – what we need to find out to determine if using the NSRL at this point makes sense.
5. If this makes sense, what would we need to do to make this a reality – i.e., outline of roles and responsibilities, tools or software.(e.g., states need hash analyzer and hash software)
Identify research questions that are applicable to all areas


Can we hash the software


Hash of uninstalled vs installed software

General research or development (that we are doing anyway, that would apply)

Open source Hash-maker – brief summary of what this is and how/where it would be used

